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Dear Sir or Madam:

DNV is a global provider of services for managing risk, with safeguarding life, property and the
environment as our purpose. Organized as an independent and autonomous foundation with no
proprietors, DNV balances the needs of business and society, based on its independence and
integrity.

DNV serves a range of high-risk industries, with a special focus on the maritime and energy
sectors. In addition, DNV has expert knowledge in pipeline safety, renewable energy
(especially wind and solar), and climate change.

DNV has been authorized by governments and national authorities to provide services in
countries worldwide, including independent investigations, audits and surveys, especially within
in the area of advanced technologies.

Established in 1864, the company has a global presence with a network of 300 offices in 100
countries, and is headquartered in Oslo, Norway. Our prime assets are the knowledge and
expertise of its 9,000 employees from more than 80 nations. In the US, DNV has more than 700
employees, of which about half are based in Houston. DNV has operated in the US since 1898.

DNYV has reviewed the proposed rule for “Oil and Gas Sulphur Operations in the Outer
Continental Shelf — Revisions to Safety and Environmental Management Systems and
appreciates this opportunity to comment on the proposed regulatory amendment.

e The six new requirements: Stop Work Authority, Ultimate Work Authority, Employee
Participation, Reporting of Unsafe Work Conditions, Independent Third Party Audits and
Job Safety Analysis may contribute to increased effectiveness of Safety and Management
Systems.

e Section 250.1902. DNV does not believe, however, that the proposed regulations fully
draw upon the learning and best practices from Process Safety Management to handle
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low-frequency, high-consequence events, which often become large disasters. Process
safety requires more than a Safety and Environmental Management System (SEMS) and
the 6 new elements. DNV proposes that the regulations should also require that safety
critical elements, their performance requirements and the barrier management for all
operations must be identified, described and managed based upon process safety
management principles. This will effectively address the low-probability, high
consequence events which management systems do not fully consider. Process safety in
some geographic areas, such as the North Sea, has improved greatly as more emphasis is
placed on safety critical elements. For example, an auditor review of safety critical
elements should consider the functionality, the date and results of the last inspection and
test, maintenance records, and site and facility specific training for personnel. DNV
recognizes that a Safety Case is necessary to identify the safety critical elements.

e Section 250.1911. Job Safety Assessments (JSA) are more related to occupational safety
than process safety. For example, the JSA for a welding job typically considers safety for
the individual and others. The larger risks, such as a pipeline break or vessel burst, or the
consequences of disabling safety barriers are not typically evaluated as they would be in a
safety case. The JSA may require that the fire alarm system is disabled during x-ray
examinations, but without a safety case, it is not likely that the JSA will also consider the
larger impact of disabling a key safety barrier.

e Section 250.1920 (a). DNV recommends that BSEE consider more sophisticated
techniques than audit techniques of API RP 75 to verify implementation of the SEMS.

- The International Safety Rating System protocol considers both the requirements for each
element of the SEMS and, equally important, scoring guidelines. For example, where the
SEMS requires a safety meeting, the ISRS would detail what items should be included in
the safety meeting agendas, the frequency for the meetings and a quantitative scoring
system for each. Best practices and recommendations for improvement are embedded in
the scoring system.

e Section 250.1926. DNV recommends that BSEE’s approval of auditors and
organizations recognizes the benefits of large independent organizations to conduct
audits. It is beneficial for auditors to be part of a larger competent organization, for
larger organizations to provide proper training, for larger organizations to maintain global
records and data bases, and for larger organizations to provide a wider number of auditors
with additional competencies. In addition, larger organizations also have first-hand
knowledge and experience with global trends, best practices and technology. DNV
further recommends that the requirements to avoid a conflict of interest are clarified so
that completely separate persons within an independent third party organization may
conduct either audits or develop and maintain a SEMS, but not both.

e Section 250.1926 (¢). DNV proposes that independent third party auditors and
organizations are pre-approved by BSEE rather than singular nomination and approval
actions. This will prevent delays to the audit process, allow the necessary flexibility for
last minute changes or to add specialized competence to the audit team.
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e Under National Environmental Policy Act of 1969 (FR 56691 (c)), there is a claim that
SEMS will improve OCS safety, but it is not clear how much and if the improvement will
be in occupational safety, process safety or both. In DNV’s opinion, the main focus of
SEMS is occupational safety, not process safety. DNV notes that OSHA 1910 has
improved occupational safety, but not process safety. Indeed, if process safety is not
explicitly addressed, process safety improvements are not achieved.

Enclosure (1), Achieving Excellence is Process Safety Management Through People, Process
and Plant is submitted to provide additional information about process safety.

Enclosure (2), Key Aspects of an Effective U.S. Offshore Safety Regime, is submitted to provide
recommendations for an effective U.S. Offshore Safety Regime, including a blend of prescriptive
and performance based regulations and balancing risks, controls and conditions to achieve safe
offshore operations.

Enclosure (3), OTC OTC-20415-PP, Barrier Diagrams the Next Stage for Enhancing Offshore
Operations Safety is submitted to describe how process safety may be improved by using bow tie
risk management tools.

Thank you for your consideration. I will be pleased to provide any additional information.

Yours faithfully
for DET NORSKE VERITAS (USA), INC.

S~

Blaine Collins
Director of External Affairs

Enclosures - 3
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ACHIEVING
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in Process Safety
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people, process and plant

While tremendous progress has
been made within occupational
safety and environmental emis-
sions, the hydrocarbon processing
industry has not yet managed to
reduce the occurrence of major
accidents. Solving this critical
issue will require a clearer under-
standing of potential root causes
and of managing incidents.
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We live in an age where satellite com-
munications, the internet, and 24 hour
rolling news media can instantly broad-
cast incidents to the rest of the world.
Anyone involved in the hydrocarbon
processing industry will recognise this
reality. Today, perhaps more than ever,
the industry finds itself the subject of a
wide range of legislative requirements,
and under increasing scrutiny from society
at large. Much of the legislative burden
and the adverse publicity have come
about as a result of a series of well-pub-
licised accidents that have occurred in
both the refining and chemicals sector,
and the recent high profile investiga-
tions into the culture of this industry
that have followed Ref. 1). In this article
we will examine some of the underlying
trends relating to those accidents, identify
lessons to be learnt, challenge some exist-
ing paradigms, and identify opportuni-
ties for the future.

The persistent challenge
of major accidents

Over the last 10 to 15 years, the down-

stream process industries around the

world have made tremendous improve-.
ments in the areas of occupational (per-

sonal) safety and environmental emissions.

Standard industry measures such as

Lost Time Injuries (LTI), or Recordable

Accident Rates (RAR) all show dramatic

reductions in incident rates, with industry

leaders in the USA and Europe showing
reductions of 50 to 75% in reported
rates, Figure I shows how the industry
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has improved its performance in Total
Recordable Injuries (TRI) over the last
15 years, The low levels of recordable lost
time incidents and the need for a more
significant measure to monitor trends,
have led many companies to start using
Medical Treatment Cases (MTC) as an
indicator of how well they are performing
in managing occupational risks. The
industry quite rightly deserves to be
congratulated for its achievements in
this respect.

When examining major accident events
over the same period however, a very dif
ferent picture emerges. Unfortunately,
the industry has continued to experience
large scale, process related accidents,
resulting in fires, explosions or releases
of toxic, or ecotoxic materials. An analy-

sis of refinery losses conducted by DNV
(Ref. 2) reviewed over 400 refinery acci-
dents over a 40 year period, and showed
a trend of rising losses over the period
(with all values normalised to year 2000
values, and to refining capacity in terms
of number of barrels processed). Figure 2
is derived from this work and shows how
the refining industry has performed in
terms of its annual losses arising from
major accidents. Note that the data used
for the graph does not yet include the
final costs of incidents such as Texas
City or Buncefield. The graph takes
into account the frequency of events,
their associated costs, and the change in
refinery capacity over the same period.
Losses are expressed in terms of US$ per
thousand barrels of distillation capacity.
Some very costly single accidents tend
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Figuie 2. HISTORICAL TREND IN REFINERY MATERIAL DAMAGE COSTS
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“In the last 3
years alone, the
total loss from
refinery and
petrochemical
incidents
around the
world has

exceeded
US$1 billion.”
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to obscure the picture, so a 5 year mov-
ing average plot has been added to the
graph to indicate the trend. A linear fit
to the annual cost data on the graph also
shows a rise over the period. The data
analysed in the report also indicates that
for every major release event, resulting
in asset damage, there are several events
that resulted in lost production opportu-
nities or significant plant downtime that
are not included in the insured loss fig-
ures of the graph.

In the last 3 years alone, the total loss from
refinery and petrochemical incidents
around the world has exceeded US$1
billion. Many of these incidents did not
involve fatalities or even serious injuries,
but did result in significant production
losses and asset damage. A review by the
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UK Health and Safety Executive (HSE)
of accidents in the UK (Ref. 3) gives exam-
ples of cases where the business interrup-
tion costs are more than twice the costs
associated with the asset damage. This
review also found that 17 out of the top
20 highest financial loss cases in the UK
resulted in no fatalities. This does not of
course suggest that we should be compla-
cent about fatality risks. It just serves to
remind us how the use of injury/fatality
statistics alone can disguise underlying
trends in incident rates and costs.

Understanding cause

and effect relationships

Much effort has been expended in
identifying, recording and investigat-
ing ‘smaller’ events such as those which
result in property damage only, or those




that are sometimes called ‘near miss’
events which cause no loss, but only
through providence. The theory is that
these smaller events are the precur-
sors to the major accident hazards that
industry is aiming to eliminate. Whilst
this theory is accurate for occupational
events, the level of understanding of the
cause and effect relationships in major
hazard events has largely been insuffi-
cient to change the number or scale of
major accident events in recent times.

In fact, despite the intense focus on safety
in the process industry over many years,
the number of major accidents continues
to be significant. In 2005, DNV setup a
database to track and record accidents
and incidents in the process industry.
Since its inception there have been over
1,800 incidents recorded, which include:

INCIDENT TYPE NUMBER RECORDED
Loss of containment 5
Fire 538
Explosion 369
Environmental release off site “

Which led to the following consequences:

CONSEQUENCE NUMBER
Loss of lifefinjury 169*
Stte evacuation 1H4
Regulatory fine 674
Production downtime > 10 days 219

*These 169 inddents resulted in injury to 721 people,
155 of the evenis resulted in loss of life {a total of
298 deaths).

Considering that there are around 600
operational oil refineries worldwide,
the above data suggests a major loss of
containment occurring on average once
every 3 years and a major fire occurring
once every 5 years on each facility.

A review of the number of incidents and
trends for industries other than refin-
ing and pewrochemical is contained in

Appendix L
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Figure 3. TYPICAL ACCIDENT PYRAMID

“The under-
standing of the
numbeyr, nature,
reliability and
effectiveness

of these barriers
is the essence

of process safely
management.”

MAJOR INJURY.
MINOR INJURY
PROPERTY DAMAGE
NOVISIBLELOSS

The hypothesis driving improvement
efforts over many years has been the
concept of a predictable ratio of incident
outcome severities often referred to as
an ‘accident pyramid’, Figure 3 shows a
standard accident pyramid.

Conventional wisdom has suggested
that by acting to shrink the base of the
pyramid, the values at the apex will also
decrease in proportion, as illustrated in
Figure 4.

Unfortunately the Iack of understanding of
the different mechanisms which contribute
to both low consequence and major acci-
dent events has resulted in a reality more
closely represented by Figure 5.
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: Figure 4. DESIRED ACCIDENT PYRAMID

Figure 5. ACCIDENT PYRAMID WITH OCCUPATIONAL

 SAFETY FOCUS

MAJOR INJURY
MINOR INJURY
PROPERTY DAMAGE
NOVISIBLELOSS

Focus on occupational safety has reduced
the smaller events, but the major acci-
dents, driven by process safety shortcom-
ings, continue to occur.

Managing process safety requires a
different approach ‘

The Centre for Chemical Process Safety
(CCPS) (ef. 4 defines Process Safety
Management (PSM) as: “The application
of management principles and systems
to the identification, understanding and
control of process hazards in order to pre-
vent process related injuries and incidents’,

A more concise definition could be:
‘Keeping the process fluids inside the
piping and equipment’.

Managing process safety is significantly
different from, and more difficult, than
managing occupational safety. The rela-
tionship between likelihood and conse-
quence is very different as illustrated in
Figure 6.

The management of process safety is
more problematic than managing occu-
pational safety for a number of reasons:
¢ Major process events are (fortunately)
outside the range of experience of most
people. In order for a process safety
event to occur, a number of ‘barriers’
need to fail. This leads to an incom-
plete or inadequate ‘mental model’
of the complex pathways to the event
and the development of the event once

MAJOR INJURY
MINOR INJURY :
_ PROPERTY DAMAGE
NO VISIBLELOSS

it occurs. By contrast, occupational
incidents such as slips, trips and falls
are familiar to all, and the causes and
outcomes are readily imagined. As a
vesult, hazard review teams frequently
underestimate frequency and conse-
quence of process safety events.

Due to the complexity described
above, specialist tools are required
both to establish the potential path-
ways and to evaluate the potential fre-
quency and consequence of incidents,
Process safety scenarios can have poten-
tially catastrophic consequences which,
due to factors such as ‘Risk Aversion’
and ‘Dread’, may require significant
risk management intervention despite
extremely low likelihood of occurrence.




Figure 6. RELATIONSHIP BETWEEN OCCUPATIONAL AND
 PROCESSSAFETY

CONSEQUENCE OF EVENTS.

INTOLERABLE
: RISK

UKELIHOOD OF OCCURRENCE

* Major process events have significant
business impacts and can threaten the
viability of the enterprise, although the
true costs of a major eventare notahvays
understood by hazard review teams.

Process safety management is complex

because it must encompass:

¢ Many drivers - reputation, strategic
plans, license to operate

* Many interfaces — functions, stake
holders, systems

* Many resources — people, knowledge,
finance

¢ Many times —a lifecycle approach

It is essential to take a holistic view of the
management of major accident hazards
by recognising that all areas of the busi-
ness — from HSE, to asset management

and supply chain management — have
critical roles to play in ensuring Process
Safety Management.

Understanding how barriers work
The only way in which process safety can
be successfully managed is by develop-
ing a clear undexstanding of the potential
causes, development and outcomes of
each scenario.

The concept that accidents occur as a
resuit of a chain of events rather than a
single action has been recognised since
Heinrich’s Domino Theory (Ref. 5) was
published in 1931. This concept has been
used in various forms for purposes such
as incident investigation and has evolved
to encompass modern management
concepts and technology.

DNV Risk Review

In order to represent the managing fac-
tors relating to any potential incident, the
Domino theory can be combined with
the more recent but similarly framed for-
mulation of the ‘Swiss Cheese Model® by
Reason in 1990 Ref. 6). The representation
of the hazard management process is known
asa ‘Bow Tie' and is illustrated in Figure 7.

Bow ties reflect the multiple causation
analysis of the domino theory by consid-
ering underlying and immediate causes
and also by considering the multiplicity
of potential outcomes. Also, part of this
system are barriers which exist within the
system to manage the hazard. They are
integrated into the process to illustrate
how plant, process and people interact
to prevent, detect, control, mitigate and
recover from the incident. The Swiss
Cheese model is applied in the recogni-
tion that none of the barriers are either
100% reliable or 100% cffective. In real-
ity, barriers rarely fail completely, they
degrade over time. Failures are usually
readily detectable, it is the degradation
effect that is harder to detect and man-
age, and requires greater management
vigilance as a result.

The understanding of the number,
nature, reliability and effectiveness of
these barriers is the essence of Process
Safety Management. In DNV we some-
times refer to this as solving the PSM
P3 puzze of People, Process and Plant.
As with any puzzle, the PSM puzzle can
appear daunting, but with a few sim-
ple rules, and some guidance, it can be i
solved. '

Existing major hazard management is .
largely focussed on the maintenance of
protective systems. Classical Quantita-
tive Risk Assessment (QRA) approaches
emphasise the consequence aspectrather
than the frequency aspect, as the indus-
try has historically been poor in collat-
ing good quality leak frequency data. As

a result, many protection systems have -
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; Figure 7.-BOW TIE MODEL

! Preventive Barriés CONSEQUENCE

Remediate/Recover Barriers

'UNDERLYING IMMEDIATE

CAUSE CAUSE
Preventive meastres to reduce probability

for top-event and/or reduce effect of event.

been developed and installed to mitigate
the consequences of an event. A more
holistic approach should however place
equal emphasis on driving improve-
ments in integrity management, devel-
oping effective leadership and achieving
a solid understanding of the hazards of
the plant and equipment. The effective-
ness of such a system should be moni-
tored using a combination of leading
and lagging indicators.

Applying an integrated approach

Issues related to the management of
major accident hazards will not be solved
overnight. It will require the industry
to adopt a more integrated approach
to the management of major accident
hazards, which considers not just the
consequences of failure, but also the
likelihood of failure, and the factors
influencing event likelihood and devel-

CONSEQUENCE

IMMEDIATE

o FINAL
CONSEQUENCE

“Measures to reduce the effect of the
top-event and to stop escalation.

opment. Asset integrity management,
management systems, inherently safer
designs, and organisational factors will
all need to be improved if the industry
is to learn the lessons from the occupa-
tional safety achievements, and translate

them into process safety improvements. &
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1. Introduction

Major accidents lead to a review and revision of current practices and regulations with the objective of
avoiding similar or other major accidents in the future. This also appears to be the case after the tragic
Deepwater Horizon blow-out accident and subsequent oil spill. This paper presents DNV 's view on key
aspects of an effective offshore safety’ regime. The paper is meant as a contribution to the on-going
discussion on how to improve safety and environmental protection during offshore oil and gas exploration,
development and production. The paper supports and complements the recommendation for a more
systematic approach to safety and environment in the U.S. Department of the Interior (DOI) report on
“Increased Safety Measures for Energy Development on the Outer Continental Shelf” (May 27, 2010).

DNV? believes that a step change can be achieved with respect to prevention and mitigation of major
accidents through an effective and efficient safety regime for offshore energy exploration, development and
production. Such a safety regime must be risk-informed, balancing the inherent risks with the benefits for
society and must possess the following characteristics discussed in this paper

o Performance-based supplemented by prescriptive regulation

o Consideration of technology, organization and people

o Clear roles and responsibilities

e Enforced identification, reduction and control of risks

e Shared performance monitoring

e Practical and economic feasibility

e Balance between risk, control and condition

DNV has world wide experience within risk management in the offshore energy and maritime industries.
DNV advises regulators on offshore safety regulation as well as executing key functions on behalf of
authorities and industry in order to safeguard life, property and the environment. This paper does not present
the many ways in which the key aspects could be implemented within law and regulation or how they are
effectively institutionalized, or which roles are best managed by governmental agencies and which by

! Safety in this paper often covers all aspects related to health, safety and the environment (HSE)

% Det Norske Veritas (www.dnv.com) is a global foundation with the purpose of safeguarding life, property and the environment.
DNV is the leading company for 0il & gas risk assessment globally. It was founded in 1864 in Norway and currently has 9.000
employees, of which about 10% are based in North America. See also Appendix II.
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independent or private organizations. The paper does, however, highlight issues and methodologies that
DNV believe regulators should take into account when promulgating new legislation.

2. Objective of an offshore safety regime

Oil and gas will constitute the major part of the U.S. energy supply in the foreseeable future despite on-going
and needed efforts in developing renewable and other alternative energy sources to meet our energy demand
and limit carbon emissions. In addition, deep water exploration and production of oil and gas will continue to
be a vital part of our oil and gas supply. Because of this, additional focus on managing risk of deep water
activities is needed to prevent consequences such as those from the Deepwater Horizon accident.

Following a major accident we have an obligation to review and revise as needed the offshore safety regime
under which oil exploration and production takes place with the objective to

o Ensure that exploration and production activity is done safely and in a sustainable manner, and

e Assure all stakeholders — foremost the public — that activities that pose a threat to life, environment
and property are properly controlled

DNV believes that a safety regime for offshore energy exploration and production must ensure that

e Life, environment and property are protected in an effective, consistent, transparent and predictable
way; both for those directly affected and involved in offshore operations, but also for those
otherwise affected by an accident, such as fisheries, recreation and the whole ecosystem

¢ Risks are properly evaluated and all prevention and mitigation measures are identified

e Control measures are implemented and maintained by all parties in accordance with mandatory risk
assessments as well as what is prescribed by regulation

e Conditions of safeguards, facilities, procedures, personnel and organizations are continuously
monitored throughout the lifetime for proper functioning and compliance with all regulatory
requirements and to assure that risks do not increase

¢ Technical innovation and efficiency improvements can be implemented safely and responsibly

3. Performance-based supplemented by prescriptive regulation

The safety regime must benefit from all learning of the past. This is the traditional way of developing safety
regulations where previous events lead to new knowledge and additional regulation that prescribes a set of
requirements for industry to follow. In most cases, however, regulators and industry do not regularly revise
and upgrade procedures, rules and regulations, as the collective knowledge of how to operate safely increases
(e.g. Baker Panel® findings after Texas City). More often, a major disaster becomes the trigger to update
regulations that have been proven to be insufficient.

Every major accident at sea has been followed by new regulation, from maritime oil spill accidents such as
Exxon Valdez, Erika and Prestige to offshore oil and gas accidents such as Alexander Kielland, Piper Alpha
and now Deepwater Horizon. The same is the case in the chemical process industry where accidents in
Bhopal, Seveso, Pasadena Texas and Texas City led to new US and EU regulations. The potential weakness
from such regulatory development is that issues of the moment rather than long term sound policy become
dominant and that all focus is on the specific event and root causes with insufficient focus on other possible,
future hazards.

An offshore safety regime based on prescriptive regulation has the advantage of being relatively easy and
simple to implement and follow up but has the weakness that it may not prevent new types of accidents that
may appear in the future and it often prevents innovation due to its specific, prescriptive rules and

3 The Baker Panel was established to investigéte safety management systems and safety culture after the Texas City disaster — they
laid out many important concepts for enhanced major accident prevention

DNV Position Paper on Key Aspects of an Effective U.S. Offshore Safety Regime Page 2



requirements. It may also limit operators’ dedication and understanding of responsibility as well as proactive
initiatives to increase the safety level beyond compliance. This is particularly important in the deep water
offshore arena where new technologies and techniques to improve production and safety and also reduce
costs are being constantly developed, but by their nature may introduce potential new risks.

To be able to account for new types of events and to allow for needed innovation and new technology in the
future, performance-based (also referred to as functional-based or goal-based) safety regimes have been
introduced in several countries. In these, performance requirements and acceptance criteria are specified and
industry must document that their specific solutions meet such requirements, e.g. in terms of acceptable risk
levels. The advantage of performance-based regulation is that solutions for the problem at hand can be
developed free of specific prescriptions. The regulation will include comprehensive safety — or HSE — cases
that document how all risks (including novel risks) for the specific facility, operational conditions and
location will be prevented or mitigated. A challenge of a pure performance-based regulation is that it may
require more analysis and documentation to be done in each individual case to verify that performance goals
are met. It also requires a competent and active regulator.

The current safety regime for the U.S. Gulf of Mexico is largely a prescriptive regulation with no
requirement for safety cases* to be performed. The offshore safety regimes in the UK and Norway, for
example, are of the performance-based type where safety cases (UK) or detailed risk assessments (Norway)
must be presented to the authorities who review and accept - rather than approve - these before
implementation. Once accepted, operations not in conformance with the safety case is an offence.

DNV believes that an offshore safety regime based on a performance-based regulation requiring safety cases
including risk assessments supplemented by required or recommended specific prescriptive regulation for
selected areas is the most effective regime model. Areas that may be addressed by prescriptive regulation are
typical facilities, components and situations where experience exists. The prescriptive regulation may include
specific requirements supplemented e.g. by API standards and class societies such as DNV Offshore Codes.

The safety regime must ensure a safe operation of the offshore facility throughout its lifetime. The safety
case performed at the design stage must be implemented in the actual operation of the offshore installation
and not just end as a document on a bookshelf. Furthermore, the offshore installation may be modified, it will
degrade over time, external loading conditions on structure or process system may change, and the operator
and crew may change. Each such change of condition must be monitored and documented as a safety case
update as part of the regulated process for ensuring a safe operation.

4. Consideration of technology, organization and people
A complex system such as an offshore drilling or production platform performs safely and reliably only
when
1. The technical facility is fit for purpose and works as intended
2. The people operating the facility are trained and competent, also as regards safety culture, and
3. The organization is defined so decisions are made and safe procedures are followed as planned

Within chemical process plants these aspects are often referred to as plant, process and people which all must
be fit for purpose and performing accordingly for the process plant to perform safely.

When root causes are identified for major accidents, it generally turns out to be a combination of several
factors that lead to the accident — and often a combination of technical, human and organizational failures.
Even when it at first appears that it was a technology failure, the root cause analysis may reveal that
organizational or human failures e.g. during modifications or maintenance in reality lead to the failure.

‘A Safety Case is a documented, facility specific, safety and environmental program that identifies all hazards, estimates risks and
demonstrates how these are prevented or mitigated to a stringent target level of safety, merging both prescriptive and facility specific
requirements. All safeguards are documented, their required performance defined, owners assigned, and means to keep functional at
all times specified (e.g. maintenance, competence, etc), and providing a transparent means to verify the conditions.

DNV Position Paper on Key Aspects of an Effective U.S. Offshore Safety Regime Page 3



Organizational and human factors are the dominant root cause factors and together often estimated to
constitute up to 80% of the causes for major accidents.

In summary, it is critical that an offshore safety regime properly accounts for technological, organizational
and human factor defenses — or barriers® — in the prevention and mitigation of accidents throughout the
lifetime of the offshore installation.

5. Clear roles and responsibilities

An effective offshore safety regime must ensure that clear roles and responsibilities are established between
all parties involved. In particular, the role and responsibility between authority and operator is important. The
performance-based regime has been preferred by a number of authorities not least because of its very clear
split of responsibilities, where authorities define performance goals and acceptance criteria and the operator
has the responsibility to ensure that these performance goals are met. The aim is to force the operator and
contractors to take an active role and not lean on authorities to ensure safety. In such a regime the authorities
will normally not approve the operator’s plans but only review and accept them.

In a prescriptive regime the authorities define implicitly the performance by prescriptive requirements and
will furthermore typically approve the operator’s plans, in some cases including detailed operations.
Although the operator normally will be defined in the regulation to carry the liability for the operation,
matters may become unclear if something goes wrong and the authorities have both given specific
requirements for the facilities and operation plans as well as approved their implementation, Also, the
responsibilities between parties may also vary between different pieces of the regulation. The choice of the
performance-based model is therefore natural when authorities want to minimize own risk and liability.

6. Enforced identification, reduction and control of risks

DNV believes that risks such as those related to offshore drilling and operation can only be properly
managed if the risks are known and understood by the operator (and subcontractors to operator) of the
facility. Therefore, a key element in an offshore safety regime is that all parties are required to take an active
role on undertaking holistic risk assessments for a specific installation through which preventive and
mitigating means are identified and where all factors mentioned above are included in the safety and
environmental models. Furthermore, the regime must ensure that such risk management is maintained
throughout the life of the installation and continuously kept up to date to prevent deterioration of barriers that
prevent and mitigate risks.

DNV believes that the frequency of major accidents only can be significantly reduced by identifying the risks
and the factors influencing these risks through quantified risk assessment where the effect of preventing and
mitigation measures can be directly evaluated and compared. This is the means that have been introduced in
other industries such as nuclear and aerospace and which have proven successful in reducing major
accidents. As mentioned, the current offshore safety regime for the U.S. Gulf of Mexico does not require risk
assessment and safety cases to be established. IADC has, however, a recommended approach for a safety
case for mobile drilling units. DNV believes that such requirements with extensions must be introduced in
the future regulation so that all risks are evaluated throughout the lifetime of the offshore drilling and
production activities, including design, construction, installation, operations, maintenance, adaptation of new
technologies, modifications and decommissioning,.

It should be noted that some operators in the US Gulf of Mexico already perform risk assessments due to
their own corporate governance and based on experience from other safety regimes in the world.
Furthermore, the challenge of handling an unlimited liability for operators can be met through a systematic
risk management approach where active prevention and mitigation barriers are monitored and managed
throughout the lifetime.

§

5 The term barriers is here used interchangeably with controls or safeguards, which are any technical, human or organizational feature
interrupting an accident sequence — either stopping it or reducing its likelihood or consequence or both,
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7. Shared performance monitoring

DNV believes that performance monitoring of all factors influencing a safe operation should take place
throughout the life time of the facility. The monitoring should include the actual risks updated regularly, the
condition of the facility, people and organization as well as the condition of all barriers preventing and
mitigating accidents. Such performance monitoring would be a continuous assessment of the total integrity of
the operation and ensure that, for example, barriers do not deteriorate.

The performance monitoring should be shared — fully or partly — with all parties participating in the
operations such as partners and subcontractors in order for all to benefit from the knowledge of the actual
condition. Part of the performance monitoring could be reported as online information to authorities and
regulators as part of their oversight function. “

8. Practical and economic feasibility

After a major accident there can be a tendency to establish a significant amount of new regulation where all
elements may not have an equally good balance between investment and benefits to society. It is important
that new regulation is practical and economically feasible in addition to ensuring sufficient safety and
environmental protection. DNV recommends that the effectiveness of new regulation should be assessed on
basis of a risk assessment where the reduction of risks (reduction of expected loss) due to the new or
modified regulation is compared with the investment needed to implement the new or modified regulation.

As has been seen with the Deepwater Horizon accident it can be important that equipment from other parts of
the world can be brought into the Gulf without any delay when needed. The regulation in the U.S. Gulf of
Mexico should therefore be aligned with international regulation for offshore oil and gas exploration,
development and production. Specific requirements needed for the local conditions such as risk of hurricanes
should be established and met in addition.

9. A step change for major accidents

DNV believes that a step change for major accidents can be achieved, i.e. that the risk can be reduced by a
factor of 10 by use of risk management. The oil, gas and process industries have achieved significant
improvements over the past 20 years in occupational safety and limited spills or pollution incidents because
companies” safety and environmental management have focused on and measured progress in these areas.
However, major accidents in safety, structural failures, explosions and environmental pollution have been
more resistant to improvement (e.g. major accidents onshore: Texas City® and Longford Australia, and
offshore: Piper Alpha and the Montara blowout).

After the Three Mile Island accident, the nuclear industry achieved a step change using better tools, namely
formal Probabilistic Risk Analysis, new audit structures from the Institute of Nuclear Power Operations and
stricter regulations. The Offshore industry in the UK and in Norway, following two major disasters with
more than 100 fatalities each in the 1980°s, has also achieved an improvement by using safety cases and
quantified risk assessments. Also the aviation sector has been successful in reducing major accidents.

There are important lessons to be learned from these achievements:

e When seeking a step-change, a holistic approach to address technical, procedural, human and
organizational and cultural aspects is essential

e A detailed quantified safety and environmental model is necessary to underpin operational decision
making to prevent major accidents

® Texas City refinery explosion 2005; Longford Australia gas processing facility fire 1998; Piper Alpha North Sea rig explosion and
fire 1988, Montara oil well blowout off Northern Territory 2009 — particularly well documented and studied accidents amongst many
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10. Balance between risk, control and condition

In the North Sea offshore industry and the commercial nuclear power industry, a detailed risk model is
established and, from this model, all hazards are identified and managed to a level commensurate with the
risks. In the offshore energy industry, all risks would include at least all safety and environmental risks from
topsides infrastructure, subsea arrangements and downhole. This approach has the benefit of being able to
reduce risks as they become directly known and the approach therefore provide additional and higher levels
of safety and environmental protection.

Regulations — Minimum Requirements

Design and Operations Stage

Design Stage /Ogerations Stage
Identify risks Manitor operations for compliance
Regulatory compliance Respond to degraded controls
Establish additional controls Assure performance remains exemplary

Operations Stage

/ Design / Changes
a Wear-out / Degraded
P—

Contractor

Owner
\\‘
n—

uopelisuowad - 8seD) ISH

Regulator Management / staff
PR, g
Management / Staff Regulator
NN
—
Verification
Approvals: Design Approvals: Operations

lllustration of the elements Risk, Control and Condition in a risk-informed offshore safety regime

A risk management approach is characterized by three main elements

1. Risk: The risk model’ is the foundation of a safety case

The operator must identify of all risks ranging from high frequency, but small consequences to rare
major events with significant consequences, ways and means to prevent these accidents and how to
respond if prevention fails. The barrier model — mentioned further in the appendix — is an effective
technique to understand prevention and mitigation systems, equipment and operating procedures.

The engineering and maritime design must meet current regulations and standards and the safety
case must describe the basis for the design and operation.

The risk model must have a sound basis and detail. To achieve a step change it must in the design
stage be quantified to cover safety and environment risks on the topsides, subsea and downhole.
Subsequently, operations procedures may rely on, or require, more qualitative risk models.

The risk model is used to establish the required performance of all critical aspects (technical, human
and procedural) and these performance standards would be used for verification.

7 The concepts of a risk model are outlined further in the annex to this paper
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2. Controls: Effective mechanisms for control must be implemented

* Ensure that regulatory requirements and safety case commitments are achieved in practice, are
documented and communicated to all offshore and onshore staff and contractors

e Ensure that modern safety & environment management system and process safety and safe drilling
operations culture programs are in place to institutionalize success and to prevent short term
financial Key Performance Indicators from increasing longer term threats

e Verification by an independent, competent party as a key control mechanism both during design and
operations

3. Condition: The sound condition of all elements must be continuously monitored

¢ Complex systems are subject to degradation or failure from the moment of entering service.
Processes must be in place to maintain equipment and to ensure that systems meet the required
performance standard throughout the life time

¢ As well as the technical systems may degrade, this is also the case as regards working culture,
organization and human competences which must be included in the condition monitoring processes

¢ Changes in system, organization or people must be assessed, managed, controlled and documented
before implementation, with effective processes for returning critical equipment to its current state
after temporary changes

It is important to have the right balance between the three elements risk, control and condition. A safety
regime which has focus in only one or two of the elements will lead to ineffective risk management. A
prescriptive regime focuses typically on control and condition but less on risk.

11. Conclusion
DNV believes that an effective and robust safety regime for offshore energy exploration, development and
production must be risk-informed and must possess the following characteristics

e Performance-based supplemented by prescriptive regulation

o Consideration of technology, organization and people

e (Clear roles and responsibilities

e Enforced identification, reduction and control of risks

e Shared performance monitoring

¢ Practical and economic feasibility

e Balance between risk, control and condition
DNV believes that the introduction of a risk management approach as basis for a new regulatory regime
within U.S. waters will significantly improve the safety of offshore oil exploration and production. Tt will

meet the public expectations for assessment of all risks as well as accommodate further development in
offshore exploration and drilling safety and environmental protection.

DNV believes that it is critical to maintain and use a living quantifiable safety and environmental risk model
to support decision making to prevent major accidents. A holistic model is needed that addresses all aspects
affecting the safety, such as technical, procedural, human and organizational and cultural aspects.

This paper is intended to introduce the concept of a risk informed approach to safety and environmental
regulations, and does not attempt to describe the concept comprehensively. DNV will be pleased to assist
and contribute to the discussion and development of an improved offshore safety and environmental regime
for the United States.
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Appendix

Risk models

A risk model is a formal review of all threats to safety and the environment. Although complex in execution,
the basic principles are simple and shown in the figure below. Because of its conceptual simplicity, however,
the importance and complexity of asking the critical questions in the analysis of what can go wrong is often
underestimated. This analysis needs to be undertaken both from a holistic perspective and from a detailed
perspective on technology, people and organization. Therefore, the assessment requires a dedicated and tailor
made approach and can not be undertaken by simple checklists or other standardized approaches.

Illustration of the risk assessment and mitigation identification process

> J Frequency x Consequences - Risk

All
Events

Fire ] Explosion / Toxic
Generic data

Fault Trees

<+ Environment

= Integrated Risk

Gitan Sas Sorfacn

Full accounting for:
- technical barrlers
- management systems

= human performance
Human / Organizational Generating:
Performance - delnons;rated improvement

- required performance
- verifable measures

lllustration of a holistic, quantitative risk model for offshore installation
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Two risk models should be established, one for the Safety Case during the Planning Stage and one for the
Operations Stage as briefly outlined in the following.

Planning Stage Risk Management

The Planning Stage risk model includes quantified risk assessment (QRA) that uses detailed engineering
studies and human performance models to identify all risks and demonstrate how they are prevented and, if
an event occurs, mitigated. The figure above illustrates such a holistic, quantitative risk model. Within
offshore facilities, there has traditionally been a focus on safety due to fire and explosion on the topside. A
holistic modei should also include e.g. environment and downhole related risk as illustrated in the figure.

A QRA is arisk model that quantifies key aspects of risk and — importantly — allows for the demonstration of
risk reduction by the application of defined safeguards. In many ways, a QRA is similar to a Nuclear
Probabilistic Risk Assessment (PRA), except that the numerical approach is a little different (discrete versus
probabilistic) and the range of events examined is much broader for the offshore industry while the PRA
focuses mostly on the single event of potential reactor meltdown.

Operations Stage Risk Management

The Operations Stage risk model captures all the findings and requirements and translates these into easily
understood terms and documents that can be effectively managed and driven into a positive process and
safety culture during operations. The documentation will likely consist of a combination of a qualitative
barrier diagram approach (often termed a “Bow Tie”, see figure below) for foreseen threats and an
operational version of the QRA model described in the previous section to address unforeseen issues. The
nuclear industry uses also such an operational approach in utilizing the PRA model.

® © ®© ©
E £ 0

©
i
/

Threat 1 «~J \ Safety
: w_l—l" Outcome

Threat 2 -I—H

HH.I""* Environmental
Threat 3 Outcome

I Barrier/control I Barrier responsible person

Bow Tie barrier model showing critical barriers (controls).
Prevention barriers are on the left and mitigation barriers on the right.
Each barrier should have a responsible person - only some of these are illustrated.

Most accidents (e.g. Bhopal, Texas City) have been demonstrated to be due not to an unforeseen threat, but
due to a known threat adequately addressed by regulations and company requirements, but where the
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safeguards have been allowed to degrade over time (technical, human or organizational). The Chemical
Safety Board investigations have shown the same to be true in other serious U.S. accidents (e.g., recent
explosion at Imperial Sugar, Georgia).

Thus, a vital output of the Operations Stage risk model is that it be maintained up-to-date to provide a clear
understanding of the current status of all barriers and how they affect risks, when these have degraded what
must be done to return the system to a safe state, and ensure that all company staff, contractors and regulators
are aware of the barrier status at all times in daily operations.

Verification and improvements through audits, reviews and inspections

Regular audits during operations of the risk management system are vital. Important areas that need to be
addressed are the management system, the process safety and organizational culture, seamless processes
across company staff, contractors and sub-contractors, offshore and onshore as well as the status of all
barriers. Also the readiness of prevention barriers must be included, such as emergency and mitigation
measures e.g. for containment of oil flow from a well and reduction of oil spill in the ocean.

Management and staff reviews must in the same way be executed regularly in order to improve continuously.
Finally, regular and in-depth technical inspection and verification of physical facilities are needed to ensure
robust integrity.

Effective communication and decision making

Modern information and communication technology can be an effective support in sharing performance
monitoring of risks and barriers as well as for making team-based decisions for critical situations in an
integrated operations environment as illustrated in the figures below.

People - Process - Plant - Performance - Perspective

Perspective

Any Employee
or Contractor

IT system can be used to communicate the current status on barriers and risk
to allow everyone anywhere to access this information in real-time
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Conference systems allow for “Decision Rooms” where offshore and onshore staff,
contractors and regulators can meet in a commorn place for superior team-based decisions

DNV Position Paper on Key Aspects of an Effective U.S. Offshore Safety Regime Page 11




About DNV

With the corporate objective of safeguarding life, property and the environment, DNV helps business and
society to manage risks on basis of DNV's independence and integrity. DNV serves a range of industries
with special focus on the energy and maritime sectors.

Established in 1864, DNV has a global presence with a network of 300 offices in 100 countries, and is
headquartered in Oslo, Norway. As a knowledge-based company, DNV’s prime assets are the creativity,
knowledge and expertise of our 9,000 employees.

DNV is a global provider of services for managing risk, helping customers to safely and responsibly improve
their business performance. As companies today are operating in an increasingly complex and demanding
risk environment, DNV’s core competence is to identify, assess and advise on how to effectively manage
risk, and to identify improvement opportunities. Our technology expertise and deep industry knowledge,
combined with our risk management approach, have been used to manage the risks in high-profile projects
around the world.

DNV in USA

DNV opened its first office in USA in New York in 1898. Today DNV has 700 employees in USA with
offices in Atlanta, Chicago, Columbus, Cincinnati, Detroit, Houston, Jacksonville, Long Beach, Boston,
Miami, Norfolk, New Orleans, New York, Portland, Seattle, San Francisco and La Porte.

DNV’s main activities in USA are within the energy sector, both within oil & gas exploration, development
and production as well as within wind energy. DNV is engaged in verification, classification and asset risk
management offshore in the Gulf of Mexico and within risk management of onshore pipelines and refining.
DNV has a Deepwater Technology Center in Houston and a leading Corrosion and Materials Technology
Center in Ohio focusing on management of degradable structures. The Technology Center in Ohio was a
leader in the development of pipeline corrosion assessment standards referenced by US Federal Regulations.
DNV is the largest independent consultancy within wind energy in USA.

DNV helps the maritime industry to manage risk in all phases of a ship’s life through ship classification,
statutory certification, fuel testing and a range of technical, business risk and competency-related services.
DNV is among the top two classification societies for mobile offshore units. DNV is present in all maritime
clusters in U.S, and our Global Cruise Center located in Miami supports our leading position in this sector.

DNV and Authorities

DNV works for and on behalf of more than 130 authorities as an authorized, notified or accredited body
within classification of offshore structures and ships, within certification of management systems and
products and within validation and verification of climate change projects on behalf of United Nations.

DNV is authorized by the US Coast Guard as a classification society, approved by Department of Interior as
a Certified Verification Agent, accredited by ANSI-AQS National Accreditation Board for certification
services and approved by US Centers for Medicare and Medicaid Services to accredit hospitals.

DNV Offshore Codes

The DNV Offshore Codes are a comprehensive set of documents in a 3-level hierarchy consisting of
Offshore Service Specifications, Offshore Standards and Recommended Practices. The DNV Offshore Codes
are referenced in a number of offshore safety regulations.
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Abstract

Published data show that the O&G industry has been very successful in reducing occupational accidents, but not as
successful in larger scale process safety accidents. The EU has pioneered an approach using barrier diagrams, called bow
ties, to identify and communicate barriers effectively, and thereafter to manage these through life. In North America, IADC
offers these as the basis for demonstration of safety for MODU facilities which travel between regulatory jurisdictions.

Ongoing safe operations in the UK and Norwegian offshore sectors have shown that comprehensive barrier management
improves safety performance. However, communicating the information from hazard and risk registers and bow ties is
essential to make sure that everyone understands the full set of barriers in use, their personal responsibilities, that these
barriers are operational, and meet their effectiveness requirements.

This paper provides an example demonstration combining bow tie risk management tools with a Sharepoint interface for
communications as applied for a large upstream company. Two versions were created — a simpler Pull interface and more
complex Push interface.

Operations Safety Needs

It is clear that Process Safety — particularly preventing major accidents — is not yet a solved problem for the process industry
globally. A prior paper (Pitblado, 2008) highlighted that while the industry has been very successful in reducing
occupational accidents over the past 15-20 years, trends on process safety have been flat or even getting worse. In fact this
very success can mislead site management into thinking that process safety is under control as the more frequent
occupational incidents have reduced so much. Kleindorfer et al (2007) note that early hopes for process safety improvement
have not occurred. The EPA published reduction in accident frequencies and impacts based on the combined effects of the
OSHA PSM standard and the EPA RMP Rule was estimated to be 75% of the baseline accident/impact rates over the first 5
years of implementation. Tn fact no statistically valid reduction was found.

Following the Texas City accident, the Baker Panel (2007) identified many problems with today’s implementation of Process
Safety Management (PSM) programs and with Process Safety Culture, not only in BP but the whole industry. The CSB
identified similar issues in its assessment (CSB, 2007) as well as important technical integrity issues, beyond the terms of
reference of the Baker Panel.

In the USA, two major regulations address process safety, OSHA 1910.119 Process Safety Management and the EPA Risk
Management Plan regulations (part of the Clean Air Act amendments). These are broadly similar regulations, but OSHA
focuses on onsite personnel and EPA focuses on offsite impacts. These regulations have been relatively static since their
development in the late 1980°s and early 1990’s, and enforcement has been less emphasized until after the CSB
recommendations to OSHA. A National Emphasis Program is addressing the enforcement issue now for refineries falling
under OSHA regulations (Lay et al, 2009).

In the EU, by contrast, the primary regulations are driven by the EU Seveso Safety Case Directives and these have been more
dynamic, being updated several times in response to the ongoing series of events. The Seveso Directive is implemented
differently in every EU country, and thus local incidents also drive regulatory changes (e.g. in France after the Toulouse
explosion and in Belgium after the Antwerp pipeline explosion).
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In general, design stage process hazard analyses and risk assessments have resulted in designs that are safe to operate. Newer
ideas of inherent safety are slowly being introduced as well. Purely qualitative PHA’s are being extended with more
quantitative techniques, either LOPA — Layers of Protection Analysis (CCPS, 2001) which is a simplified QRA or full
Quantitative Risk Assessment (CCPS, 2000) for the highest hazard chemicals. Changes to facilities are also reviewed well
using these techniques.

Thus the problem is not that facilities are unsafe due to design, but that incidents tend to happen due to safeguards included
in the design — technical, administrative or human, which are allowed to degrade over time. Reasons are complex and rarely
due to deliberate intent or risk taking, but serious process incidents are rare and the rationale for many safeguards may be lost
over time and the continuous activities to keep them functional may not occur. Normalization of deviance is an important
issue in this regard.

Barrier Based Methods

Current hazard identification tools (e.g. HAZOP, PHA, etc) do identify hazards and key controls for those, but for time
reasons, the identification teams rarely record more than the top 2-3 controls. These studies are particularly looking for
unprotected hazards and once the team judges sufficient controls are identified, no further documentation occurs. In reality
there can be many more than 2 or 3. Thus current tools do not record the full range of controls and thus the process safety
management system is not directed to ensuring they are all working.

The use of barriers to manage risks is well established. The nuclear industry has been using a formal Defense-in-Depth
concept since the late 1960°s — and this was fundamental to preventing the Three Mile Island accident from becoming a
disaster. Prof Reason in a well known assessment of major accidents has developed a Swiss Cheese model to demonstrate
accident causation and the role of multiple but imperfect safeguards in their prevention. In his model (Reason, 2000) uses
several slices of swiss cheese, each with many holes, being challenged by threats — which are spears trying to pass through all
the slices. Intuitively, the more slices (the safeguards) and the smaller the holes (a measure of their effectiveness), then the
safer the system.

It is now believed that formal definition of barriers and thereafter ongoing monitoring of their status is a key means to ensure
ongoing safety. The North Sea suffered two very serious incidents in the 1980’s — Alexander Kjelland in 1982 (123
fatalities) and Piper Alpha in 1987 (167 fatalities) where key safeguards failed and greatly increased the consequences of
those accidents. The UK regulations were updated to adopt the safety case approach (based on the EU Seveso Directive) but
added extra weight to the safeguards. Risk assessments must be used to identify Safety Critical Elements (the key safeguards
/ barriers), their performance requirements (necessary to attain the low risk objective), and a written scheme (the ongoing
maintenance, inspection and competence regimes) to keep those safeguards functional through life.

Major accidents are rare, but in the 20+ years since Piper Alpha there has been no major disaster in the North Sea. That is
not to say that challenges are not occurring. The UK maintains the Hydrocarbon Leak Database of all leaks in the UK sector -
and there remain a large number of events every year — but declining in number, particularly the more serious ones (Pitblado,
op cit).
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Figure 1. Number of Release events in UK Sector of North Sea (HSE HCRD database)
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In 2007 there were two very serious initiating events — one on the Visund Platform in the Norwegian sector and one on the
Rough Platform in the UK sector. The former event released over 900kg/s into the platform — but all, the safeguards worked
— ignition controls, gas detection, ESD systems, blowdown and no ignition occurred. On the Rough platform the release was
400kg/s and ignition did occur, but again the safeguards worked and the event was limited. Both of these had the potential to
be total losses if the safeguards had failed. Ingvarson and Strem (2009) describe an effective lifecycle barrier audit process
used in the Norwegian sector by StatoilHydro. Thus initiating events still occur in the North Sea but the better management
of safeguards has to date prevented their escalation into disasters.

The importance of managing barriers is as important onshore as for offshore. An analysis of the Bhopal accident shows that
there were 8 barriers included in the original design (hardware and administrative) to prevent or mitigate a runaway reaction
of MIC caused by water ingress. The local site allowed all 8 to go out of service or become degraded. A similar analysis of
the Texas City disaster shows 12 barriers were included in the design and all 12 had become degraded. Thus a design stage
QRA may show a facility to be safe and to meet a risk target, but if the barriers are allowed to degrade, then risks can greatly
increase.

Two types of risk assessment can be defined for high hazard facilities:
—  adesign stage risk assessment (e.g. HAZOP + QRA) focusing on a short list of controls and quantitative results
(separation distances, firewall ratings, firewater demand, risk target attainment)
—  an operations phase risk assessment (e.g. bow ties) focusing on a more complete definition of critical controls,
and definition of ownership, effectiveness, and means to keep operational through life

A methodology for barrier definition and risk assessment, using the swiss cheese model, was developed in the Netherlands in
the 1990’s. This approach, called Bow Tie Risk Analysis was pioneered into the process industry by Shell (Zuijderduijn,
2000). They have implemented this as an integral part of their Hazard Management and Effects Program (HEMP) applied to
all sites upstream and downstream, globally. An EU sponsored research project, ARAMIS, investigated means to adopt bow
ties as a standard part of the EU Safety Case regime and the results of this work are presented in a special issue of the Journal
of Hazardous Materials (Salvi and Debray, 2006). In Norway, a similar method, titled “Barrier and Operational Risk
Assessment” is being used as a means to enhance process safety (Aven et al, 2006).

The bow tie approach obtains its name from the graphical display of controls in the form of multiple threat controls on the
left hand side, reaching a central event, and then expanding to multiple outcomes or effects with mitigation controls on the
right hand side. The central event can be thought of as the Top Event in a Fault Tree and most often for process safety this
will be a large loss of containment event. In concept terms the Bow Tie diagram is shown in Figure 2.
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Figure 2. Bow Tie diagram concept

Each arm in this figure represents a pathway thought which an accident can occur. In the diagram only one barrier or control
is shown on each arm — in practice there are many, often 6 or more controls. A barrier for the purposes of Bow Tie is more
extensive to those in LOPA which is more restrictive as it seeks to generate a quantitative result. DNV prefer the definition
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of Sklet (2006) which defines barriers / controls as: “Safety barriers are physical and/or non-physical means planned to
prevent, control, or mitigate undesired events or accidents”. This definition permits the full range of hardware,
administrative and people controls to be documented and assessed.

Controls can be thought of in Fault Tree terms as an AND gate with two inputs: a demand (the threats progressing through
the system) coupled with Control Fails. The control that fails allows the threat or outcome to progress to the next control or
its ultimate outcome. With this model in mind, then it is clear that further analysis can give reasons why the control might
fail and this is shown in Figure 2 as a Barrier Decay Mechanism (also known as an escalation factor). The Fault Tree
combinations are shown for clarity in Figure 3. If this is Routine Inspection as the control, then the gate would represent
Inspection fails. A barrier decay mechanism development might take this further and show why Inspection might fail — e.g.
planned inspections delayed or cancelled, inspector not competent, inspection equipment faulty, or inspection technique not
suitable.

Demand
escalates
Barrier
Bandier -
[ = AND Frooe-A

Barrier

Demand Control
on Control  fails

Figure 3. Fault Tree representation of barriers / controls

Real bows can become large and complex. An example extract bow tie (Figure 4) shows the level of detail that might be
presented and this is just for the threat side for 10 identified threats leading to a central loss of containment event. The text in
this figure is not intended to be read.
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Figure 4. Typical real bow tie for process facility
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Case Study: Web-Based Solution for Integrated Risk Management

In the following case study, an approach to effective risk management was to use integrated database sharing information
technology to communicate and manage facility and process risks throughout an organization. A bow tie database and along
with the company’s HRR were both incorporated into this web-based solution. This was achieved by using Sharepoint 2007,
a Microsoft tool which allows for workgroup information sharing and workflow management.

Earlier versions of SharePoint (through Sharepoint 2003) were primarily used as document libraries and offered basic
functionalities and features such as support for SQL (structured query language) servers and web-based interface. The newer
versions, SharePoint 2007 and 2010 consist of products and software elements that have web browser based collaboration
functions, process management modules, search modules and a document-management platform. It has a web portal interface
which allows for more graphics, point and click, RSS (really simple syndication) feeds, wiki’s, blogs, community of practice
support and offers an enhanced search function with the capability of triggers for notifications. SharePoint2007 fully
integrates with MS Office and can link to external databases such as SAP or bow tie software. Databases in Excel, Access
and SQL are also supported with the standard features.

By using Sharepoint it was possible to create HSE and barrier information websites in two formats, a ‘pull’ site and ‘push’
site. Both were developed and deployed for a large oil and gas operator in the Middle East. The ‘pull’ site is a more
traditional document sharing system where users query the database through an intuitive web interface and get the SHE risk
information they are authorized to access. The interface is easy to use but requires the user to extract the information needed
from the bow tie database by filling in a query form that asks for the plants and hazards of interest. The ‘push’ site on the
other hand is much more user-friendly as it is customizable to meet the specific job requirements or activities of the end user.
Through a more advanced interface, the ‘push’ site recognizes the user upon login and generates pre-programmed user-
specific information. Various permission levels were created to allow user groups to see only information pertaining to their
job responsibilities or tenure level within the company (e.g. technicians, supervisors, managers, directors). The following
screen shots explore in more detail the push site features and capabilities.

Home page

An objective for the creation of the web-based tool was to assist the operator in meeting HSE targets / close-outs by
integrating project management elements. The built-in features of Sharepoint does support basic project management task
typical for small projects. Moreover, for larger complex projects that use MS Project, tools are available that will export
essential fields from MS project into Sharepoint which will then display the information on the web-based interface.

The push web-based HSE and barrier management solution is accessed through a standard web browser. The homepage,
customized for the user, promotes some of the important and most frequently used tasks (see figure 4).

TOZEZ B, 10 Abgan
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» Havards u Effects Registar
. Criticsl Reles, Activities &
Tasks

Figure 4 — Web-Based Solution Screen Shot: Home Page

Shown in the middle is a dashboard with a graphical representation of key information contained in the bow tie database
pertaining to the users’ KPI’s (i.e. number of incidents per barrier, health of barriers and critical outstanding tasks). Another
option for a graphical representation can be the display of a bow tie diagram showing barrier status. On the right side of the
homepage a geographical map of the company’s assets, with zoom-in and pan-around, gives traffic light indicators showing
the overall risk picture. This live map allows the user to jump to site specific information (e.g. hazard and risk register). The
left side of the homepage displays links to key information (Risk Information) and documents (Risk Documents). For this




6 OTC OTC-20415-PP

project, the links under Risk Information consisted of: Shortfalls and Actions Tracking, Hazard & Effects Register, Critical’
Roles, Activities and Tasks, Barrier Status. RSS news feeds and news alerts are also displayed on the home page.

Navigational Structure
On top of the home page, a persistent navigation menu enables the user to reach any section of the HSE web-based solution
which has been customized and segregated at different levels:

o Individual level (My Risk) — job responsibilities (standards and procedures), their personal batrier responsibilities, safety
performance, key performance indicators (KPI), action status and competence training.

e  Site level (My Asset) — HSE management system, project status, critical safety actions, barriers and performance
monitoring

¢ Company level (My Company) — Corporate safety and risk policies and documents, asset maps, safety culture, corporate
incident metrics.

¢ Knowledge Sharing - SHE Risk Management information, HSE incidents, operations safety projects, incident
investigations results

o Industry level (Safety and Industry News) — announcement, newsletters, industry news, conferences and training courses.

e  Community level (Safety Community) —Journals, Conferences, SHE blogs, SHE Wikis, SHE Quiz, Safety Survey,
Media library and video collection.

e  Web Reports — Generation of bow tie reports, statistical charts, hazard and effects risk registers based on information
from the bow tie database.

At the individual level (‘My Risk’ tab), the information is highly personalized. Upon login the systems has recognized the
individual and built-in features within Sharepoint facilitate the viewing of activities and scheduled tasks with start and end
dates in Gantt chart format (see figure 5). Because it’s fully integrated with MS Office and MS Outlook, calendars can be
viewed and updated through the web-based interface or MS OQutlook. This makes keeping track of project tasks and
outstanding activities relatively easy. Not only does the system list the user’s barriers and the critical tasks but it also
indicates the approvals required. Other specific information related to the individual’s job responsibilities such as procedures,
manuals and other useful documents are also made available. For instance, a senior electrical technician would see under ‘My
risk’ electrical SOPs (standard operating procedures), electrical craft newsletters and an electricians’ blog.

13972008 162008
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Conduct Jab Safety analysis
Conduct EI&

Yerify last incident investigation rep...
¥ g f

Figure 5 — Web-Based Solution Screen Shot: HSE Action Management

At the site level (‘My Asset’ tab), the information is more broad and encompasses the entire site/facility where the user is
located. The features at this level include viewing the HSE management system for the specific site and access to important
information for operations safety such as emergency response plans, performance monitoring charts, project status reports,
critical safety actions, key barriers and barriers status. Figure 6 illustrates the listing of barriers for a specific asset. The health
rating or score of each barrier is shown along with a record of the number of incidents associated with that barrier.
Additionally, notes can be recorded and viewed facilitating information sharing amongst staff.. At the company level (‘My
Company’ tab), the website presents data for the whole enterprise. Typical information such as introduction to the company,
map of assets, corporate safety and risk policies and doéumentation are accessible to the user. In addition, a general



OTC OTC-20415-PP ' 7

operational risk status of the company is shown and links allow the user to view the corporate incidents metrics and safety
culture metrics. .
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Figure 6 — Web-Based Solution Screen Shot: My Asset -critical barrier health and related links

The information contained at the industry level (‘Safety and Industry News’ tab), keeps the user up-to-date with HSE news
and related events. One of the features is a shared calendar to view training courses and conferences relevant to the user’s
interests and needs. The calendar implemented for this project has the option of segregating courses and conferences by city
or region. Other features include announcements and newsletters (company or third party which users can signup for). Under
the community level (‘Safety Community’ tab), a variety of web-based tools are available such as RSS feeds, SHE wikis,
SHE blogs, online quizzes and surveys. For this project, the push HSE website solution supported the delivery of online
quizzes. Customized quizzes and test can be administered to assess employee competency and identify training needs.

Access to Database via Web Reports

With Sharepoint all HSE documents, reports or general working document can be stored and accessed for review, updates or
on-going project work. This allows teams to share files and facilitates the work process for major projects. A neat feature of
the developed HSE web-based solution is the capability to generate reports on the fly within the web browser. The
information from the bow tie database is accessed from the web reports section. Through a series of intuitive query fields,
selected one at a time, the web-based tool allows the user to filter the database for the desired information to report. For
instance, the user can generate a list of shortfall and remedial actions plans (RAP) for one or more sites. After choosing the
location, the shortfalls can be viewed by hazard or activities. Figure 7 shows the query screen where the search parameters
are chosen to generate a shortfall and RAP report. In this illustration, the shortfalls are selected to be viewed by activity. One
or more activities can be sélected at once with the option of sorting them with a target date range (i.e. start and end date for
that given task). Note that a check box for overdue shortfalls if selected would generate a list of tasks which should have been
completed by the current date. Once generated the report lists the shortfall, the priority and target date for the activities, the
owner and the remedial action plan.
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Figure 7 — Web-Based Solution Screen Shot: Shortfalls and Remedial Actions report

Another example is the generation of a hazard and effects register report that can be for one or a number of sites. The user
selects the site(s) or unit(s) of interest within the site, the hazard category (H, S, and E) and the hazard group (e.g.
hydrocarbons, toxic gas). The example of a report is illustrated in Figure 8.
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Figure 8 — Web-Based Solution Screen Shot: Hazard & Effects Register Report

The hazard and effects register report is formatted as per the company’s requirements. As depicted above, the first section of
the report page provides a summary of the selections made to obtain the report. The subsequent section presents the risk
assessment of the selected hazards based on the organization’s actual risk matrix. In the last section (Threats), the full set of
threats with their barriers, escalation factors and consequences can be viewed. Since the bow tie database is updated regularly
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by its owner, everyone on the site has access to the latest barrier status and information. All reports can be printed, converted
to PDF or e-mailed directly from the web browser.

Another feature also included in the web report section is the ability to generate reports for critical roles, activities and tasks
(CRAT) for any specific position or job title. This feature allows the user to generate on demand, an electronic real-time
report showing HSE critical activity and its corresponding management. Figure 9 gives an example of a CRAT report
generated for the operations manager position of a specific plant (like the other reports previously described, the CRAT
report can be site specific).
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Figure 9 —~ Web-Based Solution Screen Shot: CRAT Report

The report gives a description of the role and responsibilities associated with the position and management actions along with
a list of inputs, outputs and specific tasks. The frequency, executing parties and deadlines for each task are also presented.
This is a useful document for conducting internal audits to check and monitor performance of personnel at all levels.

Improved Communication

The HSE and barrier management web-based solution improved communication of critical safety information between
barrier owners and management. Status of key barriers is known; key actions identified and easily shared keeping everyone
aware of the tasks to be performed. The HSE web reports assist in performance monitoring of both assets and people
facilitating operations management.

The web-based solution has also provided an opportumty for site operators and supervisors to share knowledge with their
peers working on similar challenges on other sites in the organization. For example, they can now refer to each others
Remedial Action Plans (RAPs) for similar Hazards. Furthermore, they can effectively share knowledge through features such

as Blogs, Wikis and Discussions, which not only encourage knowledge sharing but also document the shared knowledge for
others to benefit in future.

Due to the streamlined nature of the solution with organization’s operational safety processes, the required safety information
and alerts are available in ‘real time’ to supervisors, superintendents and HSE managers at corporate head office. On the other
hand, personnel working on sites no longer have to dedicatedly write voluminous periodic reports to their supervisors. All
operational safety critical information is thus systematically available in real-time across geographically dispersed assets,
which can be accessed using a standard web browser. Reporting features such as viewing overdue shortfalls has created an
increased sense of awareness and responsibility at all levels in the organization.

An ancillary benefit was that the web-based nature of the solution has also helped the organization meet one of its HSE goals
of reducing paper usage.
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Conclusion

Effective operational risk management requires the constant monitoring of the performance and status of critical safety and
operational systems hence the importance of barriers and barrier management. Barrier based approaches, such as Bow tie
diagrams, are recognized and recommended to help industry meet operational safety objectives. Compared to traditional
PHA methods like HAZOP or QRA, the visual aspects of bow tie diagrams makes them a more effective tool for safety
training and communicating the complete risk picture to personnel. They shows the relationship between, threats, barriers,
hazards and the potential outcomes. Furthermore they clearly indicate barrier ownership and thus emphasize barriers relating
to major risks that may have a relatively lower likelihood of occurrence and thus tend to fall below people’s consciousness
due to other more urgent demands. Paper based bowtie diagram reports are good initially but ultimately are filed and are not
easily accessible, and thus not effective for continuous barrier status monitoring and upkeep. The use of a web-based
interface solution is a powerful vehicle for communicating to everyone on a company intranet all the critical safety
information from a continuously updated bowtie database. The HSE ‘push’ website allows access to information which is
often hard to share or hidden to individuals.
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