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Executive Summary

Since the introduction of the Safety Case program in North Sea, the API RP 75 Safety and
Environmental Management Program (SEMP) standard and similar risk management efforts, process
safety has achieved unparalleled support and commitment by the offshore community. Still, most will
agree that the level of offshore accidents and injuries attributed to human error is high. The recent
ship collision into the popufar New Orleans Riverwalk shopping complex the day before this workshop
was a strong reminder to the participants how trequently and how close to home human factors is to
us all.  As such, it could be argued that the 1996 International Workshop on Human Factors in
Offshore Operations held in New Orleans, Louisiana was long overdue. It 1s time for professionals,
industry, government and institute representatives to discuss the status of human factors offshore. We
need to review what have we done m the past, what are we doing now and what can we do in the
future to lower the risk and the number of human factors related incidents and near misses we continue

to see in offshore operations?

The supportive remarks, keynote addresses and theme papers presented by government
leaders, representatives from regulatory and certification agencies, and management of several
international oil companies clearly demonstrated the importance of human factors issues to both
industry and government. Six topics were selected to establish the status of human factors spanning
the Iife cycle of an offshore facility including design, fabrication and installation, field operations,
management systems, standards and regulations and science and application.  Each group was
successful in capturing the state of the art utilized 1n offshore facilities from preliminary design to
decommissioning. The issues discussed by each working group during the course of the workshop
brought cut the use and benefits of HOF established in other industries, advances in HOF offshore and

barriers blocking further progress.

All six (6) working groups enjoyed a balanced number of representatives from industry,
government and institutions who pro-actively discussed the issues related to each topic of discussion.
Exchange of information and points of discussion were based upon state of the art white papers
written by working group leaders and co-chairs in attendance and submitted to each participant at the
opening of the workshop. From the beginning of deliberations, each white paper was enhanced by the
participants to capture the true essence of each topic and clearly estabiished industrial and research
needs, guidelines and recommendations for the future development and improvement of human factors
in the lite cycle of an offshore facility. The importance of integrating human factors into facility design
were discussed not only at the preliminary design phase but throughout the design process up to
construction and fabrication. The role of HOF in the fabrication, installation and moditication phases
of offshore facilities began where the design group left off. Lively discussions related to fabrication
and installation included organizational and satety culture/safety climates, management aspects,
supervisor’'s rofes, working environments, accident reporting, the role of the individual worker,
training, design influences, quantification of human errors and more.  Despite the limited amount of
knowledge and good practice available related to use of HOF in improving offshore drilling,
workovers, production operations and maintenance, an abundance of enthusiastic dialogue was
generated touching many areas offshore management and polices and actual operations related to field
operations. Topics of discussion inclfuded use of HOF in the management of contract crews, shift
change and work schedules, auditing techniques for field operations incorporating HOF, adequacy of
the human working and living environment as it affects operations, human error classification schemes
to predict error and improve behavioral satety processes, management of change in upstream
exploration and production, behavioral techniques and communication between operations personnel,

One of the many questions asked during the course of the workshop was “How do we
integrate HOF into our management systems at the top and front line of our operations in such a way
that we can effectively improve our safety culture and appreciably reduce risk?”  Practical applications
of HOF integration into all levels of management system documentation for all elements of process
safety and environmental management were discussed at length. Risk assessment, Management system
models, tools and techniques for safety management were only a part of the topics discussed as well
as safety, corporate culture and corporate character. The group discussing further development of
HOF standards, specifications and guidelines also entered into interesting and spirted discussions
Representatives from the North sea, Canada, Southeast Asia and the United States communicated
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various points on key issues and discussed the role of different organizations including Federal
Agencies, Trade Associations, Professional Associations and Individual Companies. The Science and
Technology group generated several papers on various methodologies utilized in the field of HOF as
well as various approaches to designing and developing HOF models, analytical, quantitative and
qualitative solutions to specific applications. Many questions were fielded by all of the working
groups that lead to specific problems for future development and or research.
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Scope

The scope of this workshop was to provide a cooperative workshop on the use of Human and
Organizational Factors (HOF) in the Management of Safety and Environmental Hazards for Offshore
Operations and Facilities The geal of the workshop was to define the state-of-the-art of the
engineering and management practice of HOF and Behavioral Safety to reduce the likelihood of
offshore incidents, on the job injuries, environmental hazards, and improve safety, quality, reliability,
economics during the design, construction, and operation ot offshore facilities. The workshop
involved international participants representing HOF assessment and management strategies, and
included corporate, institute and government leaders, HOF specialists, human factors engineers, safety
professionals and practitioners with special knowledge in the effective application of HOF in facilities
design and implementation in the workplace.

Introduction

1t i1s generally believed that as many as 90% of offshore accidents and injuries can be attributed
to human error. Human factors - the human-machine interface in particular-greatly influence the safety
and reliability of offshore facilities and operations. One of the most effective methods of reducing the
risk of accidents and improving quality and reliability 1s through human factors engineering.

Human and Organizational Factors (HOF) have been successfully applied in various industries
to reduce accidents caused by human error. Those same HOF standards and methodologies can also
be used to reduce offshore accidents. Improvement of standards, regulations and programs to educate
the offshore community in the numerous recent advancements in HOF engineering and application,
both on and offshore, cannot be overemphasized. Enginecers, managers and operators need a better
awareness and understanding of HOF in the design, construction and operation of facilities before full
utilization and benefits can be achieved. In addition, further efforts in research and development arc
needed to provide for missing HOF elements specific to offshore operations.

This workshop was designed to provide guidance and promote collaboration on the use of
HOF 1n the management of safety and environmental hazards for offshore operations and facilities.
Experts reviewed the progress in various HOV applications, identified current problems associated in
troducing HOF into design and the workplace, and priorntized the important research and
development topics in the field of HOF and behavioral safety.

Workshop Overview

The format of the 1996 Workshop in New Orleans, like previous workshops on other topics in past
years, was unique in that it carefully balanced the two and a half (2-1/2) day workshop with
presentations on the state of the art of Human and Organizational Factors and working group sessions
in which discussions on research and development needs were held A total of two (2) Supporting
Remark presentations, six (6) Keynote Address presentations and four (4) Theme Paper presentations
were delivered. The manuscripts of these presentations are included in this volume.

With respect to the working greur sessions, there were six groups established which covered
the following areas related to HOF 1 offshore operations:

1 Design Working Group; Position White Paper - "Reduction of Human Error Through the
Application of Human and Organizational Factors in Design and Fngineering”
2. Fabrication and Installation Working Group; Position White Paper - "The Role of Human and

Organizational Factors in the Construction Fabrication and Installation of Offshore
Production Facilities"

3. Field Operations Working Group, Position White Paper - "Improving Offshore Drilling,
Workovers, Production Operations and Maintenance Through Practical Application of
Human and Organizational Factors”
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4. Management Systems Working Group; Position White Paper - "Application and Integration of
Human and Organizational Factors into Management Policies, Procedures and Practices to
Reduce Human Frror and Improve Safety and Productivity”

5. Standards and Regulations Working Group, Position White Paper - "Further Development of
Standards, Specifications and Guidelines Related to Human and Organizational 'actors to
Reduce Human Frror in Offshore Facilities and Operations” '

6. Science and Application Working Group, Position White Paper - "Implementation and
Application of Human and Organizational Factors in Safety Management”

Each working group started with the presentation of a white paper which identified the
research and development needs, opportunities and important ongoing projects, and barriers to the
progress and application of human and organizational factors in offshore operations. The position
white papers were given to each participant prior to the working sessions. During the working group
period, the participants were encouraged to visit more than one session to maximize their contributions
to the different aspects of human and organizational factors. In addition supporting papers were
submitted to some working groups focusing on specific topics of concern. For the final session of the
working groups, the participants were changed to prepare lists of prioritized action items for the final

workshop assembly.

The atmosphere of the workshop was extremely positive and upbeat.  All participants felt that
HOF technology is undergoing significant progress and that the tools are available to formally
mtegrate HOF throughout the life cycle of an offshore facility, including existing facilities. There are
many areas that require in terms of fundamental research, the availability of qualified professionals,
publicly available information these issues are still the major problem. More fundamental studies
coupled with practical HOF solutions to issues unique to offshore operations are needed to understand
and control human factors related failures. The science, technology and application of human factors
is progressing but in small increments. Several new HOF methodologies have been introduced to the
oftshore and marine industries that may improve significantly the universal use of human factors. It
goes without saying that management needs more information betore commutting to full integration of
HOF into all aspects of offshore facilities design and operations. The commitment starts with working

together in rescarching and developing HOF programs to a common end.
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Prioritized List of Research and Development Needs in Human
Factors for Offshore Operations

The Way Forward: High Priority Rescarch and Development Initiatives

High priority Research and Development (R&D) initiatives defined during this workshop could be
organized into six areas:

1. Guidehnes and standards

2. Training

3. Information and communications systems
4. Management systems

5. Pilot projects

6. Research

The emphasis developed during this workshop was on development - appropriate utilization and
testing of existing technology. It is apparent that there is a large body of information and experience
(technology) from other industries that awaits application to offshore platforms. ‘Pilot’ applications of
some of this technology by both industry and government groups have clearly indicated its potential
effectiveness and benefits in improving both the economics and safety of otfshore platforms. The
existing technology needs to be properly and wisely adapted from other allied industries and areas to
offshore platforms.

The first five initiatives are identified as development initiatives. It was assessed by the workshop
participants that there is adequate existing technology to begin addressing these initiatives. The
remaining initiative identifics research related efforts in which it was assessed that there is insufficient
existing technoiogy to adequately address these topics or aspects.

The workshop presentations, discussions, and papers clearly indicated that there are some significant
etforts being made by some industry and governmental groups to implement advanced methods te
better understand and manage human and organizational factors (HOF) in platform design,
construction, maintenance, and operations. The primary objective of the R&D initiatives defined
during this workshop was to take full advantage of these developments and experiences, accelerating
their further acceptance and use by all members of industry and government. The secondary objective
of the R&D initiatives was to promote a better understanding of the three professional disciplines most
often associated with HOF: 1) Human Factors Engineering, 2) Behavioral Science, and 3) Process
Safety. Thus, these R&D initiatives were generally seen as those that were clearly justified and of high
priority to allow a reasonable pace of implementation of HOF technology by industry and government.

Many of the R&D topics identified are cross-cutting in that they were cited and discussed by several of
the Work Groups. The Work Group discussions repeatedly emphasized that there is a single common
factor among the diverse functions, systems and activities discussed in each of the work groups: the
people that design, construct, operate, and maintain platforms. Thus, the R&D initiatives cited here
are fundamentally ‘gencric’ in that they can apply equally to each of the phases in the life-cycle of an
offshore platform.



Guidelines and Standards

The R&D topics included in the Guidelines and standards initiative area are summarized in Table 1.
Most of the work 1n this initiative is intended to make use of existing guidelines and documents,
interpreting and adapting them properly to offshore platforms. While several operators have
develeped excellent guidelines and standards for their use, it 1s clear that development of these
guidelines and standards needs to be on a industry-wide basis. These guidelines and standards need to
be sanctioned both by industry and government if full benefits of the guidelines and standards are to
be realized. Jomt mdustry - government sponsored projects and projects conducted under the auspices
of trade associations (e.g. American Petroleum Institute}, professional societies (e g. Society of
Petroleum Engineers), and organizations knowledgeable and experienced in Human Factors
Engineering, Behavioral Science, and Process Safety were suggested as mechanisms to accomplish this
work.

Table 1 - R&D Recommendations for Guidelines and standards

» Guidelines for incorporation of HOF » Guidelines for incorporaticn of HOF

considerations into design of new platforms considerations in contracts and specifications
and selection of contractors

+ Guidelines tor incorporation of HOF » Guidelines for training personnel in HOF

considerations into reassessment of existing principles and considerations

platforms

+ Guidelines for design of platform systems +» Guidelines for the qualitative and quantitative

(structures, equipment, personnel, procedures) | analysis of platform systems to adequately

that will be more tolerant of HIOF related mcorporate HOF

deficiencies

+ Guidelines for improved incorporation of

automatton to drilling and production systems

Training

Given the wealth of existing technology and experience in HOF in the safety of engineered systems,
training was identified as one of the most important development etforts. The training needs to be
performed by properly qualified and experienced trainers. The training programs should take
advantage of the formats and methods developed by other industries (e ¢ those developed by the
American Ergonomics Socitety). The tramning programs should emphasize an understanding and
knowledge of HOF fundamentals and practical skills in application of these fundamentals. Case history
based methods and pilot projects were two training approaches that were suggested by the workshop
participants as being highly effective. Development of multi-media seif-study courses and periodic
short-courses were indicated to be highly desirable training mechanisms.
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Table 2 - R&D Recommendations for Training

« Training programs for platform safety
auditors and assessors in HOF considerations
and principles

» Training programs for oftfshore engineers in
HOF considerations and principles

* Training programs for managers of oftshore
operations in HOF considerations and
principles

» Training programs for platform operators in
HOF considerations and principles

Information & Communications Systems

In all life-cycle phases and activities associated with improving the safety of offshore platforms through
the improved management of HOF indicated an important need for improved information and
communications. Information on incidents and near-misses was seen as very useful in providing early
warnings of safety and HOF related degradation. However, this information needed to be developed
and communicated in such a way as to avoid counterproductive legal and punitive activities.
Information on accidents needed to be developed to provide more definitive information on the HOF
aspects of these accidents and to provide information on how offshore platforms could be improved to
reduce the incidence and severity of HOF related accidents. The lack of appropriate and timely feed-
back to engineers and designers throughout the life-cycle of platforms was repeatedly cited as a
primary source of HOF related problems. It is clear that several accident and near-miss information
systems have been developed, but the general observation developed by the werkshop participants was
that these systems do not adequately capture the HOF aspects. Thus, work is needed to improve these
existing systems. In addition, there is no central industry communications system to allow sharing of
experiences and developments. An effective information development system must incorporate an
equally effective communications system so that the knowledge can be shared, understood, and used
to improve the safety of offshore platforms.

Table 3 - R&D Recommendations for Information & Communications Systems

» Development of an industry wide system for
reporting, assessment, recording, and
communication of accidents during the lite-
cycle of platforms (with emphasis on the HOF

» Development of an industry wide system for
reporting, assessment, recording, and
communication of information on incidents /
near-misses during the life cycle of platforms

(with emphasis on the HOF aspects)

aspects)

* Development of industry - government forums
to permit discussion of evolving safety
challenges

» Development of industry - government forums
to encourage feed-back from construction,
maintenance, and operations to design
ENgIneers
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Management Systems

One of the most pervasive topics of discussion during the workshop involved development of
management systems for industry and government to adopt, implement, and continuously improve
HOF related intiatives intended to improve the safety of offshore platforms. It was observed in one of
the workshops:

“The difficulty with a voluntary approach however, is that so far, lefi to their own the vast
majority of the offshore companies 1o date have not placed any focused effort on the use of
HOI standards, specifications, or guidelines in the design and operation their offshore
Sacilities unless forced to by a regulatory agency of some form. This may be due to lack of
knowledge about HOP a concern over what is perceived to be yet another costly and time
consuming hurden imposed on them by others without a demonstrated cost benefit, a belief
that they are doing all that is necessary now, or a deliberate choice to exclude HOI from
their design efforts. Whatever the reason(s), the fact remains that the offshore industry
currently is not voluntarily adopting HOI as a part of their design and operation team.”

Clearly, there are some companies that are leading and adopting advanced HOF assessment and
management methods and procedures. The majority of these companies can identify the economic and
safety benefits derived from these measures However, these companies are a minority in the entire
industry. Further in the face of mandated down-sizing and cost-cutting, and benchmarking based on
current costs, several of the leading companies have cut-back their HOT related activities.

If any mitiative is to survive in both the short-term and long-term, then there must be economic
incentives that can provide the resources to justify maintenance of that mitiative. Work 1s needed to
develop sensible and positive management systems to encourage further development of HOF related
mitiatives for offshore platforms. Table 4 identifies the management system development initiatives
that were discussed during the workshop. Because of the necessity for sustainable and practical
management systems, it was emphasized that these developments need to involve both industry and
regulatory interests, including financial and insurance aspects.

Table 4 - R&D Recommendations for Management Systems

« Develop metrics to evaluate HOF - Develop positive management systems by

performance during the hfe-cycle of platforms | industry and government to encourage

to provide encouragement and direction for implementation of advanced methods to better

continuous improvements in safety manage HOF in platform operations (the
carrot)

» Develop methods and procedures to allow » Develop reasonable enforcement systems to

better evaluation and justification of measures | help encourage diligent application of advanced

to improve management of HOF in the fife- HOF management methods by ali segments of

cycles of platforms industry and government (the stick)




Pilot Projects

Pilot projects were cited in several work groups as a means for testing, verification, and training
assoclated with FHOF mitiatives intended to improve the safety of offshore platforms. As shown in
Tabie 5 these pilot projects could involve ali of the life-cycle phases of offshore platforms and involve
‘platforms of opportunity” where the pilot project could help benefit a ‘real” project or platform
activity.  Several operators discussed their experiences with performing such pitot projects. These
projects provided the foundation for a general application of the understanding developed from the
pilot projects  In several cases, it was easy to identify how the pilet project had actually decreased the
cost and schedule associated with the ‘real’” project.

Table 5 - R&D Recommendations for Pilot Projects

* Test application of improved HOF assessment | » Test application of improved HOF assessment
and management methods in design of platform | and management methods in operations of

structures and equipment systems platforms to improve the safety of drilling and
workover activities

+ Test application of improved HOF assessment | » Test application of improved HOF assessment

and management methods in construction of and management methods in operations of

platform structures and equipment systems platforms to improve the safety of production
activitics

« Test application of improved HOF assessment | « Test application of improved HOF asscssment

and management methods in maintenance of and management methods in decommissioning

platform structures and equipment systems (e.g. | platforms and associated facilities
diving operations, vessel and piping inspections
and maintenance)

Research

The primary research eftorts identified during the workshop were intended primarily to fill presently
recognized gaps in the existing technology on HOF in the safety of engineered systems. Data on HOF
on near-misses and accidents is still largely missing and needs to be developed to allow further
development of proactive and reactive safety qualitative and quantitative assessment systems and
measures. Adequate HOF classification and characterization systems, instrument, and protocols still
need to be developed for offshore platform operations  Industry infermation and communication
systems on HOF in the safety ot oftshore plattorms are largely non-existent and need to be developed.
In some cases, development of equipment and hardware to improve the safety of offshore platform
systems has gone about as far as they can go (e.g. blowouts, fires, explosions), and rescarch is needed
on how to further improve the HOFE aspects to further control these hazards.
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Table 6 - R&D Recommendations for Research

» Develop and verity HOF classification and
characterization systems that can be used in
analysis, near-m:ss, and accident information
and communications systems

* Develop and verify instruments, protocols,
information commurications systems that can
be used in assessments of near-miss, and
accidents

* Develop HOF measurement systems that can
be used in qualitative and quantitative safety
analysis

+ Develop improved HOF based manning and
shift guidelines and procedures

* Develop improved methods to characterize
and manage ‘mega-system’ organizational
interfaces

* Develop improved methods for selecting and
contracting with contractors and sub-
contractors

* Develop improved HOF assessment and
management systems for rapidly developing
hazards (high tempo operations) to platform
safety (e g fires, explosions, blowouts)
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1996 International Workshop on H{uman Factors in
Offshore Operations
December 16, 1996
Welcoming Address
by
Chris C. Oynes

Good morning. Welcome to New Orleans and the International Workshop on Human Factors in
Offshore Operations.

This workshop is the culmination of a lot of work by a number of people, and they deserve a lot of
credit for assembling an interesting agenda. They have provided us with an excellent opportunity for
the discussion of what role human and organizational factors have n offshore accidents.  On behalf of
MMS, [ want to thank those of you who have taken time from your busy holiday schedules to attend
this 3-day program. I'd also like to thank those organizations that have helped MMS sponsor this
important workshop. A special thanks also goes to the University of California-Berkeley, and to
Primatech for their efforts in organizing the - what appears to be a successtul workshop.

Before we get too far along, [ thought T would briefly discuss what is going on in MMS, specifically in
the Gulf of Mexice. This should serve as a backdrop for the key note addresses that follow

Nineteen nincty-six has been an exciting and challenging year for the MMS.

. Operations in the Gulf of Mexico Outer Continental Shelf have rebounded from the low levels
of drilling and new developments just a few years ago.

. 6000 leases - 3800 platforms - 130+ operators
v Deepwater is one area that has contributed substantially to the resurgence of the Gulf OCS.
. Operators are moving into increasingly deeper water and experiencing good success rates in

their exploratory eftorts.

. Deepwater development projects are gotng forward based on very promising production rates.
’ Of course, improved technology 1s contnbuting significantly to meeting the challenges of'the

deepwater push

. Legislation signed in 1996 and supported by MMS has provided the operators with relief
frem royalty payments for some leases and projects, making marginal developments
economic.

One only needs to look at the rig use rate overall in the Gulf of Mexico, and specifically the

deepwater count, to confirm the interest in deepwater. The deepwater drilling effort 1s expanding,
with 10 companies represented in the 24 wells currently being drilled in water depths greater than
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1000 feet. Shelf activities also continue to diversify due to technology and the influx of
independent operators that are able to drnitl wells and produce hydrocarbons that the larger
companies find uneconomic or unattractive.

The increase in deepwater development and assoclated complexities in the technical, safety, and
environmental reviews of deepwater exploration and development projects comes at a time when
the shelf infrastructure is also undergoing a transition. There are a tremendous amount of
supplemental plans to drill additional wells from existing facilities to develop production from
subsalt plays. Several other exampies include: previously undeveloped shallow objectives;
horizontal wells; and multi-lateral wells.

More independent companies are becoming active in the offshore GOM; some have little or no
experience with MMS rules and policies. Infrastructure is also approaching (and in some
mstances surpassing) its design life, necessitating increased attention to assure operations can be
conducted n a safe manner.

With the increased activity, aging infrastructure, and diverse OCS operator base, the industry
must be careful to assure continued safe and pollution free operations on the OCS. We all have
learned valuable lessons from major accidents throughout the world.

. One of these lessons is the need for a proactive approach to safety management for
offshore operations.

. Another lesson is that improvements to safety have resulted as the reliability of equipment
has been improved, yet the offshore continues to be affected by significant accidents.
Experience clearly indicates that human and organizational factors are responsible for the
vast majority of incidents and accidents involving offshore platforms.

In recognition of the importance of human and organizational factors in offshore operations,
MMS and others have developed guidelines to begin addressing the human aspect of incidents
within their areas of expertise and jurisdiction. The MMS effort, known as the safety and
environmental management program, or SEMP, was introduced to industry as a mechanism for
putting overall performance ahead of rote cquipment resting and reliance in prescriptive
regulations.

SEMP is designed to look beyond the compliance mentality that too often 1s associated with
regulations. This non-regulatory program is intended for designing, managing, and conducting OCS
operations in ways that emphasize the importance of human behavior in otfshore safety and pollution
prevention.
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MMS looks to this workshop to better understand the role of human and organizational factors in all
aspects of offshore operations. We hope to better understand where it fits into the regulatory
framework, including the Agency’s offshere inspection strategies. We also look to the workshop
participants to help identify and focus areas where additional research 1s warranted.

A quick look at the agenda shows that the next three days have been organized to focus the discussion
on those issues considered to be key under the umbrella of human and organizational factors.

One of the documented challenges facing industry regarding the effective integration of human and
organizational factors initiatives into safety 1s getting the affected individuals involved with the
program. This workshop could lead to a better understanding of this issue.

Let me close with a few recommendations that [ believe will lead to a successful workshop.  Active
participation in the discussions is key to the identification and understanding of safety concerns. If you
have practical examples, information on etfective implementation of human factors methods,
cost/benefit data, or concerns, please share them with those in the working groups. | encourage you
to take advantage of the experts in attendance  Use this opportunity to challenge them and yourselves
on how, as an industry, we can improve upon the good offshore safety record. Finally, [ hope you will
take from this workshop some practical examples of where human and organizational factors methods
have improved safety and that you will apply them to your own situations.

Once again, thank you for attending the workshop and enjoy the next three days.

t~d
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Keynote Remarks
Presented by
Henry G. Bartholomew
Deputy Associate Director
Oftshore Safety & Environmental Management
U.S. Minerals Management Service
Herndon, Virginia

The influence of human and organizational factors (HOF) on industrial safety has only
recently begun to receive the attention it deserves. Over the next two and a half days, we'll be
immersed in a topic that not too long ago was untamiliar to many of us. We'll hear about the role of
human and organizational factors not only in the offshore oil and gas industry, but in the airline,
shipping, and other industries, as well. We'll fearn from experts representing industry, academia, and
government, and we'll exchange ideas in discusston groups covering several aspects of the theme topic.

Peter Drucker, the dean of American business scholars, recently scolded the government for
failing to effectively address workplace safety. While readily agrecing that workplace safety is a proper
regulatory mission for government, he observed that safety m the American workplace has not
improved greatly in the past 25 years. Even with the steady shift from unsafe work to comparatively
safe work — for example, from relatively dangerous manufacturing and mining jobs to inherently safe
office and service jobs — safety in the American workplace may actually have detertorated since 1970,

Drucker argued that regulatory agencies have been propelled by the common assumption
that the primary cause of accidents is an unsafe environment. Under that assumption, the government
has attempted the impossible by seeking to create a risk-free workplace. While conceding that we need
to eliminate safety hazards, he contends it 1s only one part of safety, and probably not the most
important part. Drucker concluded that the most effective way to achieve safety is to eliminate unsafe
behavior. Drucker's conclusion is supported by recent studies indicating that upwards of 80 percent of
offshore accidents result from human error, procedural failure, or organizational breakdown

Our examination of the influence of human factors on safety and productivity comes at a
time of rapid change in the offshore oil and gas industry. The U § Outer Continental Shelf (OCS)
currently produces more than a million barrels of oil a day, about 16 percent of'all U.S. o1l production,
and supplies about one-fourth of all the natural gas consumed in the U S. If projections are accurate,
by 2000 the Gulf of Mexico OCS will be producing upwards of 1 6 million barrels per day and
accounting for 25 to 30 percent of domestic oil production.

This follows a decade of industry downsizing and restructuring in which tens of thousands
of seasoned workers and managers left the industry. A combination of influences is driving or abetting
the current surge. [t is the introduction of new technologies and the etfects of restructuring, however,
that have made possible the industry's response to growing demand. Advanced 3-D seismic technology
has greatly improved industry's ability to locate hydrocarbon deposits, and has substantially reduced
the cost of finding oif and gas deposits.

New subsea systems and technologies, buoyant structures, floating production
facilities, and lightweight, high-strength materials are making it possible to produce in increasingly
deeper waters. Producers are discovering and developing new resources in subsalt prospects and
finding previously undetected reserves in older, worked-over reservoirs. Extended reach drilling
and the growing tendency of companies to share offshore facilities has reduced the need for
additional offshore platforms, while helping increase production Advances in horizontal and
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sidetrack drilling have greatly improved production rates and reservoir yields, causing some
operators to look again at older, even relinquished leases.

Among the beneficial outcomes of industrywide restructuring has been the growing
influence of the industry's independent operators. Independent producers, with lower overhead
costs, have been successfully producing many older, marginal fields that major oil companies no
longer can produce economically Independents also are playing an icreasingly important role in
offshore exploration and development A recent study by Louisiana State University (LSU) found
that over the last 10 years independent operators drilled nearly 70 percent of all the exploratory
wells drilied on the OCS.

Accompanying the industry's downsizing efforts has been a reduction in the numbers of
on-the-job personnel and an expanding role for contractors. Whether employed by majors or
independents, more day-to-day operations that traditionally have been carried out by seasoned
company personnel are now being conducted by contractors. There are safety concern, however,
if contractor personnel lack the knowledge and experience of the veteran hands they have
replaced.

To round out this picture of the industry, it's tmportant to recognize that its safety
record since the 1969 Santa Barbara Channel o1l spill has been outstanding Thanks to
technological advances, the industry today has better, more reliable, and safer ways to find,
produce, and transport offshore oil and gas. Rarely does equipment failure alone cause accidents
or pollution. And that brings me fuil circle back to the purpose of this workshop -~ gaining
understanding of the role of human and organizational factors in offshore safety.

As the agency responsible for regulating offshore o1l and gas activities, MMS has
recognized that as the world and the idustry change, MMS must reassess and adjust its
regulatory strategy. While our goal of safe and pollution-free oftshore operations remains
constant, new regulatory objectives are emerging. 1 want to briefly outline tour of those
objectives.

U Eliminate unsafe behavior. Qur first objective 1s to eliminate unsafe behavior. Most
people would agree that well-trained, conscientious workers do not knowingly engage in unsafe
behavior or commit unsafe acts, especially experienced workers in hazardous jobs. Not only must
workers know how to perform their jobs safely, but they also need to recognize unsafe acts, their
potential consequences, and how to prevent them. Workers may need additional training to work
safely. Safe work practices should govern the workplace. When an accident occurs, workers and
managers must learn its cause and how to prevent a recurrence. Even when there's a near miss,
workers and managers need to know why and how to avoid a repetition.

2. More flexible, performance-based regulations. Our second objective is to create a
more flexible, performance-oriented regulatory system. MMS safety regulations today focus
largely on the installation, operation, and mspection of equipment. They have little to say about
human behavior. These regulations have been effective and have contributed to the industry's
outstanding safety and envirenmental record. It may be more effective, however, for MMS to
establish performance objectives and challenge the industry to devise suitable, even innovative,
ways to meet them Clearly, certain safety measures are so necessary that any responsible o1l and
gas operator should be expected to employ them — for example, blowout preventer systems, toxic
gas alarms, downhole safety valves, and emergency shutdown systems.



3. Promote continuouys improvement. The third objective 1s to promote continuous
improvement in safety and pollution-prevention practices. The most far-sighted prescriptive
regulatory system cannot foresee all potential problems or prevent all possible mishaps. Indeed
overly-prescriptive regulations may inhibit innovation, placing too much emphasis on regulatory
comphance and not enough emphasis on safe performance. An enlightened and responsible
regulatory system should encourage all means of promoting safety and pollution prevention
through design, engineering, fabrication, construction, operations, maintenance, and company
policies aimed at aveiding human error and organizational breakdowns.

4. [ix the problem, not the blame. That leads to the fourth of MMS's emerging
regulatory objectives. I've heard it said that industry and government can never truly be partners
in a highty-capitalized, regulated industry such as offshore oil and gas. However, 1 wonder if we
can afford not to be partners when it comes to safety. The last of our emerging objectives,
therefore, 1s to promote an atmosphere where industry and government can work together to fix
the problem, not the blame. If we're successful, the U.S. offshore not only will be safer and
pollution-free, but enforcement actions and penalties wiil become the rare exception.

To move toward our common goal of cleaner and sater offshore operations, and to
place more emphasis on human and organizational considerations, MMS invented SEMP, the
Safety and Environmental Management Program. SEMP unifies our emerging regulatory
objectives into a single, comprehensive strategy. SEMP 1s a new approach to managing offshore
operations that offers potentially less regulation, not more. SEMP can reduce substantially the risk
of accidents and pollution by changing the way we think about satety. SEMP 1s designed to
discourage a compliance mentality in which people wrongly and dangerously believe that
regulatory compliance equals safety.

A good SEMP plan starts with top management's firm commitment to safety and
pollution prevention. [t includes programs for identitying and mitigating hazards. It incorporates
safe work practices and management-of-change procedures. It assures that employees and
contractors are well-trained. It includes procedures for reviewing accidents and near misses, and a
system for correcting problems. Lastly, a good SEMP plan includes procurement policies that
strengthen safety practices. To date, the industry’s operators have been implementing SEMP in
accordance with API's Recommended Practice 75 (RP75), which the industry developed in
response to the MMS call for a new approach to safety and environmental protection.

[ want to welcome you to this international forum that 1s bringing together corporate
leaders, facility designers, human factors experts, safety engineers, and regulatory and certification
officials. During the course of this workshop, we hope to achieve several objectives.

Collectively, we will define the best industry practices governing human and organizational
factors in the management of safety and environmental hazards in offshore operations and facilities.
We'll identify the influences of human and organizational factors on offshore facilities design,
engineering, fabrication, installation, operations, and maintenance. Together, we'll produce a record
that describes the current practice and science of human and organizational factors and identities
opportunities for applying human and organizational factors in the management of safety and
environmental hazards in offshore operations and facilities

[ hope this workshop will be a wise investment of your time and energy. I encourage you to
participate actively in the breakout sessions.

[ thank you for your attention.






HUMAN FACTOR ISSUES CONCERNING
CLASSIFICATION SOCIETIES

Frank .J farossi
Chairman
ABS

“Men who go down to the sea in ships” have traditionally displayed a certain fatalism in their
acceptance of the risks which accompany their chosen occupation. It is to its credit that our industry
no longer accepts such a laissez-faire approach. By constantly raising the standards and tightening the
rules, many of these traditional risks have been reduced or eliminated.

But there is much more still to be done.  Encouraging and protecting human safety in the
offshore industry i1s a complex task. Our task i1s even more challenging since the vast majority of
catastrophic casuaities can be traced to human or organizational failures.

Experience shows that the resulting solutions will inevitably require a delicate juggling act
involving such unquantifiable factors as judgment, fatigue, boredom and crisis response. 1t 1s for this
reason that the audience here today includes experts from such a broad range of disciplines including
sociology, psychology, risk management and engineering in addition to the facility operators who must
wrestle with the application of all these new elements.

For many years there has been a tendency within the industry to think in engineering, or
hardware, terms as though it were possible to produce infallibie structures. This meeting is evidence
that our industry has recognized and is reacting to the importance of people in the design, construction
and operation of marine facilities. [ prefer to use the phrase “the human element in the safety

equation”

Unfortunately, many legislators and regulators continue to embrace the ‘hardware’ concept,
looking to enhanced design and improved engineering as the preferred response to high profile marine
casualties  The Oil Pollution Act of 1990 and its requirement for double hull tankers is merely the
most prominent of these hardware initiatives in response to a human failure.

Within our industry there now is a different emphasis, stemming from a realization that many

incidents could have been avoided if greater thought had been given to the human element within the
safety equation - the software side. The sobering aspect of that realization for the shipping industry
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has been that billions of dollars in new capital investment may have been avoided if greater attention
had been paid to the human elements before the U.S. Congress created the Oil Pollution Act.

Within the offshore sector we have seen signs ot revolutionary new approaches to safety.
Most of you are familiar with the consequences of the /’iper Alpha disaster The UK Government’s
“safety case” came out of this incident. Although application of these new requirements can run to
well over $IM per facility, most agree the safety case approach has proven to be of significant
assistance in analyzing and addressing human factors in offshore safety.

Where does class enter into this debate? [Let me emphasize that at ABS we do not consider
this focus on the “human element” to be something new. We trace our own history back more than
one hundred and thirty years to our predecessor organization, the American Shipmasters’ Association
which was created to certify the competency of shipmasters. Although we view ourselves as leaders in
the development of marine technology in support of enhanced safety, we have never lost sight of the

importance of the people.

We adhere strictly to the philosophy contained in our mission statement - to promote “the
security of [life, property and the natural environment primarly through the development and
verification of standards for the design, construction and operational maintenance of marine-related
facilities 7 People are integral to this philosophy.

You will note that our statement refers not to “ships” but to “marine-related facilities”. Class
1s best known for its activities in the shipping sector. Within the offshore industry our presence has
been hinuted primanly to floating facilittes. Not all offshore structures require class, although I would
add as an aside, that it has always scemed inconsistent to me that marine underwriters insist on third
party certification of a $5M ship, but will accept the risk on a $500M offshore platform with no
comparable validation of standards. As offshore production moves to deeper water, tloating facilities
will benefit from the services, practical knowledge and experience offered by the classification
socteties. ABS stands ready to assist.

[t 1s our breadth of experience, and our professional and impartial integrity, which we at ABS
can contribute to the discussion on the human element in the offshore sector. We believe we can add a
distinct perspective by drawing on our recent experience within the shipping industry and applying
some of those lessons to the offshore sector. It is when an industry fails to adopt strong self-
regutation, that increased government regulation results.

Within the shipping sector the most recent imutiative, on an international level, has been the
introduction of the International Safety Management Code. The stated purpose of the ISM Code
which will become effective in July 1998, 1s to provide an international standard for the safe
management and operation of ships and for the prevention of pollution. The requirements cover
corporate policics and operations as well as each vessel within the fleet to ensure consistency with the
company’s safety management system.

At ABS we have been deeply involved with the early application of these standards. 1 can

assure you that they are bringing fundamental change to the manner in which international shipping is
conducted. [ can also assure you that conformance is not merely a question of a quick inspection and
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the issuance of a certificate. It involves a minimum of twelve and often as much as eighteen months of
serious corporate introspection in which every aspect of the management and operation of the
company, and of each ship within its fleet, is subject to scrutiny and reevaluation.

And there is no end to the process. Although the initial document of compliance is issued to
the company and separate safety management certificates to each ship, the [SM Code demands
ongoing compliance with subsequent annual self audits by the company, interim 30 month checks by
the certificating body and five year recertification audits to maintain compliance. And comphliance will
be mandatory. Underwriters, charterers, P&I clubs, flag states and port states are making 1t quite clear
to the shipping industry that compliance with the [ISM Code 1s required as a condition of continued

trading.

Where the ISM Code differs from past international regulation which the shipping industry has
had to digest, is that it is not a hardware initiative. It is solely concerned with the software or
‘humanware’ - the people and systems which govern the day to day operations of the cempany and
each of its vessels.

e [t is about defining and designating authority to ensure safety and pollution prevention.
» It is about designating people to ensure clear communication between ship and office.

o It is about defining the responsibilities of the shipboard personnel and ensuring each of them is
properly trained to perform their duties safely and etficiently.

e [t s about having clearly defined plans for dealing with emergencies, for monitoring, reporting and
analyzing accidents and hazardous occurrences to ensure proper corrective action.

e It is about establishing sound procedures for maintaining the ship and its equipment in a sate
condition.

» And it is about self reliance and self regulation of the auditing system once it has been established.

A couple of points bear repeating. The ISM Code 15 an internationat regulation. It is focused
on people and operations. It 1s mandatory, worldwide. And it carries the prospect of effective

enforcement.

Is the offshore sector subject to a comparable mandatory “human element” safety regime? Not
vet. And [ say not yet because, on the basis of our experience within the shipping sector, | am
convinced it is only a matter of time. For the moment, regulation is either voluntary, as with the API
developed SEMP program, or national, as is happening in the North Sea. Mandatory international
standards have not yet been applied. Coastal state jurisdiction remains paramount.

But industry activity is changing. MODUS, semi-submersibles, drifl ships, FPSOS, OSVS are
not designed to be site specific. And drilling activities in most parts of the world are moving further
and further out from the continental shelf to deep water locations. 1t is highly likely that many of these
costly fleating facilittes will find service in more than one location in the world during their service life.

30



SEMP (The Safety and Environmental Management Program for Outer Continental Shelf
Operations and Facilities) based on the APl RP75, bears many similarities to the ISM Code, but also
carries some significant differences. They are alike in the general principles which apply, including top
level management involvement and responsibility, the application of safety and environmental
protection procedures, the need for properly trained personnel, emergency response planning, and a
focus on operational procedures.

One of the strongest elements of SEMP, and one which is not mirrored in the ISM Code, is the
emphasis which it places on safety management throughout all stages of the platform lifecycle
including design, construction, maintenance and operations. This approach, however, mirrors the
approach which ABS has traditionally taken to the application of its basic mission.

There are other key differences between the SEMP approach and the ISM regulatory
environment. SEMP i1s 2 major step in the right direction. But it 1s not an international standard. it is
not mandatory. And it does not have clear enforcement mechanisms. In comparable areas within the
shipping sector, we have found these to be critical weaknesses which have often resulted, sooner or
later, in increased government regulation.

[ believe that the questions which the offshore sector should be confronting are:

How to set sensible, practical international standards so that floatng facilities may find
employment in various national jurisdictions?

How to demonstrate compliance with these standards?

How to enforce that compliance through out the industry without involving a governmental

mechanism?

And 1 suggest that there 1s no better place to start considering those questions than by
analyzing and assessing the human element within your operations, with this workshop being an
excellent first step. [ hope that, over these three days, you will be able to initiate the necessary dialog.

Although sigmficant progress has been made towards understanding the full implications of the
human element in the safety equation, we know at ABS that there is still a lot of work to be done. It is
why we are constantly striving to improve our own knowledge base, so that we can better frame the
rules and guidelines which impact the design, construction and maintenance of your facilities.

As you consider these developments [ would urge you to include class in your discussions. We
have a tremendous reservoir of expertise from which you can draw. And we bring to the process the
impartiality of a third party, experienced in determining and implementing reasonable standards and
trusted by governmental authorities for the judicious manner in which we have exercised that

responsibility.

It 1s for that reason that [ also leave you with a further suggestion. If you accept the challenge
to move aggressively towards developing and implementing effective international industry safety
standards, and it you can successfully define the structure for an on-going dialog among the various



sectors of this industry, ABS would be willing to not only participate within that dialog but also to
assist in coordinating the process.

et me restate our mission which ts “to serve the public interest as well as the needs of our
clients by promoting the secunty of life, property and the natural environment primarily through the
development and verification of standards for the design, construction and operational maintenance of
marine-related faciities.” The challenges which confront your industry are encompassed in this

statement.
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The Coast Guard, Offshore Industry, And The Human Element
Rear Admiral Card
1996 International Workshop On Human Factors In Offshore Operations
16-18 December 1996

Side 1 Title

¢ Good morning. I'd like to thank PrimaTech and the University Of California for organizing this
gathering. 1 am very pleased to see the offshore industry and academia cooperate in such an
ambitious event. This does not come as a great surprise; the offshore industry has been a leader in
the application of human element knowledge for many years. As many of you know, the Coast
Guard has begun to approach safety differently with our Prevention Through People program. We
are looking at people as an integral part of the process, rather than as a scparate entity. The result
is a new and improved focus on the human element that will not only reduce casualties and protect

the environment, but will provide greater efficiency and reliability.

¢ The Coast Guard wanted to make sure we included the offshore industry when
developing PTP. So we changed the wording in our draft PTP vision statement from
“marine transportation system” to “marine operations” in an effort to be more inclusive.
QOur PTP efforts are aimed at all segments of the marine mdustries. | want to
emphasize that PTP also embraces the technological side of safety. In fact, properly
applied technology can improve human performance. Engineers and designers
traditionally ask, “Will it work?" PTP asks, “How will it work with people?” It
concentrates on the implementation and interaction of technology and people. We

have discovered that if we don't account for the people who apply the technology, tts
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positive contributions can be undone. Prevention Through People addresses this issue
and brings people into the engineering equations.

L 4

Sticde 2 Pillars

¢ PTP was developed as a systematic risk-based approach to safety management. Using

a systems approach ensures that all aspects of design, construction, management and

operation are addressed. The system components are: management, work

environment, behavior of people, and appropriate technology, all based on a sohd
foundation of rules, regulations and standards. The four pillars contain: (1)
management which is the organizational commitment and impact upon operations;
(2) work environment which is made up of the external factors that influence the
workers’ capabilities, judgment, and effectiveness (note that when we develop
standards, design, and build ships and platforms, we are building much of the mariner’s
work environment); (3) behavior which reflects the internal factors that affect
personnel, and (4) the application of new technology which brings in the ability to

move ahead but with human capabilities and limitations in mind.

¢ Our systematic approach requires us to consider and balance the interaction between
these pillars. For example, the safe application of new technology is refated to
management’s responsibility to see that the personnel are properly trained and

supported. The crew needs to know not only how to operate the equipment and



instruments of the vessel, but also how to monitor its operation and recognize

problems.

¢

Slide 3 Piper Alpha

¢ ['msure that all of you are familiar with the Piper Alpha disaster in the North Sea in
which 165 of 226 people on the platform lost their lives that night i July 1983,
Investigated by the British, the most common cause of death was inhalation of the
thick black smoke produced by the oil and gas fires on the platform. But what caused
the explosion that initiated this tragedy? A lengthy chain of human and organizational
errors led to this accident  Each of the pillars that I just spoke about had at least one
failure which contributed to this accident There was a lack of communication
between workers at the shift change about what structures were and were not
functional. There were several failures by management, including their failure to
adequately train and drill the workers in proper emergency procedures. Lord Cuiien,
who led the investigation into the disaster, stated in his 1990 report that “The safety of
personnel on an installation in regard to hazards at large is . . . critically dependent on

the systematic management of safety by operators.”

4 Somewhat in contrast, was the loss of Kowan Gorilla . 1t was an accident with a
more positive outcome in that the platform was lost, but all of the people were saved

The MODU sank in a storm while it was being towed from a position off the coast of
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Canada to the north sca The crew of Rowan Gorifla 1 had been regularly drilled in
survival procedures and the Marine Board directly credits this training, along with the
communication and cooperation between the tow captain and the rig superintendent,
for saving the lives of those men and women. While the outcome of this accident was

less tragic than Piper Alpha, it also could have been prevented.

We each play essential roles in this system and have a great impact on safety and
environmental protection. Those of us in governmert and standard setting
organizations provide the minimum level of standards to which ships and offshore
units must be built, manned, and operated. Those who design, build, and operate ships
and offshore units use these standards as a baseline, but they need to look beyond
them to reach higher cfficiencies. Both groups must fully evaluate the effects of their
actions systematically and with a focus on people. The offshore industry is on the
rebound after a long slump. As more floating production platforms, Osv's and MODU’s
are being built in the coming years we hope that the designers consult with people
such as Gerry miller and Bob Bea to incorporate the human element from the very
beginning. Shell did this recently when they designed and built their new tension leg
platforms. Gerry was consulted and these platforms should be much more cost
effective and easier to work on in the long run. As you are building these vessels try
to include human element considerations on the marine side as well as the industrial

side.
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Engine rooms are another area where the long term savings in maintenance and repair
costs can be achieved through more people-oriented design and construction. At IMO,
through the design and equipment subcommittee of maritime safety committee, we're
working on draft guidelines for engineroom design, layout and arrangements. Many
studies have shown that, statistically, the engineroom is the most dangerous area on a
vessel [t's also one of the most critical components of effective accident response
since it contains the controls for pumps, power and propulsion. Therefore, it stands to
reason that a well-designed engineroom will be inherently safer and contribute to the
overall safety of the vessel. These guidelines will provide vessel designers, owners,
operators and crewmembers with information te enhance engineroom safety. The
relevant factors that the draft guidelines will address are” familiarity (the
standardization of enginerooms so that crewmembers new to a ship can quickly
become proficient in its operation), occupational health; ergonomics, minimizing risk
through layout and design; and 54urvivability (which addresses that crew’s capability to
survive and counteract an engineroom emergency. ) There 1s an active correspondence
group on this subject headed up by the coast guard. Please contact Captain George

Wright, chief of our Oftice Of Design And Engineering Standards to participate.

Slide 4: Strategic Plan

¢ To guide us in our PTP efforts we have developed, in concert with industry, a

strategic plan. This plan contains the vision, principles and goals ot PTP which are

intended to be universal so that any organization committed to quality management



and continuous improvement can find them compatible with their cwn organizational
philosophy. We have also developed an implementation plan with objectives and
activities to support the coast guard’s role in fulfilling the strategic plan. The vision of
PTP is “te achieve the world's safest, most environmentally sound and cost-effective
marine operations by emphusizing the role of people in preventing casualties and
pollution. ” This vision is not easy to achieve, but it is attainable. [t recognizes that
we must balance safety and pollution prevention with cconomic reality. At the same
time, it recognizes that safe, environmentally sound operations are also the most
economic in the long term. Thus approach allows us all to work toward addressing the

problems of greatest risk rather than those which are most visible.

Stide 30 Principles

The principles of PTP capture the essential nature of how we will do our work. I'm going
to run through all five quickly, highlighting three that are directly applicable to this forum.
The principles are:

¢  Honor the mariner - seek and respect the opinion of those who "do the work,” afloat

and ashore.

+  When a ship, rig or other vessel ts being designed and built, we need to remember that
people will be living and working aboard. They are the ones who use the equipment

and therefore they are often the ones most knowledgeable about the ship itself. They



understand “ship safety” because their lives depend on it. We need to use their

knowledge appropriately.

Take a quality approach - engage all elements of the marine transportation system {o

drive continuous improvements.

One way to do this is by incorporating “lessons learned” into the design process, as1

mentioned earlier in reference to MODU construction.
Seek non-regulatory solutions - emphasize incentives and innovation.

Many folks these days seem to think this means the coast guard 1s abandoning its
regulatory duties. Nothing could be turther from the truth. Regulations will continue
to provide the minimum standard which all must meet. This principle seeks to
recognize and reward better ways to operate without relying only on regulations to

force better operations.

Share commitment - recognize and act upon the respousibility of government,

management and workers to foster a safe and environmentally sound marine

transportation system.

Manage risk - apply cost-effective solutions to marine safety and environmental issues,

consistent with our shared public stewardship responsibilities.

The Coast Guard's implementation plan contains specific objectives for us to fulfill
PTP's broad goals. At this point i will tell you a little about these five goals and the
specific objectives we have set to meet these goals that are the heart of our tactical

implementation plan.

39



Stide 6;: Know More
¢ The first goal 1s to

¢ Know more - significantly expand our knowledge and understanding ot the human

element and its role in maritime operations and accidents.

¢+ We are developing a comprehensive research & development plan for PTP. There is
an existing body of knowledge on ergonomics, or the optimization of human
performance, in many different industries which we need to apply to all maritime
endeavors including offshore operations and construction. Ergonomics is an important
part of PTP. A project to evaluate practical applications of PTP principles on a
working ship is in the development stage. Here, we are working with industry to
examine what can be gained through common sense solutions like modifying
traditional 4-on, 8-oft watchstanding practices and other work-rest adjustments. We
expect that some of the information from these specific tests can be applied to other

scgments of the marine industries.

¢ We are also developing a near-miss database. The data collected under this system
could be used with the reliability, availability and maintainability (RAM) database to

provide information for better risk management.
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Stidde 7: Train More
+ The second goal 15 to

¢ [rain more - give members of the marine community the necessary skills and

knowledge to improve safety and prevent pollution.

We are developing continuing education opportunities for mid/senior management and
supervisory staff on human element causes and prevention ot accidents. One of our key
objectives here is to increase coast guard marine inspectors’ knowledge of human factors
engineering and other human element issues. We have been holding our first human
factors engineering (HFE) courses for marine inspectors at our training center. Though
many of the elements taught in the HFE course are not covered by regulation, the
awareness of these elements allows us to identity existing problems. The intent of this
project is not to add to the plethora of standards i existence, but to improve safety by
making the designers and manufacturers aware of the human element-impacts of their

products. This also feeds back into "Know More."

Shide 8: Do More
¢ The third of these universal goals is to

¢ Do more - improve professional performance through a practical application and open

communication of human element knowledge within the marine community.
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One of the broadest objectives for this goal is to share information. We foresee the
sharing of best practices and lessons learned as another way to work together and we are
discussing many ways to continue this. Why would we do this? Because we want
everyone to learn from other peoples’ experiences. There is no need for each of us to
reinvent the wheel. One specific project of the Coast Guard is the development of risk-
based decision making guidelines. These guidelines will be distributed to all of the Marine
Safety Oftices and Captains Of The Port for their use. We also foresee that these
guidelines will be photocopied for even broader distribution. All of which will help to
improve professional performance and provide open communications between many

segments of the maritime community.

Stide 9: Offer More
As our fourth goal, we want to
¢ (Offer more - provide incentives for improvement in safety management systems.

4 One of our objectives under this goal is to institutionalize the Streamlined Inspection
Program (sip). The s1p had its roots here in the Eighth District on OSV's. The recent
mcrease in activity here on the Gulf has raised some i1ssues which we need to address,
such as a high turn-over rate of crewmembers, and expansion of the program from

OSV's to the U.s. flag fleet in general. [t is a challenge, but we remain commuited to

the concept.
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Stide 10: Cooperate More
4 Our fifth goal 1s to

¢ Cooperate more - work together to address the human element in transportation safety

and pollution prevention.

One of the ways we can do this is through coast guard and industry partnerships such as
the agreements we have with ABS. In October we signed a similar cooperative agreement
with the American Petroleum Institute and the U.S. Chamber of Shipping. Based upon
reviews by members of those two organizations of the risks that they face in their daily

operations, the first 1ssue that we will tackle will be operational communications and

bridge resource management.

Under this goal we're also looking to our satety advisory committees to develop and
implement a PTP agenda targeted at their focus area. NOSAC, the national offshore safety
advisory committce, has been very active in this arena under the leadership of Don Ray of
Transocean Offshore Inc. Don’s subcommittee 1s working on some challenging issues,
such as the sharing of safety-related information among competitors. This issue is
challenging from not only the perspective on how we do it, but also how we convince

competitors to participate.

Slide 11 Future

Where do we go from here? The future of the oftshore industry is heading to deeper

water. In so doing, we will all see more Coast Guard involvement as the types of



production platforms switch from the fixed to floating facilities  As I alluded to earlier, it
ts time to constder the human element as key to the long-term weifare of any offshore
activity, and design the vessel accordingly. Design engineers must give consideration o
access for routine maintenance and periodic overhauls. [t is human nature to avoid or
delay performing onerous tasks, so let’s not build them into the structure! Similarly, the
designs of control rooms, accommodations, and drilling decks should consider the human
element first, not last. It's time to build in safety. In so doing we will have ships and
offshore units that can endure harsher conditions and are easier to maintain, if we
remember to think about how they are used, and by whom. Offshore safety presents each
of us with a challenge. We must commit ourselves, our organizations, and our operations
to producing a safer, more productive environment. With each of us taking a step up, we

will essentially force everyone to our higher level
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LESSONS FROM OTHER INDUSTRIES

Karlene H. Roberts
University of California, Berkeley

in struggling with the 1ssue of how we do things to make the offshore industry safer we might
takes lessons from some practices engaged in by other industries. Let me begin by giving you a few
examples of situations in which organtizations have engaged in risk mitigating behaviors.

First we go to the airlines. As a result of an airliner crash in Portland in 1968 United Atrlines
(UAL) developed 1ts crew resource management program. This program trains flight deck crews in
the elements of small group behavior known to be effective. This includes open communication,
reduction of hierarchy in command, flexible decision making, and multiple attention to all aspects of
flight, among other things. Today United has expanded this program to its cabin crews and major
arrlines across the United States have adopted the it at least for its their flight crews. Delta and some
other airlines have expanded this sort of training to baggage handlers and other groups of workers.

Last year Boeing Commercial Aircraft Company considered how crew resource management
might be applied to the design and construction of its commercial aircraft. Boeing had just completed
its first experiment in designing an atrplane (the 777 or triple seven) without using paper. Complex
tean activities will be required to do similar work in the future and the basics of crew resource
management may well provide a strategy to obtain more efficient design and construction.

For UAL one result of its use of crew resource management was the handhing of the
landing of UAL 232 (a DC-10) in Sioux City, lowa a few years ago Captain Al Hanes benefitted
from this training in a number of ways. e was able to call on all the rescurces available from his
first officer and engineer and from a check pilot who was dead heading with the flight, from UALSs
maintenance team in San Francisco, and from the Federal Aviation Administration’s (FAA) air

traffic controllers in Sioux City. He did this by keeping lines of communication open and by



encouraging a participatory decision style. All generated ideas were entertained. When UAL
later tried to simulate this accident at its Denver training center the outcomes were ALWAYS
worse than they actually had been.

Happenstances at Sioux City also helped out. While a DC-10 had never before landed at
that airport, less than a year before the mishap the National Guard, the fire department and
various hospital personnel had practiced together for just such an incident. They had done so
because the airport’s manager noted the large number of DC-10s flying over Sioux City on a
regular basis. It was good fortune that at the time of the accident shift changes were occurring
ameng the hospital personnel at both hospitals that participated in caring for accident victims.
Departing shifts remained in place and were augmented by oncoming shifts.

Next let’s take a look at law enforcement, particularly at efforts to mitigate risk in terrorist
and hostage situations. The United States has been plagued by a set of disasters (n this area,
including the situations at Jonestown (not in the United States but involving U S, citizens), Waco,
Texas, and more recently the standoft in [daho 1n which a woman and child were killed for little
or no reason. The French National Police have developed a strategy for handling such situations
that is unparallefed anywhere else in Europe. As a situation develops the police can be in close
contact with their ministry (unlike the situation in the U S. where there is substantial distance
between the police and the FBI). They can move quickly to assess the situation and literally from
their Rolardex choose a team with complementary skills to address the particular problem with
which they are faced.

One of the French National Police successes was a school hostage situation in which a

mentally deranged man held school children and their teacher. In this situation the police could
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quickly put together a team of experts on children, school buildings, deranged people, etc. Thus,
the requisite variety of the situation i1s matched by the requisite variety inherent in the team. Team
skills are tailor made to the situation.

Let’s think about a success story that might happen if representatives of these two kinds of
organizations, the air industry and the police have to work together. Awhile back a dirigible flyer
in Palo Alto, California, fell out of his balloon and balloon began to float aimlessly over the Bay
Area. The FAA tracked the balloon into the East Bay Regional Park System  Because of the
excellent communication between the FAAs regional air traflic control center at Fremont, and the
Office of Public Safety for the East Bay Regional Park it was possible to have the park system'’s
helicopter feather the balloon.

Next, let's jump into emergency medical services, particularly the pediatric intensive care
unit at Loma Linda University. Emergency medical services are typically charactertzed by lack of
team work and competition. A few years ago a former Navy aviator MD and his colleague with
an MD degree and a bachelors degree in social ecology came together and noted that things were
not as efficient as they might be in most pediatric and adult intensive care units or in hospital
emergency rooms. They characterized these places as places in which trust and teamwork are non
existent Using a World War [T U.S. Army developed strategy for engaging in battles (known as
OODA loops) they developed a Loma Linda a team approach to emergency care. They infused
the team with high skill levels, open communication, decentralized decision making and
feadership, and high degrees of trust; and they molded an organizational culture that would

promote these tactors.
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It worked. How do we know it worked? Very few industries have outcome measures
that are as clear indicators of success as is morbidity rate. Loma Linda experiences a very low
morbidity rate despite the fact that it takes only the toughest pediatric medical cases in Southern
California. A helicopter service flies its medical teams to other hospitals which are less skilled in
emergency care, picking upo only the most severely injured children

Finally, we can look at U.S. Navy/Marine Corps carrter aviation. Despite the rash of
accidents in 1995 the U.S. Navy has experienced a steady decline in class A mushaps per one
hundred thousand flight hours since 1955, A class A mishap is a mishap that results in a million
dollars in damage or more and/or loss of life. On the overhead we can see this steady decline over
the years  We can ask what happened to produce this decline. First it is important to realize the
cost of an accident to the Navy which was a definite motivator to the behaviors it engaged in to
reduce accidents. As some of you know it costs over a million dollars to train a Navy/Marine
pilot and the cost of his toys 1s about forty million doifars for an F-14D Tomcat or the F/A-18
Hornet.

In 1952 Class A flight mishap rates peaked. Awiator medical screening was begun. in
1954 carriers were redesigned with angled decks to improve landing conditions and the Fresnel
lens (the ball) was introduced to aid the landing signal officer (paddies) In 1955 the Aviation
Safety Center was established at Norfolk, Virginia, which was later changed to the Navy Safety
Center. Awviation physiology programs were initiated at the same time. In 1958 the Replacement
Air Group (RAG) concept was introduced as a training aid and humar engineering analyses were
begun In 1961 NATOPS (procedures) manuals were developed for each air community, and

tlight simulation was begun. In 1976 the Chief of Naval Operations (CNO) ordered each aircraft
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squadron to have a safety officer reporting to the squadron commanding officer, and each aircraft
carrier to have a safety officer reporting to the carrier's commanding officer. Squadron and ship
safety programs were nitiated. [n the 1980s risk management programs were initiated. In 1990
crew coordination training was developed and in 1994 human factors programs and review beards
were initiated.

Clearly technical improvements contribute to safety. But for the Navy technical
improvements have been accompanied by significant people oriented programs. In fact, mere of
the improvements noted by this organization as contributing to reducing its mishap rate fall in the
people than the technical category,

What do all these situations have in common. I[n her PhD. thesis, Carolyn Libuser, a
UCLA PhD. developed a model of risk mitigation (which is protected under copyright faw). As
indicated in the overhead, it has the following five characteristics which Carolyn identified by
looking at the organizations I've just discussed:

1. Process auditing. An established system for ongoing checks designed to spot expected as well

as unexpected safety problems. Safety dnlls are included in this category as 1s equipment testing.
Follow ups on problems revealed in prior audits are a criticat part of this.

2. Reward systems The reward system 1s the payeff an individual or organization receives for
behaving in one way or another. Organizational theory points cut that organizational reward
systems have powerful influences on the behavior of people in them. Simularly, inter
organizational reward systems also influence behavior in organizations. Too often orgamizations

and their regulators reward behavior A while hoping for behavior B.
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3. Degradation of quality and/or inferior quality This refers to the essential quality of the

system compared to a referent generally regarded as the standard for quality.

4. Perception of risk. There are two elements of risk perception: 1) whether or not there is

knowledge that risk exists and 2) if there is knowledge that risk exists, the extent to which it is
acknowledged appropriately and/or minimized. Part 2 is the logical outgrowth of part 1.

5. Command and control. The sub factors of command and control are:

migrating decision making (the person with the most expertise makes the decision;,

redundancy (people and/or hardware ) i.e. backup systems exist;

senior managers who see the "big picture "1.¢. they don’t micromanage;

Jormal rules and procedures a definite existence of hierarchy but not necessarily bureaucracy
in the negative sense;

training.

As we can see there are lessons to be learned from other industries. At Berkeley we're
continuing to try to learn lessons and engage in organizational risk mutigation through the
establishment of a center for risk mitigation research. This center will provide workshops and other
learning experiences for operators and managers. [t will foster inter industry contacts for lessons

learned, and will conduct basic research on risk mitigation across industries.
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What 1s Human Factors ?

+ Ergonomic Design

+ Behavioral Science

+ Management of Change
+ [ealth Management

+ Systematic Analysis
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Aspects of Human Factors

Ergonomic

[ Behavioral

SCICHICT
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How Does Human Factors
Impact Offshore Operations ?

+ People design, build,
operate, and manage all
of the cquipment and
systems.

Stakeholders

+ Serious incidents can and
do impact all of the
stakeholders.
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Stakeholders:

Incident Free Operations

Overall Employee Safety
Performance 1s Improving...

Worldwide Employee Safety Performance
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Safety Perception Surveys

Organization Number of Replies

Chevron Products 1,521
Chevron USA Production 1,126

GOGBE 651
CITC 465

Chevron Shipping 221
Chevron Pipe Line 175
Total 4,159

Employvees Realize That Behaviors
are The Leading Cause of Incidents

Accidents perceived to be caused by:

Carelessnes

Acting Before Thinking

HeavyWork Pressures B

Poory Trained People

Poor Cormmmunication
Between Workers
lInsafe Conditions At
This Site

Bad Luck

t
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Strategic Framework for Learning

Totxd Ouality Managenient

Leadership

Customer Focus

Straregy Deploym ent

© Teamwork

© Process Managum ent
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Learning Organization Needs

+ Hard Skills

— Mechanisms, databases, systems, and
procedures for sharing

+ Very Hard Skills
— Behavioral and cultural changes
needed to support learning and using
best practices

The tools are ngortant and the behaviors are cruc.'a.' [
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E&S Behaviors

O OO R B

MetricsTable

Metric 96 97 98

:» Percent of Profit Centers using 80 - 90%  100%
worksite behavior reinforcement %

processes,

~e Number of observations or STOP

_cardsperformed.

Indexed response from current ;
survey tool on E&S leadership favor favor  faves
behaviors. 5
Future Shaping Metric: to detine

“pinpointed” management and

employee E&S behaviors and

Metrics Team Recommendation:

The Role of Leadership

+ Managements Role

+ Positive Remforcement

+ Value-Driven Leadership

December 18, 1996 (NJS)




Safety Paradigm Shift

Core Value

- Ownership

— Thing / Burden

Derember 13, 1996 (NJS)

Implementation Plan:

Strategic Alignment

ey
@ﬁ we Do

Mission / Vision

How we Do it

¥

Strategic Goals
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Objectives

Behaviors
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Activities

Reinforcement
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“Foundation of a Major Injury”:
by H. W. Heinrich

Lost -Time

+ Moral 1: Prevent the .
_ 1st-Aid
Accidents and there ,
c . No-Injury
can b¢ no INJUrics. : Near-Hit/ Miss
+ Moral 2: Prevent the

“at risk” behaviors and
conditions and there
can be neither
accidents nor injuries.

December 18 1996 (MJS)
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HUMAN FACTORS WORKSIIOP
KEYNOTE ADDRESS

By
Dr M F Pantony
Health and Safety Executive, Offshore Safety Division

In this address T propose to give an outline description of the regulatory regime for offshore safety
that currently exists in the UK, describe how it came into being, and how in general it secems to
have performed to date and what changes we expect 1n the coming years. ['ll then try to place
some of my general comments within a Human and Organisational Factor context.  Finally, I'1l
describe some of the research initiatives that we have taken to try to improve understanding of the
role of HOF within the oftshore industry in the UK.

The principal element of offshore safety legislation in the UK are the Offshore Safety Case
Regulations which came into effect in 1992, The regulations were essentially produced as a direct
result of the response to the 1988 Piper A disaster where 167 people were killed following a series
of fires and explosions which took place on the installation. The incident itself highlighted the
importance of HOF issues to many serious accidents, with apparent inadequacies both in the control
of the permit-to-work system and in shift handover procedures being amongst the contributory
factors which led to the eventual tragedy. Central to the regulations is a requirement for every
fixed or mobile installation operating on the UK Continental Shelf to submit a safety case to the
UK Health and Safety Executive. There are 3 main requirements of a safety case.

a) a demonstration that adequale systems are in place for the management of health and safety
on the installation and appropriate arrangements for the independent auditing of these
systems. Our experience in examuning and assessing duty holder's submission with respect
to their SMS has already been dealt with by my colleague Tony Blackmore in his theme

paper.

b) a demonstration that all hazards which could cause a major accident have been identificd. A
major accident for the purposes of the regulations is defined as:

1) a fire, explosion or the release of a dangerous substance involving death or serious
personal injury to persons on the installation or engaged in an activity on or in

connection with it;

1) any event involving major damage to the structure of the tnstallatton or plant affixed
thereto or any loss in the stability of the installation;

iii) the collision of a helicopter with the installation:
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1v) the failure of life support systems for diving operations in connection with the
installation, the detachment of a diving bell used for such operations or the trapping
of a diver in a diving bell or other subsea chamber used for such operations: or

V) any other event arising from a work activity involving death or serious personal
injury to five or morc persons on the installation or engaged in an activity in
connection with it.

S0 as you can see, it is fairly wide-ranging in nature and embraces all of the problem areas
that might be expected to be relevant to an offshore installation,

c) lastly an evaluation of the risks from all major accident hazards and a demonstration that
measures have been taken (or will be taken} to reduce the risks from such hazards to a level

that is as low as reasonably practicable.

Reasonable practicability is a concept central to much of UK safety legislation and it involves
computations both of the cost (in terms of time, trouble and money) and the benefits (in terms of
risk reduction) of carrying out some potenfial improvement.  Only if the costs are grossly
disproportionate to the benefits likely to be received can the suggested improvement be said not to
be reasonably practicable.

If HSE is satisfied with the case / the arguments presented to them in these areas, the case will be
formally accepted. Unless a safety case for an installation has been accepted by HSE it is illegal
for installations to operate or continue to be operated in the UKCS. Within the regulations there
are in fact provisions for several different types of safety case; design, operational, combined
operations, decommissioning and dismantiement.  However with the exception of the design safety
casc (which is essentially a mechanism for comment and discussion between HSE and the duty
holder at an early stage and does not have to be formally accepted) the general principles remain
the same. There 1s also a need to have all operational safety cases re-validated and re-accepted
every 3 years, so that the case truly represents the on-going situation with the installation.

Since the first submissions, in May 1993, around 300 different safety cases have been processed
and assessed. To date all cases have eventually been accepted by HSE. However this does not
mean that assessment has alwayvs been straightforward and easy; far from it. In many instances
assessment has been a fairly lengthy process, with much interaction between assessors and duty
holders, with different clements of the satety cases being queried and challenged and additional
analysis/studies being required to deal with specific points. In a number of safety cases, human
and organisational factor issues have featured strongly in these discussions. Accepted safety cases
have also frequently contained an improvement programme where the duty holder is committed to
carrying out specified upgrades to either equipment or studies within a specified period of time.

Once the safety case has been accepted the regulator nceds to ensure that the precautions and
systems that provide the evidence are being put into practice. The duty holder is bound by law to
comply with the performance standards that make up the safety case. HSE uses the safety case and
any improvement programme it incorporates as the basis for its continuing strategic inspection
programme for the installation.
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Having an accepted safety case makes it possible for inspection to be much more focused and
effective. The work of preparing the safety case and assessing it 1dentifies the critical safety issues
and inspection can concentrate on those. Intervention becomes a much more strategic process, and
the workload of inspection is targeted - and therefore less burdensome to the industry. FSE has
also refined a range of inspection techniques such as audits and project inspection to aid this
process.  So for example as well as the SMS audits described elsewhere, surveys examining the
extent of problems resulting from non-compliance with procedures amongst some duty holders have
also been carried out and recommendations made as to appropriate remedial action. There can be
many reasons for non-compliance and the most effective countermeasures need to be carcfully

evaluated.

The regulatory regime that has been put in place in the UK is frequently described as a
'goal setting' one where employers are required to meet general goals or objectives designed to
promote the health and safety of their employees rather than to comply with detailed prescriptive
regulattons.  This goal-setting approach was first proposed in the 1974 Robens Report into UK
health and safety legistation. This report recommended that the interests of health and safety are
best served by mobilising the commitment and involvement of the two Key parties involved; those
who create the risks, and the workers affected by them. The role of Government and tts regulators
should be to set the objectives to be met and then to ensure by subsequent enforcement that those
objectives are indeed being met. It should not be the role of Government to set out in detail the
means to meet those objectives, as this could stitle innovation and prevent the development of new
approaches to health and safety.  Also the most effective means of meeting the objectives might
vary significantly dependent on the particular circumstances under consideration.

This goal-setting approach was incorporated in the 1974 UK HSW at Work Act and has been
steadily adopted for use in regulations governing onshore industrics.  However for historical
reasons the approach largely by-passed regulations for the offshore industry and even as late as
1991 the UK offshore industry still had a compliance philosophy based on a myriad of detailed
prescriptive requirements {principally dealing with structural and hardware matters) set out 1n
documents such as SI 289, SI 611 etc. [t was only as a result of Lord Cullen’s public inquiry nto
the Piper Alpha disaster that major reform to this system was proposed.

Whilst prescriptive regulations can provide comfort for both the duty holder and the regulator (for
both, compliance becomes a question of fact, ticks in boxes) a frequent consequence is that duty
holder's management systems are structured not to develop a fully integrated approach to satety but
rather simply to achieve compliance with specific requirements which become an end in
themselves. The regulator's role may also become mechanistic and unchallenging.

[ noted comments from your Minerals Management Service during the faunch of the SEMP (Safety
and Environmental Management Programs) initiative that their studies showed that traditional
prescriptive approaches to safety often resulted in Outer Continental Shelf Operators concentrating
more on complying with existing rules rather than identifying and mitigating all risks posed by
their operations. These comments exactly mirror our own views and experiences.

[t is important not to underestimate the difficulties involved in the implementation of a goal setting
regime in an area which has previously been regulated by prescription.  Both regulator and duty
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holder require radically new approaches. Enforcement of goal seliing requirements, in particular,
test both the professional and technical skills of the regulator to a far greater extent than is the case
with prescriptive requirements. At the same time the duty holder must embrace a much more
proactive approach to safety and develop systems and procedures to continuously monitor and
review his performance.

A further difficulty that has faced us in the UK has been that the move from prescription to
goal-setting has had to take placc very rapidly. Onshore, the development of goal setting
legislation has been incremental since 1975, with changes spread over the last 20 years or so. The
challenge for the offshore industry in the UK has been to achieve this full transition in not much
more than 5 years.

It is perhaps a tribute to the effort and determination of both industry and ourselves as regulators
that the system has ' bedded down' as quickly as it has done, Certainly HSE feels that the safety
case system has proved its worth and from independent surveys that have been carried out both of
operators and their employees this 1s a commonly held view. Indeed the safety case approach is
now being used in other industries within the UK such as railways and gas transmission. Some
relatively minor amendments have recently been made to the Safety Case Regulations addressing
areas where additional clarification was seen as desirable in the light of working experience with
the regulations. We have also introduced some additional regulations such as the Prevention of
Fire and Explosion and Emergency Response Regulations and the Design and Construction
Regulations.  These are essentially measures which compliment the Offshore Safety Case
Regulations providing a clearer structure in certain areas. Given the very sigmificant changes in
offshore safety legislation over the past few years we are now looking for a pertod of consolidation
where we monitor the effectiiveness of that which 1s now in place.

So where does this leave us with respect to Human and Organisational Factors.  Our own
examination of incidents in the UK sector over the past few years involving accidental release of
hydrocarbon indicates that about 60% of releases have human error / human factors as a strong
contributory cause. So the significance of the issues is clearly important and needs to be examined

very carefully.

As | have indicated we try to employ a goal-setting approach to safety, so we are not in the
business of setting down detailed prescriptive requirements. To deal with HOF's at a high level we
have in place the general requirement that [ mentioned earlier to have an adequate SMS in place
and for appropriate auditing of that system to be undertaken. We doa't tell people the specific
shape that their SMS should take but we do provide guidance by way of HSE publications (for
example, Guidance Booklet HS(G)Y6S - Successful health and safety management) as to the sort of
features we would expect to see in an SMS and as Tony Blackmore has indicated in his paper we
examine their submissions very carefully in this area and if there are aspects of their systems we
are unhappy or unclear about, then these matters will be challenged vigorously until we are
satisfied that what is in place is adequate for the job required of it

By and large, this route of non-prescriptive guidance is one that we follow in the other main areas
relevant to SC submissions. So for example with respect to hazard and risk evaluation the guidance
to the safety case regulations makes clear that an important first step in evaluating the risks is to
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identity all foreseeable 'initiating events™ which could lead directly (or in conjunction with other
failed systems) to the hazard being realised and human error is highlighted as an initiating event
that nceds to be considered.  Again, exactly how duty holders effect this consideration is left for
them to decide but 1if they fail to demonstrate that such tssues have been taken into account in an
appropriate manner in their safety case submuissions, they should expect to be required to justify
their position and to carry out additional work if no acceptable justification can be provided. This
has occurred in a number of mnstances. As mentioned earlier until HSE 1s satisfied with the efforts
that are forthcoming from a duty holder, acceptance of a safety case will not be granted and the
installation cannot operate.

Similarly in terms of the analysis of the adequacy of the evacuation, escape and rescue (EER)
arrangements which would be put in place in the event of some developing incident on the
installation, gumdance which HSE has provided clearly indicates that the analysis should be based on
realistic assumptions on human behaviour and performance under stress. in other words that human
factors should be properly taken into account.

In essence our attitude is that, we recognise the importance of HOF, we wish such issues to be
adequately taken into account in SC submussions, we indicate in general terms both by regulation
and by guidance what needs to be done but in terms of detailed compliance we leave it up to the
individual duty holders to decide for themselves how best this should be achieved for the reasons
that I outlined earlier. Having said that we leave the detailed mechanism of compliance up to
individual duty holders, how do we regard industry initiatives such as Codes of Practice and
standards such as we have heard discussed here this week. The broad answer is that we welcome
them, anything that increases awareness in these important areas is to be applauded. In our system
of regulation compliance with an authorttative Code of Practice or standard goes some way to
demonstrating that all reasonably practicable measures have been taken. However I think we need
to bear in mind the potential danger that if taken too far, industry Code of Practice and standards
could in effect become prescriptive requirements under another name. We believe that within
general goals there should always be the opportunity for duty holders to do something different, to
develop their own inttiatives, so long as they can properly justity their approach.

Finally, I'd like to mention some of the research work in the HOF area with which HSE has been
or is involved. In OSD we have a substantial annual budget commitied to offshore safety research
and our own resources are frequently enhanced by industry funding in jeint projects. The work 1s
carried out under the guidance of a Rescarch Strategy Board (which has significant industry
representation) which determines the overall direction the work should take. This is then further
developed in a scries of research strategy papers covering areas such as fire and explosion,
structural performance. human factors etc.

The programme currently comprises around 400 projects with a total value of about £53M, making
it one of the largest programmes in HSE. More than 30% of all projects are funded jointly, with
the offshore industry’s total contribution to current projects amounting to some £34M.  The
co-operation between HSE and industry minimises the risk and level of duplication and benefits
both parties, thus making it more cost ettective. Considerable effort is undertaken in disseminating
details of ongoing research and the results of completed research both within HSE and the industry.
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The programme:

ts undertaken by over 100 different research contractors in the UK and overseas, including
private industry, consultants, government laboratories, research institutes, universities and

the HSE laborateries:

covers all the main technologies relevant to offshore health and safety;

includes projects to meet the objectives set out in the strategy;

produces results which are used to prepare new or improved technical guidance and to raise
industry's awareness of health and safety issues;

is publicised through Offshore Research Focus, a bi-monthly newsletter with a large
circulation (4,500 copies) in the offshore industry;

ts publicised annually through the Offshore Research & Development Programme Project
Handbook published in the Offshore Technology Information series:

is made available to the offshore industry in a series of published Offshore Technology
Reports. with a total of over 200 titles now being available.

Activities undertaken in the development of the overall strategy have included a review of the
major offshore hazards, consideration of estimates of the fatality rates for each hazard,
investigating the ways in which the probability of the associated risks can be reduced, assessing
their potential consequences and how these can be mitigated.  Account has also been taken of the
potential for evaluating and identifying means of reducing the risks and consequences by research.

The research strategy is continually under review in the light of developments both within the
programme and the offshore industry. An overall strategy report is produced summarising the
individual strategies for the various programme areas, with the intention of informing industry and
other interested partics of the future direction of the OSD programme over the next few years. For
example, the 1996 strategy contains several new topics which have been developed since the
previous version of the strategy was published. Priorities for the future will change and the
strategies {and the strategy report) witl be modified accordingly.

Research objectives that were set for the human factors area in the current strategy report included:

(a) Ta investigate and evaluate the adequacy of training and competency assessment, with an
emphasis on skills unique to the offshore industry, ie EER and operation of complex safety
critical systems.

(b) To determine the magnitude of physical and psychological effects of inhalation of
combustion products, in connection with the effects of human performance decrements on
EER.



{(©) To identify and develop procedures for identification and evaluation (quantitative and
qualitative) of safety critical tasks.

(d) To mvestigate and vahdate indicators such as lost time injuries, sickness absence and
accident data as indices of safety.

(e) To analyse accident/incident data (including databases) to identify and prioritise the factors
underlying occupational accidents. These factors would include such features as training,
fatigue and or attitudes.

() To investigate the relationship between shift pattern, tour length and safety.

() To apply ergonomic principles to the identification and presentation of safety critical
information.

(h) To increase understanding of group working and communication in safety critical activities,
such as PTW systems, team work, crisis management.,

(i) To establish the validity of the mapping of onshore human error data to offshore analyses.
6 To monitor emerging theorles of human error and assess their relevance to oftshore safety.

For example with respect to (¢) we have now agreed with the main industries groups, UKOOA and
IADC/BROA a general approach to the identification and evaluation of safety critical tasks and are
now looking to take this forward with them into a Joint Industry project where the approach will be
developed in detail through case studies on representative instatlations.

Together with other regulatory bodies from the USA and Canada as well as a number of oil
companies, we have also been taking part in the FLAIM (Fire and Life Safety Assessment Indexing
Methodology) which is attempting to develop a computerised auditing tool for offshore platforms
and marine terminals, with special attention being given to the consideration of human and
organisational factors.

Some of our past research projects in this area together with a number which are still ongoing
include:

A study of human factors, alertness and shift in the offshore industry which provided
recommendations relating to noise levels, sleep quality and shift patterns and how they
affect the offshore living and working "environment’. This informed relevant aspects of the
HSE assessment of operational Safety Cases and design Satety Cases.

Resulting from this study a need was identified for a detailed examination of organisational,
job and individual factors in relation to performance and well-being, with particular
reference to work conditions, safety practices and attitudes, perceived risks and accident
rates. In addition, the effects of different shift systems on alertness and mood are being
investigated.
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A promising method of monitoring an offshore worker’s cognitive performance, by means
of a programmed. hand-held computer, has been developed and its use is being piloted
offshore.

Research on the offshore workforce's perception of risk has resulted in development of a
risk perception questionnaire, which is to be refined for ongoing use, and has provided
feedback on the workforce's understanding of the Safety Case regime. The individual
feedback from members of the workforce has informed employers' feedback of the Safety
Case process to the workforce, assisting in addressing a requirement of the Cullen Report.

A methodology has been suggested for identifying limits for hazardous agents which may be
present in a Temporary Refuge under fire attach so that survival, long-term health, and
ability to escape will not be jeopardised.

Research on risk perception identified the need for further investigation of means for
measuring safety climate on installations, determining the role of supervisors in safe
working practices and analysing ascribed human factors in accident causation. These issues
are being addressed.

Safety Case assessment has defined the need to evaluate human factors asscssment
techniques tor application offshore.  This work is ongoing and incorporates development
and assessment of a computerised version of HEART (Human Error Assessment and
Reduction Technique). The tool should assist both in the preparation of Safety Cases and
also be of use for LISE assessors.

Research has shown that the majority of offshore workers who have experienced both types
of safety training prefer computer-based methods to a conventional approach. It has also
been shown that trainees function better in training programmes that allow them to be active
learners, and are more likely to be able to transter the information to the workplace.

The project on selection and training of OIMs {or crists management acted as a 'trailblazer’
for obtaining industry co-operation and rapid feedback of findings to the industry in suitably
anonymised form

Those mentioned are merely a sample from a fairly lengthy list of projects. [If anyone 1s interested
in obtaining either a fuller list of related projects or more details of any particular projects shown
or even a list of projects in some of the other research topic areas such as fire and explosion
modelling then we will be pleased to arrange for the information to be sent to them.

S0, O sum up:

We, in the UK. are convinced of the importance that appropriate consideration of human
and organisation factors has to play in improving offshore safety.
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We believe that in the past for various reasons attention to these issues has not always been
as great as should have been the case.

Within our Safety Case Regulations we have general goals which mean that operators have
to address HOF issucs in their safety case submissions.

We consider that this sort of goal-setting approach backed up with appropriate informative
guidance is preferable to detailed prescriptive regulation for the reasons that 1 outlined
earlier.

We belteve however that there is considerable scope for the development of industry Codes
of Practice and standards in this area providing that the potential problems of

over-prescription are always kKept tn mind.

We consider that HOF is an arca which would clearly benefit from a much greater rescarch
input and with this in mind we are supporting a raft of research inttiatives.
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Human and Organization Factors in the Safety
of Offshore Platforms

Robert Bea, Rodger Holdsworth, and Charles Smith

INTRODUCTION

Experience clearly mdicates that human and organization factors (HOF) are responsible
for the vast majority of incidents and accidents involving offshore platforms."” In fact, this is true

for most modern systems including buildings,
refineries, power plants, and airplanes.  Study of
platform accidents shows that about 80 % of the
accidents are due to HOF and about 80 % of the
accidents oceur during operations (Fig 1)

Table 1 summarizes results from a study of
several hundred well documented case histories of
major accidents involving offshore platforms  These
findings show that the primary concerns for platform
safety should be centered in interactions of humans
and organizations with equipment during operations

that can result in blowouts, explosions, and / or fires.

High Consequence
Accidents

Environment )
1 (intrinsic)

80 %

Human
{extrinsic)

] 5
] 80 %

-

Design Construction CGperations

Fig. 1 - Causes of high consequence
accidents

Operations are frequently burdened with

problems inherited from errors developed in design and construction. While individuals can be
blamed for initiating accidents, the prevalent contributing and compounding factors associated

with the initiation and escalation of

accidents are related to organizations.
To most people that have worked

offshore, this is no news. To many, 20 %
mention of human factors immediately .
suggests TOM (Total Quality
Management), ISO (International .

Standards Organization) standards, and
traditional QA (Quality Assurance) and
Quality Control (QC) measures. What
we are addressing in this article s
intended to go beyond these measures. .
We are primarily concerned with low
probability - high consequence (LP/HC)

80%

TABLE 1-LP/HC PLATFORM ACCIDENT CAUSES

Involves

platform structure

platform equipment & facilities
environmental hazards
human & organization factors
design / construction sources
operation / maintenance. sources
storms, collisions

blowouts, fires, explosions
contributed & compounded by
individuals

contributed & compounded by
organizations

accidents. We want to attack the root
causes of these accidents.

A first 1ssue that often is raised as one begins to address HOF is “what is human error?”
We have chosen to generally avoid the term ‘error’ hecause it raises concerns and defenses
associated with ‘blame’” What we are mterested in is how human and organization factors can be
better managed to reduce the incidence and effects of errors that can lead to LP / HC accidents.
We understand that all errors can not be eliminated. But, because we want to make substantial
improvements in the safety of offshore platforms, we understand that FIOF must be addressed to

£0 beyond TQM, ISO, and traditicnal QA/QC measures.
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We also understand that in the vast majonty of cases and platforms it is because of humans
that there are not many more L.P / HC accidents. People intercede with the platforms and their
systems to keep them safe It 1s for this reason that there are generally of the order of 100 to
1000 incidents or near-misses for each LP / HC accident. We are interested in understanding how
to improve the ability of humans to control and manage platforms, how to make these platforms
less prone to the effects of errors (intrinsic safety), and how to enhance the platforms’ capabilitics
to provide early warnings and protection for operating personnel.

The next issue that generally is raised is “who has responsibility for management of HOF?”
Is this an issue for ‘management’ or does it involve other functions such as operations and
engineering? We propose that it mvolves all of these functions and activities. It 1s top down and
bottom up.  Successful experiences with improved management of HOI' indicates that
management must provide the resources and organization environment that permit and encourage
HOF developments. But, the Jong-term driving energy for improved management of HOF must
come at the “sharp end’ of the organization - involving those that have day-to-day responsibilities
for operations. It must involve both industry and government. Further, we propose that
consideration of HOF nceds to placed at the core of engineering. In their traditional forms, pure
engineering ‘fixes’ no longer suflice.

In recognition of the importance of HOF, new guidelines for offshore operations have
been developed. These include the U.S. Mincrals Management Service’s (MMS) SEMP (Safety
and Environmental Programs),’ and the American Petroleum Institute’s RP* 75 and associated RP
141" Similar guidelines have been issued by the International Maritime Organization
(International Safety Management Code) and other government agencies such as the Health and
Safety Executive in the U. K.° These new guidelines cite the key HOF that should be addressed.
But, there is little information on the how’s, when’s, what’s, and who's of improving management
of HOF.

In a similar vein, and in recognition of the importance of HOF in operations of offshore
platforms, the MMS and other national and international regutatory agencies, industry, and
classification societies organized the 1996 International Workshop on Human Factors in
Offshore Operations. This workshop addressed key topics and experiences in management and
evaluation of HOF in platform safety. The workshop was organized around a series of keynote
and theme presentations and six working groups. These working groups addressed HOF
design, construction, drilling, production, and management and regulations. The topics included:

» Reduction of human error through the application of HOF in design and engineering.

» The roles of HOF in the construction, fabrication and installation of offshore facilities.

» Improving offshore drifling, workovers, production operations and maintenance through
practical application of HOF.

» Application and integration of HOF into management policies, procedures and practices.

» Further development of standards, specifications and guidelines related to HOF, and

* Implementation and application ot HOF in safety management.

This workshop was mtended to address the important HOF problems that are faced by
persennel that have daily responsibilities tor the safety of offshore platforms.

In the remainder of this article we will summarize some of the key concepts that have been
developed regarding improved management of HOF in platform operations.  The reader is
referred to the Glossary at the end of this paper for our definitions of some common HOF terms.
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HUMAN AND ORGANIZATIONAL FACTORS

Any activity that involves people is subject to flaws and defects. These flaws and defects
(malfunctions) often are identified as errors. HOF that occur during the life-cycle of an offshore
platform can be related first to the individuals that design, construct, operate and maintain an
offshore platform. These are the system operators. The actions and inactions of these operators
are influenced to a very significant degree by four components (Fig. 2): 1} the organizations that
they work for and with, 2} the procedures (formal, informal, software) that they use to perform
their activities, 3) the structures and equipment (hardware) that are involved in these activities,
and 4) the environments (external, internal, social) in which the operator activities are
performed. Malfunctions can develop within any of the five components and at the interfaces
between the components,

Operator Malfunctions B
There are many different ways to define, classify and - Systems.
describe operator malfunctions. Operator malfunctions can be 2 T
defined as actions taken by individuals that can lead an activity 5 - g'
to realize a lower safety than intended. These are malfunctions E Individuals H -3
of commission. Operator malfunctions also include actions not DE_ g
taken that can lead an activity to realize a lower safety than T @

intended.  These are malfunctions of omission. Operator Organizations
malfunctions might best be described as action and inaction

that result in lower than acceptable safety, Operator Fig. 2 - Components that
malfunctions also have been described as mis-administrations influence HOF

and unsafe actions.

Operator malfunctions can be described by types of error mechanisms. These include
slips or lapses, mistakes, and circumventions. Slips and lapses lead to low safety actions where
the outcome of the action was not what was intended. I'requently, the significance of this type of
malfunction is small because these actions not are casily recognized by the person involved and
in most cases easily corrected,

Mistakes can develop when the action was intended, but the intention was wrong.
Circumventions (violations, intentional short-cuts) are developed where a person decides to
break some rule for what seems to be a good (or benign) reasen to simplify or avoid a task.
Mistakes are perhaps the most significant because the perpetrator has limited clues that there is a
problem. Often, it takes an outsider to the situation to identify mistakes.
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Based on studies of available accident
databases on marine systems and studies of case
histories in which the acceptable safety of
marine systems has been compromised, the
primary factors that lead to human malfunctions
are summarized in Table 2. The sources of
mistakes or cognitive malfunctions are further
detailed in Table 3.

Organization Malfunctions

Analysis of the history of failures of
offshore platforms and other marine systems
provides  many  examples  in  which
organizational malfunctions have been primarily
responsible  for failures. Organization
malfunction Is defined as a departure from
acceptable or desirable practice on the part of a
group of people that resulls in unacceptable or
undesirable results. Based on the study of case
histories regarding the failures of marine
systems, a classification of organization
malfunctions is given in Table 4.

TABLE 3 - CLASSIFICATION OF
MISTAKES

Perception - unaware, hot knowing

interpretation - impropeéer evaluation
and assessment of meaning

Decision - incorrect choice between
alternatives

Discrimination - not perceiving the
distinguishing features

Diagnosis - incorrect attribution of
causes and or effects

Action - improper or incorrect carrying
out activities
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TABLE 2 - CLASSIFICATION OF
INDIVIDUAL MALFUNCTIONS

Communications - ineffective transmission
of information

Slips - accidental lapses

Violations - intentional infringements or
transgressions

Ignorance - unaware, unlearned

Planning & Preparation - lack of sufficient
program, procedures, readiness

Selection & Training - not suited, educated,
or practiced for the activities

Limitations & Impairment - cxcessively
fatigued, stressed, and having diminished
Senses

Mistakes - cognitive malfunctions of
perception, interpretation, decision,
discrimination, diagnosis, and action

TABLE 4 - CLLASSIFICATION OF
ORGANIZATION MALFUNCTIONS

Communications - ineffective
transmission of information

Culture - inappropriate goals,
incentives, values, and trust

Violations - intentional infringements or
transgressions

Ignorance - unaware, unlearned

Planning & Preparation - lack of
sufficient program, procedures,
readingss

Structure & Organization - ineffective
connectedness, interdependence,
lateral and vertical integration

Monitoring & Controlling -
inappropriate awareness of critical
developments and utilization of
ineffective corrective measures

Mistakes - cognitive malfunctions of
perception, interpretation, decision,
discrimination, diagnosis, and action




The goals promulgated by an organization may induce operators to conduct their work in
a manner that management would not approve if they were aware of their reliability
implications. Excessive risk-taking problems are very common in marine systems. Frequently,
the organization develops high rewards for maintaining and increasing production; meanwhile
the crganization hopes for safety (rewarding ‘A" while hoping for 'B"). The formal and informal
rewards and incentives provided by an organization have a major influence on the performance
of operators and on the reliability of offshore platforms.

Many organizations have a very primitive understanding of human factors. A man that
has spent his life implementing human factors principles in complex onshore and offshore
systems said recently: " many organizations define human factors engincering as select the best
people possible, train them the best way possible, and then fire them when they screw up.”
Failure to wisely use existing technology and knowledge is a very common organization
malfunction.

One of the most pervasive problems that has resulted in failures of offshore platforms
regards organizational and individual communications. Poor communications result from a
breakdown in one or more of the critical elements invelved in development of a message by the
sender and the decoding of that message by the receiver (Fig. 3). External and internal barriers
provide aobstacles to effective communications.  Without feedback, the sender has little
understanding what the receiver has understood.

In the case of the Piper Alpha platform, SENDER if' RECFEIVER
the break down in organizational - B fcedback
communications was represented by the failure - IR /_/}7
of the permit to work system, and the :;f:’_'ﬁ_'?" - ! ,/j
organization’s ignoring early warning signals [, ~PTIONT A ”
issued by the field operating personnel. Due to r B B

/_ L)
incentives provided by the organizaticn, there - = —
were tendencies to filter information, making — +/ Internal™ I ------ =

' | —"1 barriers
the bad seem better than it was. In development l‘ SYMBOLISM—— TRANS,ATION---Tj

of programs to improve management of HOF,
careful consideration should be given to

information integrity (collection, i
L . . . Y e |
communications, and learning}, particularly as it =] S A
. . TRANSMISSION—— o RECEPTION "~ ===
affects the balancing of several objectives such ="+ :
as costs and reliability. ! I-" -

Several examples of organizational
maifunctions recently have developed as a result
of efforts to down-size and out-source as a part
of  re-engineering organizations. Loss of
corporate memories (leading to repetition of
errors), creation of more difficult and intricate Fig. 3 - Communications elements and
communicaticns and organization interfaces, barriers
degradation in morale, unwarranted reliance on the expertise of outside contractors, cut-backs in
quality assurance and control, and provision of conflicting incentives (e.g. cut costs, yet
maintain safety} are examples of activities that have lead to substantial compromises in the
intended safety of systems.

THE MESSAGE
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Fxperience indicates that one of the major factors in organizational malfunctions is the
culture of the organization. Organizational culture is reflected in how action, change, and
innovaticn are viewed; the degree of external focus as contrasted with internal focus; incentives
provided for risk taking; the degree of lateral and vertical integration of the organization; the
effectiveness and honesty of communications; autonomy, responsibility, authority and decision
making; rewards and incentives; and the orientation toward the safety of performance contrasted
with the quantity of production. The culture of an organization is a product of its history,
Because it is so difficult to change, the culture of an organization is probably the most
challenging HOF issue to address.

Hardware Malfunctions

Human maifunctions can be initiated by or exacerbated by poorly engineered systems
and procedures that invite errors. Such systems are difficult to construct, operate, and maintain.
Table 5 summarizes a classification system for hardware (equipment, structure) related
malfunctions.

New technologies compounds the TABLE 5 - CLASSIFICATION OF
problems of latent system flaws. Complex HARDWARE MALFUNCTIONS
design, close coupling (failure of one
component leads to failure of other
components) and severe performance demands
on systems increase the difficulty in controlling Safety - excessive threat of harm to life
the impact of human malfunctions even in well and the environment, demands exceed
operated systems. capacities

Fmergency displays have been found to
give improper signals of the state of the
systems. Land based industries can spatially
isolate independent subsystems whose joint
failure modes would constitute a total system Compatibility - unacceptable and

Serviceability - inability to satisfy
purposes for intended conditions

Durability - occurrence of unexpected
maintenance and less than expected
useful life

failure. System malfunctions resulting from undesirable economic, schedule, and
complex designs and close coupling are more aesthetic characteristics

apparent due to spatial constraints on offshore

platforms. The field of ergonomics has largely

developed to address the human - machine or system interfaces. Specific guidelines have been
developed to facilitate development of people friendly systems.

The issues of system robustness {defect or damage tolerance), design for constructablity,
and design for IMR (Inspection, Maintenance, Repair) are critical aspects of engineering
offshore platforms that will be able to deliver acceptable safety. Design of the structure system
to assure robustness is intended to combine the beneficial aspects of redundancy, ductility, and
excess capacity (it takes all three). The result is a defect and damage tolerant system that is able
to maintain its serviceability characteristics in the face of HOF. This has important ramifications
with regard to structural design criteria and guidelines. Design for constructability and
inspection, maintenance, and repair have similar objectives.



Software Malfunctions.

Table 6 summarizes a classification TABLE 6 - CLASSIFICATION OF
system for procedure or software malfunctions. PROCEDURES & SOFTWARE
These malfunctions can be embedded in MALFUNCTIONS

engineering design guidelines and computer
programs, construction specifications, and
operations manuals. They can be embedded in | [naeccurate - untrue
how people are taught to do things. With the
advent of computers and their integration into
many aspects of the design, construction, and
operation of marine structures, software errors | Excessive Complexity - unnecessary
are of particular concern because the computer intricacy

is the ultimate fool.

Software errors in which incorrect and
inaccurate  algorithms  were coded into
computer programs have been at the root cause | poor Documentation - ineffective
of several major failures of offshore information transmission
platforms.*” Guidelines have been developed to
address the quality of computer software for the performance of finite element analyses.
Fxtensive software testing is required to assure that the software performs as it should and that
the documentation is sufficient. Of particular importance is the provision of independent
checking procedures that can be used to validate the results from analyses. Procedures need to
be verifiable based on first principles, results from testing, and field experience.

Given the rapid pace at which significant industrial and technical developments have been
taking place, there has been a tendency to make design guidelines, construction specifications, and
operating manuals more and more complex. In many cases, poor organization and documentation
of software and procedures has exacerbated the tendencies for humans to make errors. Simplicity,
clanity, completeness, accuracy, and good organization are desirable attributes in procedures
developed for the design, construction, and operation of oftshore platforms.

Incorrect - faulty

Incomplete - lacking the necessary
parts

Poor Organization - dysfunctional
structure

Environmental Influences.
Environmental influences can have important atfects on the performance characteristics of

individuals, organizations, hardware, and software. Environmental influences include external
(e.g. wind, temperature, rain, fog, time of day), internal (lighting, ventilation, noise, motions) and
sociological factors (e.g. values, beliefs, morays).

MANAGEMENT OF HOF

There are three fundamental HOF risk management approaches: [) reduce the incidence
and severity of HOF, 2) reduce the effects of HOI. and 3) increase the detection and
remediation of HOI'. Experience indicates that a good risk management program will employ all
three approaches in a balanced way.

Incidence and Severity Reduction

The first approach is very difficult [t requires fundamental changes in the quality of
human resources including how operators are selected, trained, audited, and evaluated. Current
expericnce with major accidents on offshore platforms indicates that in the majority of cases, the
particular set of circumstances and breakdowns that resulted in the accident could not have been
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predicted. Who could have predicted the sequence of events and simultaneous breakdown of 13
critical systems on Piper Alpha that night in 19887 While not lessening the importance of and
necessity for proactive management of safety, this recognition highlights the necessity for ‘real
time’ or reactive management of crises.

As a result of a study of how different professional communities manage rapidiy
developing and life-threatening crises, a few guidelines have been developed on real-time crists
management.” The communities that are being studied include commercial and military aviation,
emergency room medicine, fire fighting, law enforcement, nuclear power, and oil and gas
production and refining. These communities daily face threatening situations that are not
predictable or amenable to analysis. Yet, most of these communities face these crises successfully,
turning them into near-misses.

A fundamental crisis management approach that has developed from this study is initially
focused on an identification ot the critical functions that must be maintained to prevent a crisis
from developing catastrophic results (Fig. 4). Then, the resources that are absolutely necessary to
maintain the critical functions are identified. The
resources can be organized into three categories:
) personnel, 2) procedures, and 3) cquipment.
Personnel resources pertain to the selection,

Critical Functions
to be Maintained

Y training, and organization of crisis management
Resources Required teams. The procedure resources address how
to Mamtain

Critical Functions situation awareness 1S maintained, provides for

/ ¥ \ migrating decision making, how mformation and

alternatives are evaluated, how team work 13
PERSONNEL | g ROCEDURES tep EQUIPMENT | developed  and  maintained, and  how
selection migrating basic - o
o decision making back-up communications are conducted and maintamed.
rairring auditing i e - ~ e e meammtls
organization strategies stablizing Equipment rc@urces refers to the essential
situational team work robust hardware that is necessary to be able to manage
awareness communications the crisis and provision of back-up hardware
should the primary hardware fail or not be

Fig. 4 - Crisis management strategy available

A very important part of crisis management regards the change in organization structure
that must be accomplished as the tempo of the operations changes from the daily routine to a
rapidly developing crisis. Generally, the daily pace of operations 1s governed by a centralization of
authority, burcaucratic practices, hierarchical organization, and an emphasis on individual
operating skills. But, as the pace quickens during the development of a crisis, this organization
structure must change to one focused on individual teams, their functional skills, decentralized
authority, and the utilization of high expertise to implement alternatives, obsecrve their effects, and
change the strategy if the observations indicate that the situation 1s continuing to degrade.

There are two fundamental approaches to improving crisis performance, 1.e., increasing
the likelihood that the system can and will be brought back to a safe state The first 1s to provide
improved system support. Improved system support includes factors such as 1mproved
maintenance of the equipment and procedures; provision of accurate, relevant, and timely
information; provision of adequate safe haven and life saving measures, 1mproving
communications between the individuals faced with managing the crisis; provision of measures to
slow the escalation of the crisis, and the provision of stabilizing measures to help bring the crists
back under control.
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The second approach is to provide improved people support. This includes strategies
such as selecting personnel that are well suited to address the crises and training these personnel
so that they possess the required skills and knowledge and developing crisis management tecams
that have the requisite variety to manage the crises. Teamwork processes are developed so that
the necessary skills and knowledge can be mobilized when they are needed. Risk evolution and
situation awareness are emphasized. Programs for continuous auditing, controlling, and re-
training to help maintain skills, improve knowledge, and maintain readiness are developed.
Strategies and plans that can serve as useful ‘templates’ tn helping manage unique crises are
provided and integrated in training and re-training programs.

Effects Reduction
The second approach has proven to be very effective. This can be characterized as

engincering or technical fixes that addresses designing, constructing, operating, and maintaining
systems that have inherent stability and robusiness. By stability 1s meant that as the system is
brought to its operating boundaries, that it tends naturally to maintain or increase stability rather
than become unstable. By robustness ts meant inherent defect and damage tolerance. Robustness
is developed from the combination of redundancy (spare components), ductility (ability to
redistribute excessive demands), and excess capacity (ability to carry redistributed demands).
Platform structure, equipment, and hardware systems will not be ideally designed, constructed,
operated, and maintained. Through provision of robustness they should be designed to retain a
desirable level of safety even though they are subjected to normal abuse.

Detection and Remediation
The third approach is focused on internal and external assessments and auditing. Quality

Assurance and Quality Control (QA/QC) measurcs have traditionally addressed detection and
remediation of hazards and flaws. QA are those practices and procedures that are designed to help
assure that an acceptable degree of quality (saftety, durability, serviceability, compatibility) is
obtained. QA 1s focused on prevention of errors. QC is associated with the implementation and
verification of the QA practices and procedures. Quality control is intended to assure that the
desired level of quality is actually achieved. Quality controt is focused on reaction, identification
of errors, rectification, and correction.

QA/QC measures are intended to assure that a desirable and acceptable reliability of the
platform is achieved throughout its life. Quality is initiated with the conception of a platform,
defined with design, translated to reality with construction, and maintained with high quality
operations.  Achieving quality goals 1s primarily dependent on people. QA/QC efforts are
directed fundamentally at assuring that human and system performance is developed and
maintained at acceptable levels.

QA/QC strategies include those put in place before the activity (prevention), during the
activity (checking), after the activity (inspection), after the manufacture or construction (testing),
and after the platform has been put in service (detection) The earlier QA/QC measures are able to
detect the lack of acceptable quality, then the more effective can be the remediation.

Of all of the QA/QC measures, the most effective are those associated with prevention. As
factors leading to lack of desirable safety are allowed to become more and more embedded n first
the design, then the construction, and then the operation ot a platform, then the more difficuit
they are to detect and correct. Personnel selection, training, and verification, the formation of
cohesive teams and encouragement of teamwork, and the elimination of unnecessary complexity
in procedures and structure - equipment systems are examples of effective QA/QC measures.



Control QA/QC measures consist of procedures and activities that are implemented during
activities to assure that desirable quahty 1s achieved. Self-checking, checking by other team
members, and verification by activity supervisors are examples of such activities. Inspection and
verification QA/QC measures consist of procedures and activities that are implemented after an
activity has been completed Detection QA/QC measures consist of procedures and activities that
are implemented after the platform has been put in service to assure that desirable and acceptable
quality and safety are maintained.

It 1s surprising how often correction of flaws and errors is under-estimated. Sufficient
provisions often are not made for correcting errors and tlaws when they are found, and the fixes
become problematic. Detailed planning and evaluations are necessary to properly define what
should be done when major errors are detected. Wishful thinking seems to behind much of the
problems associated with error correction. “we got by before so why do anything now?”

Effective QA/QC requires certain types of resources: sufficient time, money, positive
incentives, knowledge, experience, insight, respect, and wisdom. Of all of the resources,
knowledge, experience, and positive incentives are the most critical.

Present experience indicates that much QA/QC 1s not very effective. In many cases, it
becomes a ‘paper chase’ and results in a seemingly endless series of unneeded and perfunctory
meetings. QA/QC becomes part of the problem of achieving safety and is not effective at
determining what the real problems are and how they might best be solved. Much more attention
needs to be given to keeping the good, discarding the bad, and adopting clearly needed
improvements in QA/QC processes. This can lead to improving the effectiveness of the QA/QC
processes and reducing its costs  Guidelines have been developed to simplify the QA/QC process
and increase both its effectiveness and efficiency.”

HIGH RELIABILITY ORGANIZATIONS

Even though it may be the most important, the organization aspects of platform design,
construction, operations, and naintenance quality are perhaps the most difficult to define,
evaluate, and modify. Organizations that are oriented toward achieving high quality and operate
relatively free of malfunctions are termed High Reliability Organizations (HRO).™"

Studies of HRO sheds some light on factors that contribute to risk mitigation. A variety of
HRO ranging from the U S Navy nuclear aircraft carriers to the Federal Aviation Administration
Air Traftic Control System have been studied. The HRO research is directed to defining what
these organizations do to reduce the probabilities of serious malfunctions.

In recent organizational research reported by Libuser and Roberts," five prominent
failures were studied including the Chernobyl nuclear power plant, the grounding of the Exxon
Valdez, the Bhopal chemical plant gas leak, the mis-grinding of the Hubble Telescope mirror, and
the explosion of the space shuttle Challenger. These tailures were evaluated in the context of five
hypotheses that define risk mitigating and non-risk mitigating orgamzations. The falures provided
support for the following five hypotheses. Evaluation of non-failure HRO alse provided support
for the following hypotheses proposed by Libuser and Roberts '

1. Process Auditing

HRO have established systems for ongoing checks designed to spot expected as well as
unexpected safety problems. Safety drills are included in this category as well as equipment
testing. Follow ups on problems revealed in prior audits are a critical part of this function.
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2. Reward System

The HRO reward system is the payotf an individual or an organization gets for behaving in
one way or another. HRO are concerned with reducing risky behavior that can lead to
malfunctions and degradation in safety. An organization’s reward system has a powerful
influence on the behavior of individuals 1 1t. Similarly, tnter-organmizational reward systems
influence the behavior of organizations.

3. Degradation of Quality and/or Inferior Quality
This refers to the essential quality monitering by the HRO system involved as compared to

a system that 1s generally regarded as a desirable and acceptable standard for satety. This allows
difficulties to be identified and corrected at early stages of development.

4. Perception of Risk -
Two elements of risk perception are involved: (1) Whether or not there is any knowledge

that risk exists at all, and (2) [f there 1s knowledge that risk exists. the extent to which it is acknowledged
appropriately and miumized.

5. Command and Control -

This hypothesis s comprised of five elements.

a. Command by negation - this includes migration of decision making {the person with
the most expertise makes the decision). It also refers to management activity in which authority is
pushed to the lower levels of the organization by managers who constantly monitor the behavior
of their team members. Decision making responsibility is allowed to migrate to people with the
most expertise to make the decision when unfamiliar situations arise.

b. Backup - provision of backup systems for people and hardware. Robustness
(redundancy, ductility, excess capacity) involves people, procedures, and hardware.

c¢. Formal rules and procedures - a definite hierarchy but not bureaucracy in the negative
sense  Procedures that are correct, accurate, complete, well organized, well documented, and are
not excessively complex are an important part of HRO. Adherence to the rules 1s cmphasized as a
way to prevent malfunctions and achieve safety, unless the rules themselves contribute to
degradation in safety.

d Training, imparting both skills in task performance and knowledge of why the tasks
are performed - HRO develop constant and high quality training programs. Tramng in the
conduct of normal and abnormat activities 1s mandatory to avoid malfunctions. Establishment of
appropriate rewards and punishments consistent with the organizational goals 1s critical.

e. Senior managers who can see the “big picture.” - managers who don’t micro-manage
or use traditional power stratcgies. They cmpower the members of the team, rewarding
production and promoting development of capabilities. They perceive the important early warning
signs of important degradation in safety, properly integrate them, and then develop high reliability
responses.

CONCLUSIONS

The offshore industry has developed a wide variety of guidelines and procedures to help
assure adequate and desirable safety i1s achieved during the life-cycle of offshore platforms.
Experience indicates that these procedures are effective in the vast majority of cases. But, low
probability and high consequence situations associated with FIOF are slipping through the safety
nets. The structures and hardware are not the primary source of satety problems. People are.
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GLOSSARY

Accident - an occurrence that leaves a system damaged or defective.

Cognition - the capacity or mechanisms that lead to knowledge; those aspects of mental behavior
involved n the diagnosis of events

Commission error - an error that results from an unintended action, excluding inaction; incorrect
performance of a task or action

Communication - the capacity or mechanisms of information transfer between or among people

Consequence - the result of an event or action

Conditional probability - the probability of an event occurring given that some other event has
occurred

Decision making - the activity of choosing one course of action among alternatives

Dependency - a relationship between the occurrence of one event (factor) and another event
(factor)

Diagnosts - the attribution of the most likely causes of an abnormal event to the level required to
identify these systems or components whose status can be changed to reduce or eliminate
the problem; interpretation

Error - deviation for an intended or desired human or organization performance or any deviation
from an intended result

Ergonomics - the discipline concerned with designing hardware, operations, procedures, and
work environments so that they hatch human capacities and limitations

Event tree - a graphical representation of the logic of the interactions of intermediate events
between an initiator and its identitied consequences

Failure - any dewiation from an intended or desired hardware, software, human, or organization
performance

Fault tree - a graphical representation of the logic of the causes of failure of a specitied event

FHazard - a feature of the environment that could be harmful or damaging to a system

Hardware - mechanical, structural, equipment, and other similar artifices

Human errors - actions or inactions by individuals that can lead an activity to realize a lower
quality than mtended; mis-administrations; departure from acceptable or desirable practice
on the part of an individual that can result in unacceptable or undesirable results

Human factors - any attribute of a situation or object that is due to the actions or attributes of one
OI MOTe Persons

Human performance - result of human behavior as measured against some goal or standard

Human reliability - the probahility that the performance of a person or group of people will be
successful or acceptable against the standard or goal of the performance

Human factors - a diseipline concerned with designing hardware, operaticens, procedures, and
work environments so that they match human capacities and mitations; any technical
work related to the human factor in manned systems

Incident - an occurrence that interrupts the performance of a system rather that leaving a system
damaged or defective

Influence - a causal factor for a specific event

Initiator - the occurrence that starts an incident or accident

Interaction - the relationship between the behavior of two systems or components to produce a
combined consequences that would not occur 1f only the behavior of the individual system
or component occurred

Knowledge-based behavior - behavior that requires one to plan actions based on an analysis of the
functional and physical properties of a system

Lapse - an error in recall
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Man-machine interface - the abstract boundary between people and the hardware or software they
interact with

Mistake - an error in establishing a course of action

Model - a characterization or description of a system that is an abstraction that represents
symbolically the way in which the system functions

Omission error - an error that amounts to an unintentional or unnoticed inaction, failure to
perform a task or action

Organization errors - actions or inactions by groups of individuals that can lead an activity to
realize a lower quality than intended; group mis-administrations; departure from
acceptable or desirable practice on the part of a group of people that can result in
unacceptable or undesirable results

Perception - the capacity or mechanisms that lead to recognizing sensory input

Performance shaping factor - an influence on performance

Probability - a number between 0 and | that quantitatively ranks the likelihood or chance of the
occurrence of a postulated event

Procedure - the tormal realization of a task; verbal instructions or written actions

Probabilistic Risk Assessment (PRA) or Quantified Risk Assessment (QRA) - a rigorous and
systematic identitication of the levels of compronuses n quality that could result from
system operations and a quantitative assessment of the likelihood of such occurrences

Quality - fitness for purpose; freedom from unanticipated defects; meeting requirements of
serviceability, safety, compatibility, and durability

Random - variability that cannot be predicted or its causes are unknown or its results have no
discernible pattern

Relability - the probability that the performance of some hardware, software, individual,
organization, or their combination wiil be successful

Risk - the chance of a loss or damage; the frequency of an undesired consequence; the uncertainty
of a hazard; the product of the likelihood of an event and the consequences of that event

Sequence - a chain of events that trace an witiating event to a specific consequence

Rule based behavior - behavior in which a person follows remembered or written rules

Skill - an ingrained ability or capacity toward specific action; the performance of more or less
subconscious routines governed by stored patterns of behavior

Slip - an error inimplementing a plan, decision, or intention

Software - informatton stored on paper, tilm, electromagnetic media, ctc.

Stress - the physiological or psychological reaction to loads, burden, or other stressful influences
on people; feeling of treat to one’s well beirg, human response to a stressor (causes bodily
or mental tension)

System - a group of entities consisting of hardware, software, people, organizations, or their
combination that interact to produce joint behavior that can be measured against some
goal or standard

Task - a series of human activities designed to accomplish a specific goal

Taxonomy - a classification or way to characterize and describe

Uncertainty - a lack in knowledge or a failure in being able to predict a postulated event
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“Safety Management Systems within Offshore Oil and Gas Companies —
Experience from Assessment and Auditing of UK North Sea Operations”

G.A. Blackmore - Health and Safety Executive. UK.

i Trtrodduction

a The Health and Safety Exccutive (HSE) 1s the UK government's regulatory body responsible
for health and safety legislation and its enforcement onshore in industrics such as construction,
chemical processing, nuclear and railways, and offshore, through s Offshore Safety Division (OSD)

b OSD has assessed over 200 safety management systems, carried out over 28 major
corporate audits of Operators & contractor organisations and conducted hundreds of inspections of
instailations. This paper draws together some experience from this work under two parts. Part [ deals
wilth experience gained {rom assessment of operations and Part 11 deals with one aspect of safety
management for installation design.
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Part I Experience from assessing operational safety management systems

L An agenda for cultural chunge

A In June 1996 the HSE and the United Kingdom Offshore Operators Association held a joint seminar
entitled "A living safety culture' to discuss the development of safety management systems. The seminar was
attended by senior safety and operations personnel in the UK oil and gas industry. Papers were given by
operational managers, safety professionals and safety representatives.

B. The seminar noted that the Offshore Installations (Safety Case) Regulations 1992 had brought about
advances in health and safety by requiring companies to produce a Safety Case to demonstrate that they have
systems to manage risk. However, it concluded that turther improvements in safety will only be obtained
through a greater personal commitment by all to making the systems work.

C. Discussions during the seminar showed that companies believe that they have policies, standards
and procedures but that they needed to address the human element more fully. The message was clear - we
need a cultural change to move to a regime in which mmprovement is self sustaining. The discusston was
summarised under headings that promote or undermine cultural change (figure 1), thus providing an agenda
for the industry. The headings arranged vertically are directly within the control of management. Civil
litigation and media pressure are not as eastly influenced but they have a significant impact on the business.
The headings are not prioritised - nor could they be, the relevance and ranking will be specific to each
company.

D This paper describes some of the strengths and weaknesses found during the Heaith and Safety
Execcutive's assessment of safety management systems using four headings from the framework.

Transparency of Risk.

Management, peer and self-induced pressures
Commitment Gap

Ownership of risk controls

L Transparency of Risk.

A The need to understand risk The delegates at the seminar considered this to be one of the
fundamental weaknesses in safety culture on offshore installations, i.e. if people do not understand the magnitude
of risks how can they hope to control those risks? Safety cases have helped in tdentifying key risks offshore and
Quantified Risk Assessment (QRA) has hefped in ranking those risks. Whilst QRA has been useful for the
specialists and regulator, it has been of little value to the workforce in understanding prioritisation of risks.
Moreover accidents usually occur because of a failure in several control measures. The workforce needs to
understand how their actions contribute to the muitiple controls for key risks.

B. During a number of inspections and audits the HSE's Offshore Safety Division (OSID) has compared
the workforce's knowledge of key risks against information in the safety case and the results have been
disappomnting.

C. Many safety cases have focused on key risks controlled by the offshore workforce with less attention
being given to the risk drivers that originate onshore. For example, there is little in the safety cases on managing
organisational change and the ncreased risk caused by unfamiliarity with systems. Additionally safety cases have
not recognised the contribution to risk caused by poor or inadequate planning both in the long-term and
short-term. In fact an audit of one of the largest companies revealed planning standards that did not refer to
health and safety implications but only to operational demands.



D. An inspection on an offshore platform gave rise to the following finding with its root cause in local
planning arrangements.
The work appears fo bhe organised i a way that gives rise o unnecessary risk. In particular there is
insufficient attention given to the Permit To Work system and this has resulted in clashes of activities,
technicians not having sufficient knowledge of the task and people perceiving pressure to do work without a
permit.
L There is a need for greater understanding by the workforce of how their actions contribute to
the control of risk.

B. The ability to understand This lack of understanding by the workforce may bring into question their
competence. Competence was a key element in OSD's assessment of safety cases. Many safcty cases identified
key roles and, to some degree, competencies. One international company identified seven safety critical positions
for offshore personnel, and listed their key responsibilities. The competence framework within the company was
developed to ensure that these responsibilitics could be discharged.

C. Many UK companies use a naticnally derived competence assurance framework. Their approach is
more advanced than simply specifying training because they require individuals to demonstrate their ability to
discharge certain prescriptive tasks and require a degree of underpinning knowledge. OSD definition is slightly
broader in that competence is deemed to have three parts, an ability to do the task, experience of similar tasks
and a degree of underpinning knowledpe.

D Generally there is little formal testing of knowledge carried out although a number of companies will
conduct simple tests after conducting training.

I In competence assurance, the industry may be focusing too greatly on the ability of individuals
to do simple tasks and not enough on testing underpinning knowledge.

E Knowledge and understanding The Safety Case Regulations required companies to have an
independent internal audit system. All companies now have such systems in place, some based on quality
assurance systems, others on proprietary safety audit systems and more advanced companies have developed
their own. Auditing tends to look for compliance with systems and more could be done to test that the workforce
understands the key risks to the installation. Induction programmes also tocus on systems such as permit to work
or emergency response and less on key risks. On one mstallation OSD detected that the management tcam
offshore did not understand the concept of nsk. They believed activities were either safe or unsafe They were
not aware that risk arises from the product of likelihood and consequence.

F In concluston, satety management systems have been successful to some degree in identifying key risks
and key responsibilities. However they have not been successful in improving the understanding by the workforce
of key risk drivers. The next stage in development of safety cases requires clearer 1dentification of the customers
for the safety case.



i1 Safety cases should be developed so that the specialist and the regulator receive full safety case
documentation. The workforce should receive a version that gives them an overview of risk on their
platform highlighting their contribution to controlling it.

Muanagement, peer and self-induced pressures

A In general, when moderate demands for stimulating work are placed on people their motivation
increases. Excessive and sustained demand decreases motivation. This relationship will vary from employee to
employee. It is this cause and etfect process that makes assessment so difficult. There are numerous examples of
management, peer and self induced pressures that result in acctdents or lead to poor performance.

B As an example, management in one company set planning criteria to be met before a modification
workpack could be sent oftshore. Criteria included such things as: all drawings must be at final revision, all
personnel, resources and materials must be available. In an OSD audit, a middle manager was found to start
stages of projects before these criteria had been met. The decision may have been made with the best intent, 1e.
to retain a workforce that could have been laid off. A more cynical view is that the project commenced early to
achieve a promised start time. For the workforce this decision to start the project early meant rushed deadlines,
more rework and a constraint on their ability to plan the job cffectively and safely; all factors that would
de-motivate them. The audit used this finding, supported by others, to question the eftectiveness and
accountability of middle management decision making processes.

C. During an audit of a feading company, OSD commented on contrasting styles of management on
different installations and tinked them to differences in enthusiasm for continuous improvement. Whilst the
company considered people to be an important part of management controls, it 15 interesiing that they did not
consider such observations valuable.

D. An accident on a semi-submersible took place whilst a small team was recovering flow lines from the
sea bed using tugger winches. The flow line slipped as the chain clamp came loose and knocked the deck
supervisor into the water. There is no doubt that this was a motivated and enthusiastic team. The installation
manager was operating one ot the winches and the deck supervisor was engaged on recovery work. Observation
of the installation manager in other circumstances showed that he was the type to get involved in the detail of
activities. Peer and self induced pressures were very evident in this activity.

. There is little discussion in safety cases and little reporting in company's internal audit on
workforce pressures and yet they are a significant underlying cause of accidents and incidents.

111 Commitment Gap

A The delegates at the seminar did not question that Chief Executives were committed to safety but
thought that their messages were diluted by the time they reached supervisory level OSD's assessment of safety
management systems within safety cascs addressed this issue of commitment by looking for the traditional
indicators such as safety policy and safety objectives. Objectives may require senior managers to show an active
interest in health and safety by making site visits, enquiring about performance issues and attending safety

meetings and functions.

B During a recent OSD audit, an international oil company was found to have set numerical objectives
for senior management to visit platforms but no quality objectives. The audit showed that the frequency was not
bemng achieved and the visits were not meeting workforce expectations.

C. With regard to resources the following finding was produced after a visit to an installation shortly after
commissioning was completed.



There appears to be a high workload on some groups, if not all groups of technicians, which shows no sign
of abating. Besides any stressful consequences there is a belief that planned maintenance work is not being
done and hazard fault cards not being completed. This s exacerbated by people working outside normeal
shift patterns and the uncertainties in continuity of work for people because of contractual matters.

[ Empowerment, whether it is seen as a cost cutting exercise, a means for company survival or a way of
raising job satisfaction 1s ever present in current North Sea operations. There are very significant H&S
implications in empowerment that affect managers, supervisors and the workforce The empowerment process
aims to persuade people to take greater responsibility for their decision-making and usually involves reductions in
staft or reducing the amount of supervisory time. Leadership and commitment are wvital elements in setling

empowerment.

I OSD audited one company who had pushed empowerment further than most. It was clear from
interviewing managers and supervisors that they all agree that empowerment was a good idea but there was
disagreement on how the vision would be realised. This disagreement caused confusion amongst the workforce
and in a short space of time it caused significant divergence in control of technical integrity on different
platforms  The following paragraph is extracted from a recent OSD audit report showing how inconsistent
decision-making lead to poor technical standards. 'We found that the company often achieved an incorrect
balance between empowerment and management control. Two examples are: poor understanding of the
boundaries of empowerment leading in one case to the faillure of glycol monitoring; and poor management
control of the 'simplification' of the platform.

1. The following list of pre-requisites for eftective empowerment is distilled from nterviews with this
particular company's managers. '

Leadership which sets and shows commitment to a corporate policy or value,

Communication which 1s open and two way;

Authority delegated with clear boundaries, and accountabilities assigned within a structure;

Resources which enable discharge of autherity;

Plans which have been developed after a structured and co-ordinated identification of hazards and

priorities, with measurable success criteria, and management overview of critical areas;

Monitoring commensurate with the level of confidence that delegated authority is being used
effectively,

Accountability anising from review of individual and team performance with appropriate rewards
and sanctions.

i Ownership of risk controls

1. Some delegates at the seminar thought that lack of ownership of risk controls arose from apathy or
lack of mnterest. A safety case facilitator tn a large Operator dismissed workforce mvolvement with the phrase
'vou can take a horse to water but you can't make it drink'.

. Apathy, Ownership, Concentration? Consider the following accident that took place during
commissioning of a 13 Kv generator on an otfshore installation in 1996, The generator in question was supplying
a small amount of power to the busbars on a fixed installation. The generator was showing an earth fault. While
the commissioning team were considering the causes of this earth fault, an electrical engineer and a
manufacturer's representative went to the control panel and operated a lever that switched the three phase supply
directly to earth. The result was a blinding flash, a loud noise, plenty of smoke and destruction of the earth
switch. Fortunately there were no injuries.




V. Why should two people have such a significant mental aberration and connect high voltage power to
earth? [ am sure that human factors specialists will provide a number of generic causes. This was not an act of
sabotage so it must have been a lapse or a slip or some other generic category for human error. The electrical
engineer could not offer an explanation for his action. Was the risk transparent? To an electrical engineer the risk
of connecting 13.8 Kv to earth is very transparent and apathy is unlikely to be a root cause. The designers clearly
recognised that switching to earth would have major consequences and thercfore they had installed engineering
controls to prevent this happening. Unfortunately these controls were not sufficiently robust. A higher degree of
engineering control was practicable but not specitied by the designer.

V. The company examined its electrical procedures and found them wanting in this area. Having identified
high voltage switching as a key risk the company has decided to use two competent electrical engineers to
simultaneously carry out any switching process. The author questioned whether this was an appropriate long
term solution.

VI Another incident occurred earlier this year whilst two people were testing a lifeboat release mechanism.
The Safety Management System required two safety lines to be attached to the boat before testing began. A
simple task but one wire was fitted correctly and one was not. The boat plunged to the sea below, fatally injuring
one person, when the release mechanism was tested. Despite the Safety Case, despite all the effort on the SMS
the system failed Simple engineering controls specified by the designer could have made it impossible to attach
the safety lines incorrectly.

1 Management controls are a poor substitute for engineering controls.
VI, Procedures and supervision The delegates at the living safety culture seminar debated the importance

of procedures in risk control. They considered the real issue for management and the workforce is to understand
which procedures contribute most to the risk reduction, particularly in times of change, e g down-manning or

re-organisation.

VI Clear procedures rigorously implemented are barriers against risk caused by human error. However,
there 1s a balance to be maintained between the slavish following of procedures which may have become out of
date or which were not good to begin with, and doing it "off the top of your head” until one day a way is
mvented that proves dangerous.

1X. The document 'Improving compliance with safety procedures' ISBN 0-7176-0970-7 describes the role
of safety procedures in preventing accidents. Quoting {rom the document under the heading ‘The management

role'

"Violations are highly susceptible to management influence as most underlying causes of violations are
either created by management, accepted by management or condoned as normal working practices by
management neglect. Very often, a workforce believes that management would "pressure” them to perform
Jobs more quickly - this belief being based, 1n part, on the evidence of management apparently turning a
blind eye to any improvised methods. This could have been because managers did not notice such
improvisation, or management pressures may be real, rather than perceived. As a resull, in many
workplaces, violations have become the normal methods of working, rather than the laid down procedures.
Not surprisingly these breaches in rules eventually lead o incidents. In a study of Duitch railways, it was
Jound that 80% of the workforce considered that the rules were mainly concerned with pinning blame, and
95% thought that work could not be finished on time if all the rules were followed None of the 50
respondents could remember ever having referred to the rules in a practical situation”.

I This line of thought on rule violation states that people will always transgress boundaries as there is
little incentive to abide by them and that management must supervise activities to demonstrate clearly that it is
committed to a policy of working sately by following rules. Consider the example in the previous section where



the company chose to have two electrical engineers carry out switching operations. This action is unusual in an
era of empowerment. However the management did not see this as one engineer supervising another but peer
reviewing this key activity - this s more in tune with empowerment. The question remains - Will this rule be
violated when the two electrical engineers know and respect each other's competence?

1 Creating management controls where they will inevitably fail is worse than doing nothing.
II. Workforce commitment The guidance to the Safety Case regulations states 'High standards of safety

and health performance on an installation cannot be achieved withoul the positive and informed commitment of
the workforce. The sufety management system should describe the broad arrangements for securing this
commitment through the provision of information and advance consultation.....’ The main thrust of the
regulations is one of consultation in the belief that this leads to commitment.

I, OSD assessed the safety management systems in safety cases for evidence of workforce consultation
and certainly where none was found this issue was raised with the company. Other research into workforce
involvement in the UK Offshore Industry has claimed that workers were not involved in the safety case process
The management claim that the workers were involved but did not relate consultation to the safety case process

Iv. A recent OSD audit report praised a company for involving the workforce in problem solving at both
local and company level. The report also commented on areas where improvements could be achieved. The
tollowing text 1s taken from the report. "The process of communication and involvement appears, at times, to
take precedent over the quality of the outcome. The emphasis on employee involvement in business management
didd not meet the needs of employees. This emphasis sometimes drove supervisors and managers to look upwards
i the organisation and serve the needs of the process rather than looking dowmeards to serve the needs of the
people who deliver the product, and are at risk”.

V. The satety case regulations have started the process to achieving workforce commitment by requiring
advanced consultation by management but they cannot require workforce involvement, just as management
cannot, since 1t is not within their gift.

I Management must make a conscious decision on the status of ownership of risk controls and
adjust the degree of consultation & supervision accordingly.

V1. Is the model valuable?

The model was produced from comments made by mainstream and health and safety management as
well as employees and consequently should be a good generalised agenda for the UKCS. OSD Safety Case and
audit experience supports the agenda. The industry has made significant progress in establishing Safety
Management Systems since the introduction of the Safety Case Regulations but ail the conditions that encourage
pecple to own the risk controls are not yet in place.



Part Il
Aspects of safety management systems in installation design

I Health and safety performance in design

1. One of the fundamental principles of good design 1s to eliminate hazards or minimise their
consequences before resorting to control measures. This is often called inherent safety in design. Numerous
examples of inherent safe design are available. Here are two well publicised examples. Firstly design the pressure
envelope to withstand the maximum possible pressure - no necd for safety valves. Secondly minimise the
inventories of hydrocarbons held on the platform at any time - this mimmises the consequences of events.

M. A recent independent research project carried out for OSD stated that inherent safety is not a
widespread practice. In addition two examples of poor inherent safety were found during a recent review of an
installation design. A control valve was nstalled in a hydrocarbon vent line to restrict the nitial flow of gas and
the excessive use of high integrity pressure protection (HIPP) systems.

V. A recent management audit of a major international design house revealed that project managers took
little interest in inherent safety and senior line managers had few means to measure health and safety in design.
Draughtsman understood and promoted inherent safe design but earlier decisions based on capital cost,
timescales or custom and practice prevented them making substantial improvements in health and safety.

V. During assessment of design safety cases, OSD inspectors and design teams have on occasions held
markedly different views on the degree of inherent safety employed n the design. This part of the paper attempts
to raise awareness of health and safety in design by contrasting some of the health arnd safety performance
indicators available for design and operational managers.

VI Indicators for operational performance.

VII. In the past, managers accepted lost time accidents as the only measure of operational health and safety
performance. More enlightened managers realised that this process was only reactive and other indicators were
needed. As a result companies now measure health and safety performance against a variety of indicators both
proactive and reactive. These include:

Near miss reporting rate,

Total incidents rate;

High potential incident rate;

Lost time accident rate;

Availability of Safety Systems;

Planned maintenance backlog in safety systems.

l. The high potential incident rate, derived from a risk potential matrix, 1s a vaulable indicator of those
incidents that could casily have resulted in a major accident,

i Management indicators in design
1M1 Setting measurable objectives i1s a kev part of good management. The following are specific reasons

why design managers should include health and safety objectives:

Regulators have set risk targets for installations that require risk to be as low as is reasonably
practicabie;
Objective setting would be useful in meeting requirements in the U.K.'s recently introduced Design

and Construction regulations;
There is marketing advantage in demonstrating year on year reduction in residual risk;



L. Finding realistic health and safcty indicators i1s a challenge for design management. Some indicators are
used to compare designs. For example, Quantificd Risk Assessment provides an absolute risk figure but it is an
inaccurate tool Other absolute measures of risk are difficult to find. So far as hydrocarbon inventory is
concerned, installations are complex and very few are the same, conscquently an absclute indicator probably
would not work. One possibility 1s to normalise inventory agatnst platform throughput so that current design can
be compared against earlier designs.

1. Alternately, indicators could be used to measure the performance of design teams. Current indicators
are usually based on finance, quality and timescales. One possibility is to use a design potential matrix, analogous
to an incident potential matrix. The suggested matrix shown in Figure 2 could be used by design review teams at
formal review stages throughout the design. Any weaknesses found would be 'quantified' as the product of
likelihood to cause harm in a given period x consequences.

1. In the short term this indicator could help in showing the effectiveness of the design review process but
in the long term it could help in showing the effectiveness of the design process. This indicator has additional
stigmificance since it can contribute to the demonstrate the effectiveness of the design verification process .

Iv. The value of performance indicators

V. The above examples of indicators for design management are not perfect, few indicators are. However
the scarcity of indicators available for design management provides a great opportunity for improving health and
safety in this area
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Figure 2 - Design Potential Matrix

*The numbers have been set arbitarily for illustration purposes only.

1 Risk or Conscquences of Potential Accident or Incident arising from poor design
Numbers of 2 Non LTA | Minor Injury / Serious Injury 1 Death
people injury / LTA / Temporary
Iucapacitation / Permanent
Affected 3 First Aid Case Incapacitation
3 1 4 1.00 2 6.00 3 24.00 2 48.00
4
5 3 5 6.00 3 24.00 4 48.00 3 64.00
6
7 10 0 24.00 4 48.00 5 64.00 4 80.00
8
9 100 7 48.00 5 64.00 6 80.00 5 96*
10
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FACTORS ENGINEERING INTO OFFSHORE FACILITIES DESIGN

Prepared For Presentation at The “1996 International Workshop on Human
Factors in Offshore Operations”, New Orleans, LA | Dec. 1996

Prepared By Dan Godfrey Shell Offshore Inc., New Orleans, LA
Mike Curole Shell Offshore Inc., New Orleans, LA,
Gerry Miller G.E. Miller & Associates, Redmond, WA,

In the late 19807s Shell Offshore Inc.(SOI) ventured into a new area for us, deepwater.
Our geologists told us there was oil and gas there. But drilling, retrieving, and processing
those promising reserves in 3,000 foot of water was new, and challenging. It obviously
meant that our working platform had to float, but be restrained in both a vertical and
horizontal direction. 1t also meant that the economics of the venture would require that
we conduct drilling and producing operations simultaneously, at least for a portion of the
platform’s initial life. As we all know, this adds a degree of hazard that does not exist if
one does just one or the cther.

Because of the added risk associated with simultaneous operations SOI decided to seek
out every way we could to increase the safety of our operations, first to protect our
employees, and second, to protect the structure and the environment. The design ctfort
on our first deepwater platform, called Auger, was initiated shortly after the Piper Alpha
disaster in the North Sea so we learned from that episode. We concentrated on
eliminating or controlling all of the mechanical, structural, and organizational failures we
could identify which might cause or contributed to a fire, explosion, major poliution event,
damage to our equipment, or injury to our personnel. But we knew there was another
major factor involved in our operations that might cause an accident which we had not
properly addressed, and that was human error.

[n early 1990 the head of SOI's deepwater Health, Safety, and Environment (HSE)
department suggested that we took at an engineering discipline which we at SOI had not
used before. Human Factors Engineering (HFE) specializes in preventing or reducing
human errors by combining known knowledge about human behavior in a work
environment with the traditional engineering requirements to produce as safe a working
environment as reasonably possible for both man and machine.

At that time few of us at SOI had any first hand knowledge about I{FE but we were to
learn quickly. We did know that we did not possess that expertise in-house. We therefore
sought outside assistance, and in May of that year, SOI initiated its first ever formal HFE
program. in the design of an offshore platform.

Our approach was simple. We ask that our HFE program:

[. Concentrate first on areas where we knew there were problems, or where we thought
there was a potential for problems,



2. Strive for both reduction of human error, and reduction of the consequences of
errors,

Be based wherever possible on design standards backed by data derived from
research on human performance

L

4. Be economically practical, and
S. Be based on the following hierarchy of approach for reducing human errors:
o Design out the chance for human error
o Guard against human error
o Warn against human error
o Train to reduce human error
o Write procedures to reduce human error

At the time HFE was first brought on board, the design for our first platform, AUGER,
was two years old. It was quickly evident that much of what we could have, or should
have done to include HIFE in Auger’s design was not possible due to economical or
schedule restrictions. That was a lesson we learned and corrected on our second platform.

Nevertheless, HFE was able to make enough of what we considered to be positive
contributions to our design effort. We became convinced that HFE was giving us an edge
on safety that we had not had beforc.

As an example, we completely rearranged the control room to improve coordination and
communication between the control rocm operators.

We established a platform wide labeling program, which not only improved operator
efficiency on Auger, but served as the basis for an even larger labeling effort on Mars, and

the other two platforms as well.

We initiated HFE training classes for our engineers, designers and draftsmen, and we
included not only SO personnel but our contractors as well. These were successtul to the
point that we now provide these same classes for each of the design teams assembled for
gach new platform we build.

We began, where we still had design flexibility, to base our design effort on known human
behavior traits that we could expect our employees to exhibit at their work site. As an
example, consoles and control/display panels were arranged, located and oriented to take
advantage of the worker’s need for spatial relationships between the controls and displays
he uses, and the actual equipment he is controlling o monitoring.



We included HFE in some of our hazard analysis efforts, not so much to identity where
our operators might make an error, but to suggest the best way to prevent that error once
the analysis identified that a human error was a possibility. We did this because we
learned that our traditional engincering approach to controlling human error, i.e. more
training or more procedures, was not the most effective way of elimimating, or even
curtailing, these errors

We initiated periodic walkthroughs of the medules once constructien started so our HFE
specialists could detect potential HEE problems we had not caught during the design
effort.

We included HFE in our safe practice audits that we at SOI conduct on all of our new
platforms before they are sent offshore.

We also learned on Auger that HFE need not always be an added expense, but that it can
on occasion, save us money. The riser tensioner system on Auger was something new to
us. We had never needed one before. We turned to a contractor for assistance, and HFE
was asked to review their design It was a good, functional, engineering design, but it had
a couple of HFE problems. As an example, removal of the tensioner support cylinders
required our people to work over their heads, holding heavy impact wrenches, working off
of scaffolding which was in turn, supported by a temporary support structure attached to
the platform over the open well bay That design was altered so now the cylinder work is
done from the top of the riser arm. No more temporary structure, scaffold, or overhead
work. This, and other changes suggested by the HFE contracter, resulted in cost savings
estimated by our engineers in ¢xcess of $200,000. And, it was safer, and that’s the bottom
fine

[ was not involved in the first HFE efforts, but I have observed HFE at work on the Mars
platform, for which [ have served as the Program Manager for the past three plus years. |
would like therefore, to share with you today some of my observations about the role and
value of HFE on our second platform.

Because of our concern for safety on Mars we appointed a person to serve full time as The
Risk Manager for our plattorm. That person had overall responsibility for safety in all
aspects of our design. In contrast to Auger, where HFE was physically and
organizationally placed in the HS&E group, we assigned the function to the Risk

Manager. This turned out to be an excellent choice for it gave HFE access to all of our
design decisions covering not only the platform, but ancillary areas as well such as supply
boat operations and drilling. Tt also physically and organizationally placed HFE as an
integral part of our total design and operations team.

We started with HFE concentrating on enhancing the design of our structure but we soon
found that HFE could also contribute to other areas, such as our manual and operating
procedures preparation, platform labeling, and assessing some of our traming programs.
We even got our HFE involved in helping to make our platform’s day-to-day operational
decisions easier and more efficient. As an indication of the breath of HFE involvement in
the Mars program note the list of some of the HFE activities that were completed over the
last three years. (Show V-Graph here). A couple of these activities deserve special
mention.



I Based on our own accident data, as well as that of the industry in general, we knew
that falls on platforms are the leading cause of personal injuries and fatalities on
offshore platforms. In our case stairs were a major source of those falls. So, we set
out to see if we could reduce that problem. The result of that etfort was a new stair
and ladder design standard based on HFE research data that identified the optimum
design standard for this non-non-discrept but important piece of hardware. Not
only have we incorporated the new stair design on Mars, but we now are using the
new standard on all of our deepwater platforms.

2. Another area of known concern on offshore plattorms are crane operations. Crane
accidents were a concern, not only for us in the offshore world, but also for all of
Shell Oil Corporation’s opetations, on shore as well as oft. In 1994 a company
wide team was formed to study this problem, and we provided our HFE specialist
to serve on that team. From that study came numerous recommendations to
improve our crane safety, including a new emphasis on how our cranes should be
designed to enhance both operations and maintenance. Working with our crane
vendor we incorporated most of those recommendations into cur specifications for
the Mars crancs. Our operators tell us that they believe we now have the best and
safest cranes ever used by SOI. These same cranes are also being installed on our
two follow-on platforms as well.

- We were doing our best to incorporate HFE into the design of the platform, for we
had control of that effort. However, we also knew that we purchased major vendor
supplied hardware to install on the piatform, for which we had previously taken
pretty much what the vendor offered, at least from a HFE perspective. We felt that
maybe now was the time to see it we could change that. We sent our HFE
specialist to visit several vendors of particular interest to us, such as the suppliers of
our lifeboats and gas turbines. HFE audits were made of these items, and where
appropriate, design changes were suggested. Cooperation from the vendors
allowed us to be able to acquire hardware which had, for the first time,
incorporated HFE into its design. As just one benefit of this eftort, we are now able
to remove a gas turbine from our compressor package enclosure in about one-third
the time it use to take us, and in a much safer manner as well. | understand our
operators are really happy now with our new turbine enclosure.

[

There are many more examples of what we feel are benefits to us trom the HFE effort but
let me shown you a 10-minute video tape which will highlight just a few of the things we
have done on our platforms to make them safer, and more efficient from the operator’s
perspective,

VIDEO TAPE SHOWN HERE

Mars is now on-site in the gulf of Mexico. Our next plattorm, Ram-Powell, will take its
place there in late 1997, Since Ram-Powell is pretty much a copy of Mars, the HFE
efforts that we expended on Mars have been transferred to Ram-Powell. There are
however, some unique feature to Ram-Powell and HFE was involved in those unique
designs as they were completed.



Our fourth project, called Urse, 1s under design. It will be larger in size, and production
capability, and will work in water deeper than any of the three earlier platforms I suppose
you will not be surprised to learn that HFE is being utilized in its design as well. An
interesting note about Ursa is that many of the design team members, having been exposed
to HFE on previous design projects, are now sensitive to the requirements of HIFE, and
are taking a proactive approach to including it in their designs. As a result, our HFE
contractor tells me that he is becoming more of a technical resource for specific HFE data,
and fine tuner of design, than a educator and pusher of the HFE concept.

[t is now almost seven years and fourth deepwater platforms later since we first brought
HFE into our design effort, and HFE is still an integral part of our design team.

[ don’t know for sure, but I understand that in the beginning there were questions
concerning whether or not HFE could offer something new and effective toward reducing
human error on our platforms. I also understand that there was concern that HI'E might
delay our schedules, or be too expensive. I can definitely state here today that we feel
HFE does contribute to improved platform safety. [ also know that there was not a single
incident of a delay in schedule on Mars due to HFE involvement 1n our program.

As for cost, you be the judge. Our estimate is that the total HFE costs on Mars was
approximately .08% of the design and construction cost, and about .03% of the total
program costs. A single scrious accident on Mars, which we could have avoided but did
not because of our omitting HFE in the design effort, could easily cost us more that the
total HFE program.

There is a secret to a successful HFE program however, which [ will share with you today.

I Get HFE involved early, from the very beginning.

2 Locate the HFE capability in your engineering department, not in a support group
3. Assign the function to someone in your organization who is interested in HFE, and

in a position, to champion the HEE effort within your company or project

4 Do not limit HFE’s contribution for you wiil be surprised at ali of the places it can
contribute to a safer and more efficient platform

Mars is not a perfectly human engineered platform, but it need not, nor could not, ever be
such  Nevertheless, we believe we have realized benefits from our HFE program. A few
years ago there was a study done by the University of Califorma at Berkeley on the cause
of offshore accidents. The results of that study indicated that about 80% of these
accidents were due to human error, and 80% of those occurred during operations. What
that means to us is that even though we have good employees who are motivated and well
trained, human induced errors are still occurring. This is not an indictment of the
employee, but rather a statement about normal human beings in a work environment.

HFE rescarch over the past five plus decades has given us a lot of knowledge about why
and how people behave in a work setting. What HFE has done to date at SOl is allowed
us to take advantage of that knowledge to improve what has always been a top priority of



ours, i.e to build in safety in our deepwater platforms for the protection of our employees,
our facilities, and our environment.
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Abstract

The major part of this paper outlines the mamn Human Factors issues in offshore
operations, and approaches which may be used to address such issucs. The issues are
defined both generically, and in terms of contextual examples relevant to offshore
operations. The tools available, many of which have proven successful in other
industrics, arc described and some examples of their application are giver. Guidelings,
principles, and other qualitative data are cited which are typically used to address
Human Factors problems. As well as these qualitative data, the availability of
quantitative data such as Human Error Probabilities, and the role of Human Reliability
Assessment, for use in risk assessments, arc also ouilined. The paper also discusses
practical strategies for intcgrating Human Facters into the system design life cycle.

The final part of the paper explores the poteatial use of ‘advanced” Human Factors to
enhance operability and reduce risk nore strategically, Such a venture would require a
more fundamental and proactive role for Human Factors in designing, for example,
advanced displays, joint cognitive svstems, and stronger and more effective teams. Such
an approach would aim less at avoiding the weaknesses of human operation, and more
at secking design solutions which capitalise en human strengths, and which thercfore
would maximise the human contribution to the system’s overall health and efficiency.
This represents a shift in design philosophy. it 1s one of “empowering” Human Faclors,
and the humans at the sharp end of the system interface, to maximisc human-system
performance.

1. INTRODUCTION: HUMAN FACTORS

The human being is both the limiting and the cnabling factor in offshore operations, depending on ones’
perspective, and depending on the availability of tools to support and maximise performance. This paper
concerns the discipline of Human Factors and its sub-discipline of Homan Reliability Assessment, and
some of the popular {(i.e. uscful) teols available for the deternunation of the human’s limitations, and the
improvement of system performance. The paper will steer clear of theory, though some references for such
theory will be given. Insicad, the focus is on practical assistance in analysing and ¢nhancing offshore
operations’ safety and cfficiency. To some. Human Factors is simply the application of cemmon sense. But
getting the human role in a complex and harardous system right, 1s ne simple matter. Like any other
component in the system design process, it is complex and interacts with other system components and the
environment, and requires both data and analytical tools. This paper therefore attempts to outline the data
lypes and sources, and the available tools, to support such a critical design activity. This review 15 based
on the author’s expericnee 1n the offshore arcna, and in other contemporary areas (nuclear power,
chemical, transport), with techniques which have demonstrated their practical utility.

Human Facters, or Ergonomics (ihe former term is used, and no distinction between the two terms is
made in this paper), is concerned with the maximixation of system performance (safety, effrciency, and
quality) via optimisation of the human’s limitations and capabilities. It therefore tries to build on the
human operator’s strengths, whilst recognising human [tmits. Its origins are mamnly from physiology,
engineering, and psychology, though it borrows from many other ficlds ranging frem medicine and
physics to chemical engincering and reliability mathematics and statistics. Although it is linked 10 early
work study approaches in the “20s, it really became a discipline during and after the second world war,



when human limitations, and the crucial need to overcome them, became highly evident in military
systems (c.g. radar obscrvation: bombing crew performance; ¢tc ). Since then it has spread to almost all
other industrial systems, and flourished particuiarly in the nuclear power ficld following the Three Mile
Island accident in 1979, and in the chemical world following Bhopal in 1984, Offshore Human Factors
similarly reccived a boost following the Prper Alpha disaster.

It is interesting to note that accidents often spur or: research into Human Factors and safety - it appears
that in such industrics we have to learn the hard way. In contrast, the past decade’s boom in Human
Factors in the computer industry has been driven by econowmics - the human computer interface (HCT)
industry mushreomed after the meteonc suceess of the Graphic User Interface (GUD, an carly recognition
bv cne company that computers could perform better if they were adapted to the way people think. The
GUI is based on Human Factors principics, and made an important and powerful technology usable. The
GUI's impact on socicty and bustness is hard to conceptuahse, bul it has empowered many people-
computer ‘joint’ systems to achicve tasks which were inconceivable only a decade and a half ago. This
concept of cimpoweriment. which is arguably missing from most other modern industrics such as nucicar
power and offshore, will be returned to at the end of the paper.

It can be argued, in contrast, that the nuclear power industry learned the importance of Human Factors too
tate. In the aftermath of the Three Mile [sland (TMI) and Chernobyl accidents, hardly any nuclear powcer
plants have been built in the West (none in the USA since TMI, and one in the UK, with further plants
now cancelled). The offshore industry, very highly human dependent in its operations, has an opportuntty
to tuke acceunt of the human’s imitatiens, and also to try to harness man’s potential. This road is that of
Human Factors. There are no miracle or one-shot cures - humans in work systems represent complex
systems, and Human Factors itself s still a relatively voung 30 vears of age as a discipline, and there 1s
still much rescarch and development to be done, However, there are some straightfonwvard approaches that
give pood return on investment, by clanfving the human operator’s role, and how better to support it
Furthermore. there are some clear ways forward for maximising hunan and system performance, but this
depends on the perceived role of the human n the system, and the perceived role of Human Factors itself,
within the sysiem design life cycle or business process. This paper is therefore firstly gives an outling of
some of the well-tested approaches, data and tools, and attempts to place them in a uscful framework for
offshore systems, relating them to the system design life cycle. Sceendly, tewards the end of the paper, th
epotential usage of advanced Human Factors 15 explored. This is an area which require rescarch effort to
reach fruition, but may have significant benefits for offshore operations” safety and productivity. The two
parts of the paper, in total, attempt to answer the following questions:

o What are the main Human Factors issuey and application areas in offshore operations ?

s What data and fools exist (o address these issues ?

o When should these issues be addressed ?

s What positive future role should Fluman Factors play in maximising operability and safety ?

These questions will be addressed threughout the development of this paper.



2. HUMAN FACTORS ISSUES

Human Factors can be considered to cover six broad arcas, related to offshore operations.
Thesc arcas arc as [ollows:

* Allocation of Function

»  Person Specification

e Staffing & Organisation

¢ Tuask & Interface Design

e Training & Procedures Support
» Human Reliability Assessment

These arcas are best illustrated by questions, as follows:

1. Showld a svstem be manual, semi-manual (manually supervised) or automated ?

2. Who should operate a particular system or sub-system ?

3. How many people are required, and how should they be organised ?

4 What task interface and equipment (dispiays and controls) should be provided ?

3. Ifow should we train personnel, and what procedures and job aids do they need, to achieve goad on-

line performance ?
6. I the specified system safe enough from human error, and does it fake advantage of human error
recovery ?

These six issues can also be represented in a flowchart, as shown tn Figure 1. Each of these issucs is
briclly developed in the following paragraphs.

2.1 Allocation of function

Allocation of function can be briefly sumimansed as “human or machine 7°. When designing or changing
a system, there is always an option to change the ‘level of automation’. There arc three basic categories,
ranging from fully manual, to semi-mutomatic, and to fully automatic, Some systems may need Lo be
controlled so quickly, or with such precision, or i such a complex way, that they are beyond the basic
capabilitics and skills of the human operator, and thesc are usually automated. Other system functions
may require such adaptability and flexibility, or problem-solving skills, that there is no possible
automation route, and in such a case manual control is similarly inevitable. Many other tasks, however,
and these probably represent 90% of sysiem functions, fall into the middle greund, where automation or
manual control is possible.

Cost will play a large part in deciding whether such systetn functions are automalted or manually
controlled, tn that some system functions may be very expensive to automate. Other factors relevant to the
allocation of function issue are legal factors (some tasks are too hazardous or unhealthy for human
operation), reliability and quality factors (somc repetitive tasks may require 100% performance atlh the
time, implying automation, whercas others may require high quality inspection, implying human
mspection), and safety {some tasks may have disastrous conscquences if carried out incorrectly -
suggesting automatic execution and human supervision and over-ride capability). Added to these
considerations must be the job satisfaction of the employees who must carry out a task - no-ong wants to
repeat the same trivial task 600 times a dav. and no-one wants to sit in a room watching a perfectly-
controlled screen for a 12 hour shill without having to do anything. Similarly, few people really want to
know that if they make the wrong decision or press the wrong button, then all platform personacl will die.
In the need to focus on technical problems and solutions, and system functions and tasks, these very
human



Figure I Hunan Factors Application Areas
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dimensions of job satisfaction and rolc meaningfulness are sometimes underplayed. We cannot afford to
do so, however, as such factors as motivation, and reaction to stress, can be determining factors in system
performance and safety. Thesc types of issucs can again be summarised by a serics of questions:

s can the function he automated ?

o can it he manually controlled ?

s iy manual/automatic control cost-feasible ?

o what reliability of performance is required ?

e what quality of output is required ?

e are theve legal precedents for automalting a system function ?
s how motivating will the task be ?

o how stressful will the task be ?

When deciding allocation of function, reference is often made to a list of human and machine attributces,
called Fitts' List, after the eminent ergonommst Paul Fitts who produced the oniginal version. Although it
1s only meant to be guideline in nature, it ts useful to consult the listing. An abbreviated version of it is
shown in Table 1.

Table t- Abbreviated Fitts List: Some Examples of Relative Strengths of Human and Machine

Human Sirengths Machine Strengths

Flexible Wide range of operating speeds avatlable

Adaptive Power

Problem-solving Repetition with high precision and consistent accuracy

Pattern recognition Wide range of inputs available

Dextrous Can be designed to tolerate hostile envirenmental conditions

Excellent long term memory storage Short-term memory and access excellent

Decision-maker Docs not get bored or suffer fatigue, or need frequent rest
brecaks

Creative Powerful productive media available via computers

Able to discruminate signals from ‘noise’ | Very fast information processing

Allocation of function is never truly straightforward, and cannot be solved simpiy as a Human Factors
issug, since it involves consideration of many other cogineering and cost factors, but it should defintitely be
a key player in the equation. Although allocation of function used to be (and still often i) thought of as
‘human or maching’, or even “human versws maching’, it 1s more useful to consider the optimum human
role in the system. This mcans that the system is conceived of as a joint system. Allocatien of function
then becomes “human-system role optimisation’,

Allocation of function, however, 15 a relatively under-developed component of Human Factors. This is due
to a lack of industry focus on this issue, itself duc to the implicit assumption that Human Factors enters
the design process later on, after allocation of function and the prehimunary design have been completed.
This is a mistake for two rcasons. Firstly, basic Human Factors principles may be omitted from the carly
design, leading to later costly design retro-{it. or acceptance of a sub-optimal design concept. Secondly, 1t
docs not optimise the system by capitalising on human strengths and capabilitics, instead at best simply
avoiding the major human weaknesses. Allocation of function is therefore a key area for devclopment in
Human Factors, and a key potential means of system improvement.

The tools for allocation of function are essentially those of task analysis, particularly hierarchical task
analysis, tabular task analysis, and timeline analysis. These ools are defined later.



2.2 Person specification

The determination of who 15 needed to carry out various tasks ts partly a Human Factors issue, and partly
{mainly) in the domain of Personnel (Occupational) Psychotogy. A Central Control Room (CCR) operator,
for example, will need certain menimal educational qualificattons, and specified length of practical
cxperience, plus other training course requirements. However, tt may be decided that certain personncl,
¢.g. the Offshore [nstallation Manager (OIM), or a lifeboat coxswain, need leadership abilitics, or that the
CCR operators need an aptitude for computers and computing. Such requirements can be derived based on
an analysis of the tasks that personnel have to carry out, and based on considerations of factors affecting
performance. Human Factors task analysis techniques, especialty Hierarchical Task Analysis (HTA -
discussed later), can determine in deta:l what personnel have te do, and (via tabular task analysis) what
information they will have available to them at the time, Based on such detailed knowledge, it will be
apparent as to what educational skills they will need, and which information-handling media skills they
must be capable of. The analysis of stressful tasks, such as emergency cvacuaticn, may suggest that stress
will be very high. If in such a situzation the staff are organised hicrarchically, then leadership skills will be
required to achicve ¢ffective response. If the organisation is very flat, then team skills may dominate
performance effectivencss.

2.3 Task & Interface Design

The detailed design of controls and displays, mcloding the details of large Distributed Control Systems
(DCS) and Supervisory Control and Data Acquisition {SCADA) VDU systems, and of the surrounding
workplace is very much the domain of Human Factors. Human Factors has a large database of
statistically-defined body dimensions, with allowances for both general clothing and protective clothing,
which ¢an be used 10 lay out workpiaces to fit Y0% of malc and fcmale populations. Typically for a mixed
operating cnvironment, the workplace lavout is designed to accommodate the range of personnel from the
3th percentile female 1o the 93th percentile male. [t is very hard to accommedate 100% of people, since at
the extreme ends of the full range of body sizes are very short/small and very big/tall people - inevitably
some personnel will not fit a standard design, and special provisions will have to be made on an
individual basis, but the 90% approach will minimisc problems of both efficiency and physical
health/comiort. The usage of body size data is known as anthropomerrics, and some uscful references are
grven at the end of this paper. It 1s unportant to account for cultural differences in body sizes (i.e. design
for the local population), and therg are different data sets, ¢.g., for people frem the UK and from the USA,
and from other countries.

There are stmilarly data and technigues associated with physical strength, and the ability to carry out both
dynamic and static work of varying types. Such data and predictive techniques form the sub-discipling of
hiomechanics, and such an approach is relevaat to, for example, maintenance tasks and other physical
tasks.

Control and display design are assisted by the application of principles, such as those shown in Table 2 for
panels, VDUs, and controls. There are textbeoks written solely on these individual aspects (see references
at the end of the paper), and so this arca will not be dwelt upon here. The most relevant task analysis
techniques for task and interface design are, however, tabufar task analysis and link analysis, described
later.

Additionally, the environment in terms of lighting, thermal, noise, and air conditioning aspects, must all
be considered, and once again there are many guidelines and practical techniques and measuring
equipment for achicving an efficient and metivating environment. Certain offshore operational
considerations will require special attention. ¢ g. emergency lighting for shutdown operations and
cmergency evacuation to either escape liferafts or lifeboats, or to Temporary Safe Refuge (TSR) arcas, and
the impact of noisc on communications in the drithing and certain production areas.



Table 2: Examples of Human Factors Principles Used in Design

Principle Area Principle

Control Room Layout ! Has general layout been according to the placing of the most important and
frequent displays and controls in primary arcas, and with specific layout
according to usc of functionally-rclated grouping of instruments, and sequence
of use ?

Will the range of bedy dimensions accommodated by the design accommedate
90% of operator sizes (from the 5th percentile female to the 95th percentile
maie)?

Are all displays on vertical consoles placed in a band between 41 and 70 inches
from the floor, with those requiring frequent or precise readings placed between
30 and 63 inches from the floor 7

Displays Has character height on VDU displays been sized for optimum legibility
according to viewing distance (c.g. 4mm high for a 900mm viewing distance) ?
Colour should not be the sole coding mechanism used ?

Does each colour only have one coded meaning ?

Do successive related VDU screen displays maintain spatial continuity, and
represcntativeness of the real plant, not reversing actual oricntation or
topography

Are process flows on displays represented by arrows 7

Alarmy Are all messages concise, informative and unambigucus ?

Is the alarm system prioritised, with no mwore than four levels, and with far fewer
alarms in the top priority alarm band ?

Is zlarm chronology recorded in the control room, on a VDU and/or printer ?

[s there a high level alarm or overview display, showing the overall safety
integrity of the system in terms of 11s major safety parameiers ?

2.4 Staffing and Organisation

Staff cost money, and so in many industrics there is a drive to reduce manning levels. However, there
must be enough personnel to achieve safe and effective operation under both normal and abnormal
operations, including cmergency response, and including provision for the fact that some personnet may
have become incapacitated by an incident (e.g. an explosion). The determination of how many personnel
arc required is sormething that Human Factors can help with, particularly via the method of Timeline
Amnalysis, described later. This technique can also give an insight into the appropriateness ol the
organisational structure for a sct of tasks (c.g. emergency responsc), in terms of how quickly it can be
achieved by the team structure, and whether any individuals will act as a bottleneck on the task execntion.

The organisation of the staff will often be a product of the culture of the company and its origins (c.g.
some companics may operate along tight ‘commando lines’ with strict vertical organisation, wherzas
others may have flatter and less rigid organisational structures. As well as company cultural and
evolutionary orpanisational structures, seme offshore contracter-based functions, such as drilling, or even
scalfolding, may also have their own evolved way of operating, which may fit in well with the company’s
ethos. or may conflict with 1t but be tolcrated because they “get the job done’.

The more “socio-technical” considerations of organisational structure effccts upon morale and (thercby)
performance, are considerations of job design within Human Factors and, as with person specification,
overlap considerably with personnel psychology and occupational psychology. These arc thercfore fairly
broad issues, and as such, cannot be treated properly within the confines of this paper.



2.5 Training & Procedures Support

Training and procedures both have the same aim - 1o ensure that the persen can do the job effectively
when required to do so. The difference is that traiming acts upon the memory. so that the operator
remembers what to do and/or what factors to bear in mind when doing the task, whereas procedures aim
to prompt the operater on-ling, bascd also upon what the aperator is likely to see in the task, and know
and remember through training. Training and procedures are thercfore inextricably linked. Usually, the
less training. the more procedures will be required, and vice versa. However, since in all heavy tndustry
sectors there are problems with procedures (1.¢. non-use or non-adhercncee, because procedures are not
usually wnitten crgonomically), 1t 18 not wise to minimise training and maximise procedures.

Some tasks may require no training, because the task required is alrcady within the operative’s required
{pcrson-specificd) skill-base, € g. an clectricat fitter may alrcady be a trained clectrician onshore, and a
nuinber of tasks will be the same offshore as onshore. Other tasks wall require theory [understanding the
task or skill], demonstration [seeing how it should be done, and building a mental template for the skill],
and practice [learning the skill], via the usc of part-task (e.g. mock-up) trainers, full-scope simulators, or
on-the-job practice. Traintng should occur until the skill can be performed with adequate quality and
speed, with flexibility to adapt to new situations. and with sound knowledge and readiness (o apply it in
the right situation, and not to apply it in inappropriate situations. Much of training in reality will occur on
the job, partly because this is cheap, and in many cases it will be sufficient. However, certain tasks will
require sirmator training, particularly where rapid and cffective response will be required in stressful
situations, or where mistakes in performance cannot be tolerated during on-the-jeb training periods. Some
examples are drilling, and various cmergency scenarnios (¢.g. emergency shutdown, blowdown, cte.). The
simulations, especially where trying to prepare people for stressful cvents such as evacuation, must be
reatistic, or ¢lse the training will not transfer to the real situation, and people may simply go 1o picces
when a real event occurs.

Skills such as handling abnormal cvents will need to be refreshed, since actual events will be rare, and so
practice opportunities will not occur naturally, In such a situation performance will decay, and the skill
and the understanding of the task will diminish. Typically, refresher training tends to be scheduled cvery
two vears. However, cvidence is accruing which strongly suggests that performance decays much faster,
namely 30% withan 6 - 12 months. lmportant rarc-event training (c.g. for blowdown and evacuation)
should therefore occur more frequently than every two vears, and should preferably be at least on a yearly
basis.

Procedures can be lengthy, complex, out of date, and time consuming, and physically difficult to use in an
offshore environment. These and other factors contribute to their non-usc by personnel, not just in the
offshore industry, but elsewhere. They are also often written by people who are distant from the job itself.
Human Factors offers many guidelines on how to write more effective procedures and get them used, and
also when not to write any at all. Task analysis (particularly hierarchical task analysis) is often used to
help develop more effective procedures, in terms of their accuracy and relevance for the task being
proceduralised.

2.6 Human Reliability Assessment

The determination of what errors can occur, what impact they witl have, how likely they are, and how
they can be recovered or prevented, is the subject of human error assessment (1f qualitative) or Human
Reliability Assessment (if quantitative as well as qualitative). Human Reliability Asscssment (HRA) feeds
inte Quantitative Risk Assessment {QRA; or Probabilistic Safety Assessment, PSA), bringing the human
factor into the risk equation. The human contribution to risk may not always be a ncgative one - human
recovery potential is one of cur strengths, and should be represented in risk assessment fault and event
trees. The advantage of HRA is that it can prioritise human ¢rror problem areas, and can be uscd to
choose between two candidate designs (c.g. between a manual and an automatic systein).

A long-standing problem with HRA has been the lack of robust data on Human Error Probabilitics (HEPs)
to utilisc in HRAs (e.g. for tasks such as “driller fails to activate shear ram in blowout scenario). This may
change in the very near future, however, due to a UK Health & Safety Exccutive (HSE) Offshore Safety



Directorate (OSD) sponsored study (nto offshore human reliability, This work has se far led to data
collecticn in the arcas of offshore cvacuation and drilling, and work is currently proceeding on Permit to
Work (PTW) crrors. Some cxamples of the tvpe of data to be generated arc given in Table 3 below,

Table 3: Offshore Human Error Probability Datal

Error descriptor Human Error Probability Data Source

Fail (o Check Blowout Preventer 0.07 Obscrvation

Panel

Drillstring pulled out of hole too 0.001 Expert judgement (2 convergent

fast technuques)

Faul to close BOP and shut in well 0.003 Expert judgement (2 convergent

completely tecchniques)

Fail to sct alarms effectively 0.01-02 Expert judgement and observation

Cheke opened too much .02 Expert judgement (2 convergent
techniquces)

Fail to check iifcboat air support 0.04 Observation

system prior to cmergency faunch

Incerrect lifcboat brake cable 0.04 Obscrvatien

operation

Fail to check wind speed and sca 0.13 Obsecrvation

state prior to launch

Fail to position steering wheel 1o (0.008 Expert judgement (2 convergent

cnsure hicboat will clear techniques)

wnstallation legs

The above six areas of Human Factors are summarised in Figure 2. This figure shows the areas in an
itcrative ¢yclic fashion, which is in practice the way Human Factors works. It also shows Human Factors
as a tooikit with which to solve problems of design and operation. The task analysis tools which are in the
toolkit, as shown in the figure, are the main subject of this paper, and are outlined in the next sub-seclion.

| This data collection work is still in progress, and is sponsored by the Offshore Safety Division of the
Health & Safety Executive, UK, as part of a longer term project te develep a human error database for
industrial risk assessment support. The database has been developed at the University of Birmingham
{Taylor-Adams and Kirwan, 1995; Taylor, 1995; Basra and Kirwan, 1996; 1997).




3. HUMAN FACTORS DATA AND TOOLS

Some Human Factors data can be applied directly, such as data on desk heights and reach distances for
controls, ¢te., and many principles can be incorporated into the design philosophy directly {¢.g. co-
location of funct:onally-related controls and displays. However, singe many interfaces are new and
sophisticated, in most cases analytical tools wtil be required to ensure that such data and principles arc
implemented effectively. This section thercfore discusscs first the types of data available, and then
sccondly focuses most effort on describing the tools that arc used in contemporary industrics to achicve
good Human Factors design and operational solutions.

3.1 Human Factors Data and Checklists

A great deal of Human Factors data has accrued on the physical characteristics and mental capacitics and
aptitudes of humans, and of human physical skills, sirengths and limitations, aad variations in human
performance between different individual workers. This has led to a large databasc of Human Factors
information. This Human Factors database contains information on the capacities and limitations of
human operators in a range of working conditions, as well as, for example, design information on body
sizes and muscular strengths, and how people process information, and thus how information is best
presented, ete. Such information can be used, for exarmple, in the design of the physical lavout of
machinery on the dnll-floor, as well as determiuning which operations can be done manually (based on
knowledge of strengths and biomechanics), and for which tasks there should be mecharical assistance

{c g usc ol tongs on the drill-floor, or other aids during maintenance). There are a variety of Human
Factors principles which can be used to aid the design process. Some exainpies have already been cited 1n
Table 2 carlier, and some references (c.g. Ball, 1991) summarisc key design principles for high-
technology and process control-related indusirics. Some typical guiding principles are shown in Table 4.

Table 4 Example Human Factors Guiding Prningiples (adapted front Ball, 1991, and Mitchell, 1996)

Principle Source
All reievant information must be supplied Bali, 1991
Displaved information should be derived dircctly from the function it represents

There should be sufficient displays {¢.g. VDUs) to show simultancously all the
information required {o make a decision

All sound signals to the operator should be clear and distinguishable to the operator,
such that the opcrator can identify cach one, whether on its own, and when cc-
cccurring with others

Operators should be trained to recover from their and others™ errors

Teams should be trained in the transfer of information and the transfer/allocation of
responsibility

Periods of continuous mental inactivity or social isolation should be less than half an
hour

Periods of sustained concentration should be shorter than an hour, including during
EMIETEENCIcs

Decision aids should retain the operator tn the decision process Mitchell, 1996
Operator displays should be intettigent, matching the operators needs given the current ®
system state

The operator should remain “in the leop’

An operator should be able to see and understund what an automated sysicm 1s doing,
why it is deing it, and what it will do next

Human-cenired automation requires a model of operator intent

3
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As well as principles which embody the philosophy of Human Factors, there are checklists which check
the degree to which the actual designed system fulfils those principles in practice. Therce is a varicty of
checklists available (c.g. Kincade and Anderson, 1984, Health & Safety Exccutive, 1989 Balt, 1991;
Blackman et al, 1983; Dul and Weerdmecester. 1993, and NUREG 0700, 14496). which is currently
increasing, for a range of ergonomics audit functions or application arcas: VIO design, format design;
workplace layout; environmental adequacy, equipment design, general Human Factors reviews; job
desion; mainfenance task design; cte. These enable the audit of most if not all current human work
systems in the Oil and Gas industrics. However, a number of the checklist sources offer guidance not
merely on auditing a design, but on desigr itself (Ball, 1991; Kincade and Anderson, 1984; Woodson,
1931 Pheasant, 1986). This cnables the designers to “get it right” the first time (i.c. prior to audit). by
explaining the theory, data, principles, and techniques available to develop human work systems. In this
respect the checklist sources are referring more to the Human Factors Databasc of data and techniques
which under-pin the checklists themselves (see also Wilson and Corlett, 1995; Grandjcan, 1988).

Checklists offer a quick, and to a large degree robust and valid, assessment medium (where pubtished
checklists are approved by ergonomists), to show whether a system is gencrally adequate, and 1o identify
ways to improve the system’s adequacy. The disadvantages of the checklist approach are that most
checklists cannot offer advice on relative importances of chiecklist items, and usually take no account of
the context in which the system is being used. Also, in large systems, checklist evaluation can take up a
large amount of resources. Currently many evaluations using checklists, rather than attempting to be
exhaustive, scleet randomly from a comprehensive set of questions, and ask only a proportion of the
questions, thus gaining an insight into the adequacy of the system, without consuming excessive
ICSOUICES.

Interface Surveys are a basic and quick, but often illuminating way to audit a workspace or the working
cnvironment. There are a number of interface survey types, ¢.g.:

e Labelling surveys - reviewing meaningfulness and ambiguity in labelling schemes,

»  Operator modification surveys - reviewing how operators have carricd out their own additions to the
interfaces (c.g. via “post-its and "dymo’ labels) to make them more usable/safe; '

e Sightline surveys - determining what information can be read/seen from operating positions

¢  Environmental surveys - measuring lighting, notse, and thermal factors;

+ Coding consistency surveys - detailing cach coding mechanism and all its variants, determining
whether the coding system i1s unambiguous or not;

»  Coding/display analysis - detcrmining the display medium used for cach control function avarable,
and then determining {via crgonomics) the suitability of the medium for that function

Survey metheds are relatively casy to administer, and identify inconsistencies and ambiguities in the
interface which can lead to crrors, and the methods can be employed with little or no interruption to the
system or its uscrs. Some of the methods can only be used when the system exists, and with large systems,
carrying out the surveys can become an ongrous task  Such interface surveys and audits give a quick
snapshot review of the Human Factors adequacy of the system. For a deeper ook, and for resolution of
identified inadequacies and conflicts, more analytical techniques need to be applied. Therefore, with most
system designs, it is necessary to sclect and apply specific tools to analyse tasks and subsequently
synthesisc task design formats. Such tools arc predominantly those of Task Analysis, defined below.

3.2 Human Factors Tools - Task Analvsis

Although a large database 1s already available on designing human systerns, many workplaces will be
designed 1n different and novel ways. A number of techniques are available for analysing these designs to
make them more ‘user-friendly’, and therefore more likely to avoid or recover from human errors that



could lead to system downtime or contribute to incidents. The most important and useful st of techniques
within the Human Factors Assessment (HFA)Y approach is that of Task Analysis:

Task analvsis? s the studv of what an operator {or team of operators) is required to do, in terms of
physical actions andr-ar cognitive (mental) processes, to achieve a svstem goal, and it can also document
the information and conwol facilities used to carry out a task. [t is the formal analvsis and description of
operator hehaviour, based on the discipline of ergonomics or [uman Factors, which is concerned with
the stucdy of humeans in work systems.

When a new plant or platforin 1s being designed, formal descriptions of the hardware design are produced
in the form of engineering flow diagrams, piping and layout diagrams and other system schematics, cie.
These representations of the formal hardware and software design allow constructive analysis and
checking to take place in systematic ways, Task analvsis. in & fundamental sense, aims to provide similar
representations for the human clement in such svstems. Task analysis techniques give the designers and
future operations departments of these systems a more formalised and robust definition of the human’s
rolc and suppert requircmicnts in the svstems being developed. Task analvsis techniques are also uselul for
safely assessors, since these techniques generate definitive descriptions of how the tasks should be carried
out, and these descriptions then senve as the basis to begin to conswder what could go wrong, (human crror
analysis). They are also of great utility for tramners and procedurc/instruction developers, since certain task
analvsis techniques generate most of the content needed for training and procedures. There is a range of
task analysis toels available. as outlined below in Table 5 {sce also Kinwvan and Ainswarth, 1992).

Table 5: Human Factors Analvsis Techniques

1. Duata Collection Techniques

Ohservation Gathering of raw data by obscrvational methods such as direct observation,
video-recording. etc.

Interviews Usc of structured or exploratory interviews to gather data. May be
suppleriented by questionnaires.

Aetivity sampling Obscrvation-based recording of frequency and sequence of task activities of
interest in a pre-specified format

Critical Incident Intervicw-basced scarch for near-miss information on errors that may not have
Technique been reported or are not reportable
Verbal Protocols Congurrent reporting of what an operator is thinking while carrying out a task.

Useful for analysis of problem-solving scenatios/diagnosis.

Table-Top Analvsis A group of experts meeling to identify problems or to resolve them is a table-
top cxcrcise; this can be relatively unstructured or can be highly formaliscd.
Tyvpical uscs arc to identify hazards in a process. to derive data via expent
judgement methods for Human Retiability Analysis methods, or to identify
control/recovery methods for identificd hazards or human errors.

IWalk and Talk-Through  Talk-through is a form of table-top discussion, in which an operator talks
through how a scenario would progress and how it would be handled, and

2 Adapted from Kirwan and Ainsworth, 1992,




Table 5 continued

what could go wrong, and 15 usually used to explore crror potential in
scenarios, or as a training/competency technique. Walk-through is the

same approach but the operator carries oul the exercise in the workplace,
pointing to displays and controls that would be used at cach stage. and stating
what would be expected values and system responses at cach stage. The walk-
through can be used to gain time cstimates for HRA or timeline analysis
purposes. or can be used to evaluate the interface or competency. or for
training.

2. Representation Technigues

Hierarchical Task
Analysis (FIT1)

Tabular Task Analysis
(1T

wdentifying

Timeline Analysis (T1.A)

Link Analysis

Operational Sequence
Riagrams {0SDs)

Probably the most popular and uscful task analysis technique. A top-down
{hierarchical) description of a task, from a top-level goal, to the tasks which
fulfil the goal, to the individual physical actions and observations {called
operationsy in which the tasks are cffected. Plans are used at cach “level” in the
HTA 1o show when each operation/task should be carned out.

Usually following on from HTA, TTA focuses on the information which tcts
the operator when to act, and when the act has been effective (or not). TTA can
be highly effective for analysing control-display interfaces, and
operational vulnerabilities or error potential.

Two methods (vertical and horzontal TLA) which determine how long an
opcration will take, and how many stafl will be required 1o carry it out. Can
also be used to identify where operational “bottlenccks’ can occur, and for
gxamining communication crrors in scenarios sucl: as cmergency responsc.
Follows on from HTA and TTA. Can be integrated into OSDs (sce below).

A schematic format showing the frequency of hinks ant operator must make
between different controls or displays in a workplace, during a scenario. Used
for evaluating workplace layout (¢ g. a drillfloor or a control room}. Can be
itegrated mto OSDs (sce below).

A mixture of {lowchart and timeline analysis, this technique maps out cach
operator's actions in sequence, showing how informatien is passed from
one crew member to another, and how the team must function together to
achieve the task. Uscful for analysts of critical operations (¢.g. an cscalating
cmergency leading to evacoation).

3. Error Analysis Techniques

Barrier Analysis

Work Safety Analysis

Analysis of the phvsical and administrative barricrs that prevent hazards from
occurring. Uscful for asscssing adequacy of control methods.

Analysis of the operator’s work environment, used (o determine what injurics
could occur with moving equipment. A tabular format is used, and it resemblcs
a HAZOP (Hazard and Operability Study) table.



Table 5 conttnued

fuman Frror HAZOP  As for HAZOP3, but a Human Error HAZOP approach s focused more on the
hman nteractions highlighted by prior task representations (e g, HTA/TTA).

Human Error Analvsis A number of methods exist, a typical example being the Systematic Human
Error Reduction and Prediction Approach (SHERPA: Embrey, [986) system,
which rcscmbles a Failure Modes and Effects Analysis (FMEA) approach, and
1s based on a set of definable crror “medes’, and 15 also useful in identifying
control and recovery methods.

4. HRA Quantification Techniques

Human Reliability Thesc techuigues aim to quantify the hkelihood of human errors occurring,
Cuantification Tools usually as a function of the adequacy of varicus contextual factors in the
workplace or in the task itself Several methods exist such as HEART, THERP

and SLIM (sce section 3.4).

3. Ergonomics Checklist (EC) Techniques

Eryonomics Checilists  There arc a range of ergonomics checklists available for general and

specialised evaluations (c.g. general workplace design, VDU format
adequacy: cte ) as noted carlicr. These can also survey the environment
(lighting, noise, thermat comfort, etc ).

Some of the key task analysis representation techniques are described below.

(i) Hierarchical Task Analvsis (HTA)

HTA 1s used to represent the relationships between goals, tasks, sub-tasks and operations. It provides a
diagrammatic representation of the task, and is highly adaptable, able 1o represent most tf not all tasks. [t
defines tasks in a logical and unambiguous way.

The method involves defining an overall goal. such as “carry out drilling’, breaking this down into tasks
(such as tipping, dritling, ctc.), sub-tasks (¢c.g. changing the drill-bit), and at the lowest level of
description, operations {e.g. close valve). Thesc arc represented usually diagrammatically in a hierarchical
fashion. The relationship between a sct of sub-ordinate tasks (or operations or sub-tasks) and their parent
goat (or task or sub-task) is definged by a plan. The “plan’ at cach node n the HTA states “when” each of
the tasks or operations below it are to occur. These plaas represent the real expertise of any task, since a
novice usaally knows the basic operations that make up the task, but an expert knows not only the
sequence of the operations, but also the different permutations that will be requuired depending upon what
15 happening in the situation, and such information or “deep knowledge™ can be captured in the plans.
There are a number of plan types available, which can describe most types of relationships. The HTA is
usually also numbercd for casy and reliable reference to the various tasks/operations and levels in the task
analysis representation. Transfer from onc page of HTA to another is achieved via transfer boxcs as in

fault tree analysts.

3 HAZOP is a powerful and popular hazard identification method, used in many industries including the
offshore industry. It was originally developed at [CI in the UK by Kletz et al (Kletz, 1974).



The dizgram overleaf shows a HTA. Stopping rules exist 1o decide how far to decomposce the task.

The technique itself at first sight resembles & Nowchart, but the boxes are laid out hicrarchically in a top-
down fashion. going from a top level goal (c.g. carry out drilling), to the various tasks which together
fulfil that goal {¢.g. opcrating mud contral; dritiing: pulling out of hole: ctc.). to the actual physical and
mental operations that are required to carry out the task {c.g. operate brake: open kellv cock: monitor mud
volume: gtc.). Three “levels’ in the HTA is usually the minimum, with scven as a practically-
recomimgnded maximum: the required depth of the HTA depends on the depth of analysis and the
complexity of the task, e.g. dnlling might utiiise five levels, evacuation three, et

HTA is the most popular and probably the most uscful of all the task analysts techniques. [tis a
representation method. but offers a powerful medium for developig training and procedural systems. and
is & pre-requisite for many of the techniques which determine interface requirements and human error
potential. It has been used as a basis upon which to make allocation of function decisions, as well as for
identifving person specification requirements. [t therefore can be used for all six main arcas of application
of task analysis techniques, and in this respect is fairly unique. An example of part of a HTA for lifchoat
evacuation (Basra and Kirwan. 1996) is shown m Figure 3.

Figure 3: Example HTA for Taunching a lifeboat

Goal 0: Launch Lifeboat

‘Plan 0: do in order

platforin

1. Check boat 2. Start enging 3. Personnel embark 4. Final checks 3. Abandon
A B C D

4.1 Check wind 4.2 Check 4.3 Ensurc hefni in 4.4 Know or +.3 Ensure
speed | direction compass headings correct position determine compass hatches and doors
and sea state on davits coursc 1o clear

platform



(i} Tabular Task Analvsis (TTA)

Tabular Task Analysis is primarily aimed at evaluating interfaces, although it can also be used to
investigate error polential with respect to errors caused by poor or mislcading interface design or
commurication. The method starts from an HTA and then examines what prompts the operator to carry
out an action, what feedback the operator receives to say the eperation has/has not proceeded
satisfactorily, and what the action was. Potential deficiencics are noted. as are potential interface
improvement measures. This is documented in a sequential columnar table (see figure overlead).
Vulnerabiiitics in the interface design, and potential remedial measures. Potential errors may also be
identined.

TTA usually follows on from HTA and is primarily used for assessing the adequacy of operator interfaces
{displays and controls). There arc tvpically a number of columns such as task step, indication. action or
decision, feedback to the operator following the action, and potential problems or crrors. The two critical
focuses of the approach arc the indications that tell an operator swhen to act, and the feedback (or lack of
it) that tells the operator that the action was successful (or not). Often when analysing a task, it is found
that certain steps are not clearly initiated via unambiguous indications, or clse there is indirect or
misleading feedback, or no feedback at all telling the operator if the action was successful. This can lead
to errors, and the TTA can be continied to look at the errors likely due to interface problems,
consequences of those errors, and the necessary changes to resolve the inadequacies and prevent the errors
(scc Human Error Analysis}.

A typical application of TTA would be the analysis of the driller’s work interface, during critical
cperations such as responding to the detection of & “kick’, including the consideration of whether or not to
operate shear rams. In such (poicntially) rapid response tasks, where conscquences of incorrect operation
are high, the mterface design would warrant the detailed assessment by a toot such as TTA A TTA could
also be carried out to develop a geod interface for the entire Central Control Room on a platform,

TTA 15 a powerful analysis method, and usually develops solutions to the problems it identifies as it
progresses, and the TTA itself usually allows designers, operators and Human Factors analysts to
represent the task and its interfaces in a commonly-perceived format, so that agreement on required
changes can be aclueved. TTA can however be highly resource-intensive if carried out in the carly detailed
stage of design (when it is most useful}, since ofien there are not the expearts available to determing how
the interface should be used at the required level for analysis. Nevertheless, if highly usable interfaces are
required (e.g. for emergency shutdown pancis) then the resources will be justified. Once an interface is in
use, TTA resources are less. but the cost of changes to the interface are correspondingly higher. An
cxample of a TTA is shown in Figure 4, based on an emergency blowdown analysis (Kirwan, 1987).



Figure 4: TTA example for cmergency blowdown analvsis (based on Kirwan, 1987)

Task Step

2.2 tnihate
sector A
blowdown
(scparators)

Cue initiating
action

Fire in the
SCparators arca.

scparator indicator

hights red (stopped

)

Press buttons SBD
l and SBD 2 on
cmergency
biowdown pancl in
CCR.

Feedback

SBD lights on
panel go green
(salc)

Comments

Pancl labelling should
discriminate more
between SBD and CBI>
buttons.

2.3 Initiate
sector B
blowdown
{compressars)

Firc on platform.
Wait 4 minutes
after sicp 2.2 to
avoid flare
overload.
Compressor lights
red (stopped)

Press buttons CBD
| and CBD 2 on
CIMCrgency
blowdown panel in
CCR. after 4
minutes

CBD lights go
green (open)

Operator may forget
about 4 minute delay,
given that red also
means danger. Green
lights that will then
oceur will suggest to the
operator that the action
was 1n fact safe.

(iii) Timeline Analvsis (TELA)

The objectives of TLA are 1o determine how long a task will take, and to evaluate operator roles,
workload, and intcractions (e.g. communicitions) during a task carricd out 1n a sct time-dependent
sequence. There are bwo types of TLA, horizontal and veriical: horizontal shows the times for cach task
with tasks on the y-axis and time on the x-axis; vertical TLA is colwmnar, with time in one column,
task/sub-task in another (from a HTA), and operators represenied in other columns. Communication
between operators can be represented as links across columnsg for the respective operator columns.

Timeline analysis foliows on from HT A, and represents the temporal aspects of the task. Usuaally, two
bastc types of timeline analysis are used: horizontal TLA which determines the me it will take to
complete a task: and vertical TLA which focuses on personnel roles and resources requirements during
the exceution of the task. The foriner can therefore be used te determine overall success likelihood for
completing a task in a certain time-{rame, and for identifying potential bottlenccks or tasks which arc on a
critical path. The latter (vertical) TLA approach 1s used for analysing crew functioning aspects.

The timing estimates themselves can be derived from observation, timed trials. expert judgement, or in
somme cases from standard data on tuncs for certain tasks or task components. Usually however,
observation plus judgement is atilised. It is always important to include ‘extrancous tasks™ which are often
omitted from studics, such as answering telephone querics, responding to nuisance alarms, dealing with
tnjuries during evacuations, ete. Also it is important not to make optitistic assumptions about times for
grave actions, ¢.g. whilst it might take two scconds to physically eperate shear rams, an operator may
deliberate for scveral nunutes before actually carrving out the physical operation, duc to the severe
consequences of their operation {(or non-opcration).

In the vertical format, the crew members carryving out the task must all be allocated, and this way the team
resources requirements becore readily apparent, including the noting of cormmmunication requirements

between personngl,

The horizontal TLA can also be used to gain a crude indication of workload, tn terms of how busy cach
operator is, ¢.g. over a shift period. 30-73% utilisation (outside break periods) is recommended, ie. the
opcrators are fully active for 50-73% of the time: »73% will lead to errors after ¢.g. an hour of continuous
actrvity, and <30% will lcad to boredom. These are gross recommendations, but at least offer some
guidance. Timelinc analysis 1s thercfore also sometimes used to determine manning levels, €.g.
requiremenis for operators in Central Control Rooms. Figures 3 and 6 show TLA ¢xamples.




Figurg 5. Horivontal timeline analysis for cvacuation scenario

[

7. Abandon platform
6. Musier personnc!
5. Decide to evacuate
4. Fire protection

3. ESD platform

2. Confirm gas leak

[ Detect gas leak

TIME

10

20

Figure 6: Vertical timeline analysis example extract for evicuation analvsis

Task step Time | System CROt CRO2 Other Comments
: state
1. Delect gas | 0.00 Large pas | Detects st Assumes false alarm
lcak leak GD alarm
0.01 Detects 2nd Calls Now knows more
and 3rd GD OIM serigus
alarms
0.02 Locatcs area QIM heads for
CCR
0.04 Calls local Local operator Procedure for
operator to (LO) receives confirmation moves
investigate call local eperator tnto
danger arca; no
formal
COIMmMmuIcation
protocols, prone 1o
communication
Crrors
2. Confirm 0.06 LO picks up Procedure should

gas leak

portable gas
detector and
respirator and
£0CS Lo arca

involve at least two
personnel (buddy
system)




{iv) Link Analvysis

A diagram is drawn showing visual or physical movement between system components. including
frequency of movement and tlem importance. llems can then be arranged 1o minimise movement times or
distances, or both, or by placing important items in primary locations (accerding to importance). or by
placing items in the usually-used operational sequence, or by grouping them according to operational
function.

Link analvsis identifies the relationships or links between an individual and parts of the system. The links
recorded are usually physical and observable accurrences. 1.¢. the operator moves to a pancl in the control
room. or sclects a particular VDU “page’. or moves his/her attention visually from ane symbol on the
VDU mimic page to another. Obviously the links in the last seatence are at different levels of resolution:
the first would be appropriate if reviewing control room layout: the sccond if evaluating the layout of the
VDU pages in the software system, or its case of use (‘navigability™): and the latter might be used if
cvaluating the design of individual VDU pages. The type of links are first established (between the
operator and the different parts of the system under investzgation), at a level of resolution appropriate to
the investigation purposcs. Then the system is observed and the number of links are counted. A stmiplified
example of a link analysis is shown in Figure 7.

Figsure 7: Link analvsis example (showing visual links during an alarm scenario)

| Firc and Gas Panel - audible alarm sounds here

Main
Pancl

New 10 Operator | [
Module Location norii’ié-ii"'-'----f.k___f )
Pancl (desk) SCAINLNE Arca

In this schematic example of a central control room (CCR), the operators usual visual scanning
pathways are bounded by the dashed lines. A new system was nstatied into the CCR. but there
was no space lor it within the primary scangting are, 5o 1t was placed behind the operator.
However. the audible alarm source was routed through the normal fire and gas svstem, This
meant that when an alarm occurred for the new system, then the operater weuld scan all
around the fire and gas svstem and related equipment. before realising it was the new system.
Alarmns occur frequently but are often spurious on the firc and gas system | but those on the
new svstem are rare but highly reliable. with little time to respond before an incident occurs.




3.3 Human Error Analysis Tools

Human Error Analysis is the third component of the Human Factors Assessment (HFA) approach.
Having uscd task analysis appreaches to determine what the operator or team of operators necd to do ina
system, potential human errors and human recovertes from system failures and disturbances can next be
considered. For example, task analysis might be used to define drilling operations during offshore
exploration, and might include the analysis of “tripping out” (the task ol pulling the drill-string and dreull-
bit out of the drilled hole) There is a risk of developing a “kick’ or pressure imbalance during this
operation, and the risk of a kick (which can develop into a full scale blowout), although in part dependent
on the geology of the drilled area and the stage of drilling, is also dependent on the performance of the
drilling tcam (c g if the drill is pulled out toe quickly, or if the driller, toslpusher or mud processing
enginecer fail to notice certain warning symptoms of an tmpending kick), If errors oceur, the risk of
blowout can therefore be heightened. 1f a kick docs occur, then the tcam must respond quickly and
smoothly to prevent it escalating to a blowout, which will othenwise lead to a full evacuation of the
platform, as well as extensive assct damage, and possible injury to persenncl.

This drilling example uselully highlights certain aspects of both the task analysis approach and the human
error approach. Firstly, task analvsis would analyse all the jobs of the drilling crew, and then their
interfaces with the hardware systems (e.g. control panels, visual indications and access on the drillfloor,
cic.). The analysis might focus on the adequacy of the interfaces for helping the crew to detect indications
of a kick. Such analyscs could themselves reler to the Human Factors Database on interface design, for
example, concerning the best way to group wndications for rapid visual scanning, the best way to display
analogue trend information, and how to design alarmn systems to ensurc rapid and unambiguous diagnosis
of the situation by the operators, should a kick cccur. A human error analysts would focus on potential
errors throughout normal and emergency scenarios, e.g. the already-mentioned pulling-out-of-hole too
quickly, as well as mis-rcading crrors by the mud processing cngincer or driller, or even decision errors by
the driller or toolpusher which could lead to a delay in activating last-ditch prevention measures such as
shear rams. Should the kick lead to a blowout. the analysis could continue to consider how quickly the
cntire platform complement would be likely to evacuate, as a function of the layout of the platform cscape
routes, but also considering potential decision delays (¢rrors) and crrors in launching liferafls and
lifeboats, cte..

Four specific techniques related to human crror analysis are discussed below. The first two are analytical
armed at tdentifying errors that will lead to increased system risk. The sccond two are aimed more at
occupational injury type incidents, although barrier analysis can also sometimes 1denttfy potentially
catastrophic crrors or barrier violations which should feature in any system risk analysis.

(1) Human Error Analysis (HEA) & Human Error HAZOP

Two methods are available, HEA and Human Error HAZOP (Hazard and Operability study - sce Whalley,
1988). HEA is similar to Fatlure Modes and Effects Analysis (FMEA}, and follows a HTA and/or a TTA.
The HEA is tabular in approach, and for cach task step considers what crrors could occur (c.g. error of
omission or commission), and what recovery potentials there are. Error reduction is also usually identificd
in terms of potential procedures, training and design recommendations. HEA is carried cut by a single
assessor. Human Error HAZOP uses a HAZOP group and format, but oniented towards addressing human
error potential. It usually requires some form of HTA or OSDs as a starting point. Keywords arc then used
fo identify potential crrors, via a group of experts considering the task sequence,

Human Error HAZOP is very similar to HAZOP, except that the guidewoerds are shightly altered Lo be
morc focused on human activities, and tnstead of Piping and Instrument Diagrams (P&IDs). other task
analysis representations and/or the procedurcs themselves may be ‘operated upon’™ by the Human HAZOP
{c.g. HTA, OSDs; TTAs, ctc.). As with HAZOP, the usefulness is critically dependent on the constituent
group members and the tcam leader. There are keywords specific to Human Error HAZOP, as follows:



Human Error IHLAZOP guidewords related to traditional [IAZOP guidewords (Whalley, 1958)

HAZOP GUIDEWORD | HE HAZOP GCWORD | HAZOP GUIDEWORD | HE HAZOP G'WORD
No Not done - Repeated

Less Less than - Sooner than

More More than Reverse Later than

Aswell as As well as - Mis-oriented

Other than Other than Part of Part of

Human Error Analysis is more similar to Failure Modes and Effects Analysis, and as with Human Error-
HAZOP (HE-HAZOP) uscs keywords to help identify failure modes, as follows:

s Action omitted

o lction o earlylate

o lction too little/much

o lction too shortilong

o Action in wrong direction

o Right action on wrong object

o Wrong action on right object

o Wrong action on wrong object

s Check omitted/on wrong object/wrong check/check mistimed
«  Communicaiion error

The above keywords would be applied by the analyst to a HTA and resultant errors, consequences, and
recovery opportunitics identilicd in a tabular format The most well-known variant of this approach is the
SHERPA system (Systematic Human Error Reduction and Prediction Approach; Embrey, 1986),

The HEA and HE-HAZQP approaches also consider the major factors that could lead to the error, such
factors being know as Performance Shaping Factors (PSF). The major ones are as follows:

s Quality of interface (including workplace lavout)

o Quality of training

o Quality of Procedures/Instructions

e Time pressure for lack of it)

o Staffing and Organisation (shiftwork; workload and fatigue; motivation; teamwork)
Task difficulty or complexity (need for diagnosis; number of operations; etc.)

Both approaches are resource-intensive, but represent powerful and detailed methods for identifying
errors and inadequacics in system designs, and as such can {eed into operability analyses or safcty
analyses, whether the latier are qualttative or quantitative. The principal difference between the two
techniques is that HEA 1s a single analyst technique, whereas HE-HAZOP is a group technique. [fa
conventional HAZOP is already being used on a systcrm which has high human error potential, then
Human Error HAZOP might be incorporated into the HAZOP schedule. Human Error HAZOP does
require at least one person in the team to have Human Factors or Human Reliability Analysis expertise.
With respect to HEA | it is also preferable to have the HEA checked by another analyst, for Quality
Assurance (QA) purposes, since variance between assessors using HEA (or HAZOP) is not insignificant in
practice. However, these two techniques have shown their worth in a number of asscssments acress a
number of industries, for the human-critical cquipment or operations, including the offshore sector (sce
¢.g. Kirwan, 1994). Human Error HAZOP 1n particular s usefizl in the carly stages of design, whereas
HEA can only usually only be applied during or after the detailed design stage. An example of a HEA
tabular ouiput is shown in Table 6.



Table 6 Human Error Analysis Table extract example for lifcboat evacuation (Basra and Kinwan, 1996)

Task step and Error Consequences Recovery Error reduction
equipment meisures
4 1 Check wind Information [f conditicns At least two
speed, dircction unobtained underestimated, perscennet should
and sea statc will put lifeboat assess the
and personnel in conditions to
danger. Wind decide if it 1s safe
conditions nuxy not to launch at all or
be used to their from that side of
full advantage. the platform, and
Boat may collide the heading to take
with platform upon landing on
the water
4.2 Cheek Wrong Coxswain steers Nong if smoke or [mprove location
compass heading information boat into platform | fire on the water of compass -
on davits obtained difficult to read at
present.

Information not
obtained

Coxswain steers
boat info platform

None if smoke or
firc on the water

At least two
personnel should
check the
compass, and
agree the course.

(ii} Barrier Analysis (BA)

This technique aims to identify hazards that could lead 1o accidents involving injury or fatality, or to
determine whether protective barriers could fail due to human error or violation. BA is a tabular approach,
i which all physical and administrative barricrs arc represented, Potential human errors are then
identified which could lcad to barrier failure.

Barrier analysis defines all the barriers that keep harmful energy sources away from personnel, whether
these barricr types are phavsical, temporal, spatial, or administrative in nature. Once this has been done,
the analyst can consider ways in which the barriers could fatl or be breached by the personnel. The
approach also has a number of generic barrier types that can be considered 1o improve the defences against
local hazards, and typical reasons that barriers may fail or may be missing. Barricr analysis has been
developed in the field of accident analysis, but can be used productively or prospectively to evaluate

barrier systems before they fail. The basic approach is as follows:

o Decfine the energy sources present (clectrical; chemical; kinetic; thermal; biological, environmental,

radiological)

e Defing all the barners that should be present

s Consider barrier farlure mechanisms
Necessity of barrier not realised

Barrier nat possihie

Barrier too expensive
Physical barrier failure thardware, software, or environmental failure)
Operator error/violation




It offers a very praciical viewpolint when assessing the safety of work svstems. and 1s particularly usehul for
identifving administrative barriers, and highlighting reliance on them (compliance with administrative
barriers is oficn over-estimated). However, in complex and well-defended systems, barrier analvsis may be
inappropriate. and other risk analysis techniques (HAZOP, Fault/Event Tree Analysis: etc..) may be morc
uscfully employed. Nevertheless, Barrier Analysis would be appropriate to a Inrge number of offshore and
enshore operations (¢.g. crane operations; simultancous drilling and production: maintcnance involving
Hot-Work-Permits: etc. y. The main barrier solutions to identificd probicms are shown below.

Flajor barricr types

ise an alternative energy source

Reduce amount of energy & prevent build-up

Prevent sudden release

Madifv rate of release

Separate targets (personnel or structures etc. ) from energy in time or space
Use harriers between energy source and targe!

(’se energy attenuation devices

Strengthen target

Damage limitation meastres

(iit) Work Satfety Analyvyis

Work Safcty Analvsis (WSA) focuses on occupational injury risk during man-maching inlcractions,
tvpically tnvolving moving machinery. Once a task sequence has been determined (e.g. via HUA or simple
observation and/or intervicws), then poteatial hazards and their causative factors are constdered by
considering the following questions:

o [fthe equipment can be used improperly at some time it probably will be: whar hazards will this
camse?

o [That short-cuts can be taken to overcome awkward procedures 7

o [fmaintenance is difficadt, it will suffer from errorsomissions. What hazards will this cause ?

Harards thus identificd by this approach are then classificd according to their likelihood and their
potential consequences, according to a rough classification system as follows {sce Kirwan and Ainsworth,
1992):

Liketihond Consequences

(b - Hazard eliminated

L - Very improbable (¢.g. less than once in ten years) 1- Insignificant {only first aid required)
2 - Improbable (once in ten years) 2 - Little (I-2 days ofl requured)

3 - Shightly probable (several times i ten ycars) 3 - Considerable (3-21 days off}

4 - Rather probable (once a year) 4 - Scriocus (22-300 days ofl)

(]}

5 - Very probable (more than once a year) - Very sertous (over 300 days off)

The above are imneltiplied for cach harzard to give a quantitative relative risk categorisation {note that if
the i:ketthood is classified as "0, then the risk categorisation will be *0° and the hazard will not be
considered further). Corrective measures are usually determined when carrving out the hazard
identification stage, and their importance will then be determined by the relative risk categorisation for the
identified hazard {sce example below).

WSA s ammed at iminediate hazards in the workplace (c.g. working with moving equipment, such as on
the drillfloor), and is primarily concerned with the safety of the operator at the workplace. H is not so



effective for looking at more subtle impacts of the operator’s actions or errors on the system, and HE-
HAZOP and HEA should be used for this latter purpose. WSA, however, is a very practical approach and
can be used 1o identify and climinate many of the tnjurious hazards that will otherwise lead to lost-time
accidents.

If' thesc vartous Human Error Analyscs are taken to their logical conclusions, their qualitative cstimates of
potential crrors would be quantified in terms of how likely the errors (and recovery actions) were, and this
mformation could be incorporated into a quanttfied risk assessment. This quantification of identificd
human errors 1s called Human Reliability Assessment (HRA) Such analysis is common in other
industrial sectors, such as nuclear power, and occurs (o a certain extent in the offshore/petrochemical and
chemucal processing scctors. The extent to which HRA occurs within QRA depends on the perceived risk
associated with the system operations under consideration, and the importance of the human role in
contributing to, or preventing, onshore and offshore accidenis. Blowout risk, for exampie, would often
include the quantification of certain identified human crrors, using the approach of Human Reliab:lity
Asscssment, which involves the quantification of assessed human crrors and thetr recovery potential,

3.4 Human Reliability Assessment

Human Rehability Assessment cntadls the quantification of Human Error Probabilitics (HEPs), according
to the folloswing simple formula:

HEP = Number of errors occurred
Number of opportunities for error to occur

Thus, for example, if during normal operations 4 certain push-button must be pushed 300 times per year,
and 3 times the wrong bution 15 pushed, then the HEP is 3/300, or 0.01. Typically HEPs are in the range
from 1.0 {i.c. failure ¢very time) for very complex tasks under severe and stressful conditions and time
pressure, to (0001 for a well-trained crew with excellent interface, training and procedure, etc.

Two techniques, Absolute Probability Judgement (APJ: Scaver and Stillwell, 1983) and the Success
Likelihood Index Method (SLIM: Embrey ¢t al. 1984), use task domain experts 10 estimate HEPs, “cxpert’
here refers to someone who has done the job for at Ieast ten years, or longer, and may also include
trainers. The basic assumption, which should be considered on a case-by-case basis, is that these experts
will have an experienced-based “feel” for how oflen the crrors are likely 1o occur. APJ is a group approach
which is fairly unstructured, and usually the experts discuss cach crror in turn and thes either agree on an
estimate, or clse make their own estimates which are then mathematically aggregated. SLIM asks the
cxperts to identify the significant PSF for the scenarios under investigation and the influence of cach PSF
on success likelihood is estimated. Thesc estimates are then calibrated using two or more rcal human error
data points (from the limited human crror database that exists) to derive new HEPs for the crrors being
considered. Both techniques thercfore usc experts but APJ may be considered more direct, but less
structured, than the other (SLIM). Both methods are resource-intensive, but are particutarly useful for
‘non-standard’ error types, e.g. APJ for nule violations, and SLIM for cognitive errors (misdiagnosis).

The Human Error Assessment and Reduction Technique (HEART: Williams, 1986; 1992) has a limited
database of ‘genenic’ HEPs, which can then be maodified by PSF considerations {cach of which has its
defined own maximum effect on the HEP - equivalent to the weighting used in SLIM), to gencratc HEPs.
The Technique for Human Error Rate Prediction (THERP: Swain and Guitmann, 1983) 1s probably the
most well-known HRA technique, and in practice makes less use of PSF, but has a far more extensive
database. THERP’s database was developed based on Nuclear Power Plant operators, who are given far
more training, procedural, and interface support than is found in most offshorce situations. Hence
THERP’s applicability to the offshore situation 1s most often justified by using the higher {inore
pessimistic) values for individual HEPs in the THERP databasce when being used in
offshore/petrochemical asscssments. HEART and THERP generally require less resources than SLIM and



APJ, and so arc used more routinely in assessments. In the UK HEART is soon to undergo development

for application in the offshore industry4. This will emtait incorporating human error data into the HEART
databasc. Table 7 surnmarises some of the key attributes of these HRA techmuques, and Figure 8 shows the
overall HRA process with a simplified example.

Technique

Types of Exror

Accuracy

Table 7 Attributes of key HRA tools (see also Kirwan 1994, 1996)

Usefulness in
identifying error
reduction measures

Potential
drawbacks

Moderate if this is a

APJ All types High if good Garbage in, garbage
expertise avatlable specific goal of the out, requires cxpert
group approach used | group and group
in APJ facilitator
HEART Not rule viotaticns Meoderate Moderate, but Consistency of
should be predicated | technique still an
also on task issuc; dependent on
analysis. analvst
SLIM All types Moderate High Resource inlensive;
requires expert
group, facilitator
and calibration data.
THERP Not rule violations Modcrate to high Low Not originakliy

or dtagnosis

designed for
offshorc application.

4 Ned Hickling, Electrowatt UK, Human Factors Group, personal communication, 1996,
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EXAMPLE :

Platfarm in preliminary/detailed
engineering phase

Will all personnel be able to
evacuate within 30 minutes ?

Interviews: observation of drifls on
similar platform; critical incident
technigue; talk-through of decision-
making sequence and cemmand chain

Timeline analysis; aperational
sequence,; diagrams; evacuation
in 15 minutes

Errcr analysis of decision errors:
e.g. poor choice of evacuation route
by persennel leads to extra 10 minutes

SLIM and APJ

Comparison with system criteria:

0.01 probability of complete evacuation
failure, 0.3 probability of major

failure of 30% personnel failing

get off platform

Insight from '3' and ‘4’ suggests too
many personnel in the decision chain,
and lack of guidance over identifying
safe / unsafe escape routes.
Re-design these elements

lterate analysis from '3
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Figure 9: Relationship between the four Human Factors Analysis approaches

Figure 9 shows the four parts of Human Factors discussed in section 3, namely data and pringiples, task
analysis tools, human crror analysis tools, and HRA tools. The figure shows thal human factors theory
feeds 1nto all four areas, and that there is a logical progression from data through to HRA in terms of
becoming more quantitatively-oricntied. and at the same time moving from reitance on application of hard
data to morc analytical approaches. In this sense, Human Factors can be scen to be partly scicrice and
partly a practitioner’s art. Table 8 also sumimarises the four components according to their forms,
functional outputs, and main general uscs.



HFA Approach

Basis of Approach

Form of Appreach

Major Functional Outputs

When utilise ?

Human Factors Database

Task Analysis Techniques

Human Error
Analysis Techniques

Human Reliability
Analysis Techniques

‘

Knowledge of human capabilitieg
and limitations in work systems
Human perfermance data

Tools for understanding and
‘modelling' the demands on the
operator and rescurces
available in a work situation

Tools for identifying potential
errors, their conseguences,
and ways of avoiding them

Approaches for integrating
the human error analysis
into QRA (risk assessment)

Design Principles

Design Database

Checklist & Survey Methods
Models of the Cperator

Technigques

Data Collection Techniques
Representation Techniques
Analysis Methods

Technigues

Safety of Operator
Safety of System and
Environment

Techniques

‘Routine’ Errors
‘Non-Routine' Errars

i

Guidance on design
of the system
Evaluation criteria

Detailed evaluation of
the system from the
human perspactive
Operability information

Safety assessment (gual.)
Operabiiity assessment

Quantification of human
contribution to risk-input
tc QRA

When designing a
human work system

VWhen designing a
novel system when
operability is important

When safety is
important

When risk analysis
of the system is
required

Table 8 : Nature of the four approaches comprising Human Factor Analysis




4. HUMAN FACTORS FRAMEWORKS

4.1 Integrating Human Factors into the Svstem Design Life Cycle

Each appiication arca or Human Factors issue is optimally addressed at a certain stage in the System Life
Cycle. Thus, for example, it is not usually cost-effective to address detailed interface issues at the Concept
stage of the design of a neyw system, due to lack of required detail on interface characteristics. Conversely,
however, if the interface is nol assessed until the commissioning/constriction phase, or the operational
phase, then identified improvement needs will be very costly to implement. Figure 10 therefore shows the
optimal times to address cach of the six Human Factors application areas. For existing installations, HFA
can stitl be highly uscful, since ultimately human performance is a function of three main factors: the
workplace interface; training; and procedures. Thus it is not always necessary to change hardware.
Furthermore, even with dentified interface inadequacies (e.g. in control rooms), often significant
tmprovements can be made with minimal expensc {¢.g. via re-labelling, demarcation lines around control
and display groupings, ¢tc..). Tnevitably, hawever, the need for hardwarce alterations will sometimes be
identified. It will then be a matter of deciding, often on & risk or economic basis, whether the
improvement is beneficial in either improving system performance or avoiding sigmificant losscs
(financial and/or personnel}.

Table 9 shows the ideal application time and applicabidity of cach techmaque for cach of the six Human
Factors functions defined earlier in Section 2. This tablc also highlights which of the six areas are best
addressed by cach individual techrique. Table 10 shows the relationship between techniques, application
arcas, and system design life cycle stage, this tune focusing on the application arca. Each of these three
itustrations thercfore shows when to use what technique and for what application, but each diagram or
table is "driven’ by a different aspeet: figure 10 is driven by life cvcle stage; Table 9 by technique; and
table 10 by application arca.



Concept Design Construction & Commissioning Operations + Maintenance

(1)  HTA/EC

Allocation of function

{2) | HTA

Person specification

(3) ¢¥TTA-0O8D-EC

Interface design

{5) HTA/JEC

7y i Training and procedures -_—

(4) §TLA/ OSD

Staffing & organisation

(6) HEA-BA - HAZOP - HRA

HRA and QRA, =————w—

Note: '6' can be used to help determine design opticns optimality forany of 1-5, e.q.
HRA can be used to decide between an automated and a manual system
( an aflocation of function issue )

HRA alsc impacts upon interface design, staffing and organisation, and training and procedures

Figure 10 : HFA and the Sytem Life Cycle




Table 9; Task Analvsis Tools (upper case in the first column indicates carliest hife cygle stage application)

Human Factors Analvsis Process S!ep.s‘

Task
Analysis
Taol

Atlocation
of Function

fPerson
Specificat-
ion

Interface
Design

Staffing &
COrganisat-
fon

Training &
Procedures

Fluman
Reliahility
Assessment

Hicrarchical

Y

Y

Y

Y

YY

)

Task
Analysis
CONCEPT

Tabular YY Y (Y)
Task
Analysis
DRTAILED

Barner Y Y
Analysis
PRELIN

Work Safety
Analysis
OPFRAT'N

Timeline (Y} Y
Analysis
DETAHLED

Link YY Y
Analysis
PRELIM.

Human
HAZOP
PRELIM

Human Y Y Y YY
Error

Analysis
PRELIAS

Walk- Y Y Y Y
through
DETAILED

Ergonomics
Checklists
CONCEPT

HRA Y Y Y Y YY
Quantitative
Techniques
PRIV

The Double 'Y's i the above table signify that the iechnique is especially adapted to that particular funcuon. The bracketed 'Y's indicate that resuldts of
the technique can he used indirectly for that particular function, possibly by serving as an input into another technigue. The letters in the first left hand
box indicate the egrliest time the technigues can be realisucally upplied, according to the following abbreviations:

Key

CONCEPT = CONCEPT PHASE

PRELIM. = PRELIVMINARY DESIGN PHASE

DETAILED = DETULED DESKIN PHASE

COMMISS. = COMMISSIONING (& CONSTRUCTION) PHASE

OPERAT'N = OPERATIONAL PHASE

Table 10: Human Factors Asscssinent Arcas and Techniques




Human Factors and Error
Analvsis drea

Task Analvsis Techniques

Recommended Svsrem Life Cvele
Stage for besinning anatysis

Allocation of Function

HTA: Ergonomics checklist

CONCEPT

Person Speciltcation

Ergonomics checklists: HTA

PRELIMINARY

HTA: TTA; Link Analysis;

PRELIM./DETAILED

Interface Design
Barrier Analysis; WSA;
Ergonomics checklists & surveys:
Walk-throughs

Staffing & Organisation HTA; Timeline analysis; OSDs (PRELIMINARY) DETAILED

Training & Procedures HTA: WSA: Walk-through: COMMISSIONING
Talk-through

Human error investigation Huwan Error HAZOP: Barrier COMMISSIONING /

(qualitative) Analysis: Human Error Analysis; | OPERATIONS

WSA

Notes on tool inter-dependencies

1. Tabular Task Analvsis and Timeline Analvsis usually follow a Hierarchical Task Analvsis, and in fact a
twpical sequence is HTA-TTA-TTA.

2. Operational Sequence Diagrams do not require a prior Hierarchical Task Analvsis.

3 Link Analvsis can occur on its own, or can follow Hierarchical Task Analvsis, or Operational Sequence
Dragrams, or Tabular Task Analvsis.

4. Barrier Analvsis, Work Safety Analvsis and [wnan-Freor-1LAZ0P are best following either

Diagrams or [lierarchical Task Analvsis.

3. Human Frror Analvsis follows Hierarchical Task Analvsis.

6. [ must follow either HE-HAZOP or fonan Error Analvsis, or possibly Barrier Analvsis or Work

Analvsis.

7. frgonomics Checklists/Human Factors Database can be applied at any time.

Operational Sequence

Safety

4.2 Integrating Human Factors into the Project Infrastructure

Ideally an offshore company or project wishing to incorporate human factors should recruit tn expertise and integrate
such experienee into the safety or design team. Such an individual or small team of individuals can then more properly
develop human factors support for the company and its projects. Probably the easiest way for a company to start this is (o
pick a key project where it is known that there will be seme significant human factors issucs (¢.g. novel interfaces; high
risk and dependence on human reliability; etc.). It is probably then most useful to develop a company standard on
Human Factors design aspects for the company. which will incorporate the human factors data that the company can
then use in all future designs. The task analyvsis and other tools will then only be applied for the more difficult or risky
lasks, or tasks where high performance is desirable. Such an individual should also be in a position to review incident
experience {rom within and outside the company. to help prioritise the Human Factors issues. and to feed information
inio the risk assessment programmes. These ideas are encapsulated schematically in Figure 1.

Evaluate incidents to
determine high priority
HF issucs

.

Human rclhiability
assessment support for
risk nssessments

Develop a company
specific HF Destgn Guide
for future projects

Develop Human
Factors for a key
project

Y

Task analvsis for non-
standard or high profile
or priorify items




Progression of activities
PHASE 1 - INITIAL INTEGRATION vl __yr2 yI3 vrd VIS
« HF input to a piatform design
¢ Human Reliability Asscssment suppori ] e
o [ncident analysis systemn O
e Prioritise HF issues
» Decvelop HF Guide {or future designs —_—
s Task analvsis for future designs

PHASE Il - PROACTIVE PROBLEM-SOLVING
» Determine key residual valnerabilitics & problem arcas —
+ Dcterming key improvement potentials
+« R&D into new mcthods/applications

¢ [mplementation of solutions

» Evaluation of solutions

Figure 11- Integrating HF into the Project/Company Infrastruciure,

Figure 11 is a very simplified view of some of the activitics and timescales involved in evolving HE within a company or
project infrastructure. The diagram is a very rough guide, since the success of such mtegration wilt depend on a number
of key factors, not least of which is support for Human Factors at a high level within the organisation. without which,
truc integration will simply never occur. The diagram also suggests that the initial phase will be one of dealing with the
basic (but not trivial) HF issues. Later on, Fluman Factors may take a mote “proactive’ role. leading to more advanced
approaches. These are briclly outlined. canceptually at least, in the next and final section of this paper.

5. ADVANCED HUMAN FACTORS - CAPITALISING ON THE CAPABILITIES OF THE HUMAN
OPERATOR IN JOINT SYSTEMS

Automatton in most industries is leading to the concept of joint systems, 1.e. huinan and machine. Where such machine
systems also have some “intclligence’, these are known as “joint cognitive systems’ (sce Hoc ct al. 1995). This paper
started by considering the Human Factors application arca of allocation of function. and 11 1s to this area that the paper
now rcturns. For many vears it has been known that humans posscss certain unique and posverful attributes - ¢.g.
problem-solving abilities. flexibitily and adaptability, pattern recegnition, decision-making skills involving judgeiment,
cte. However, automation has not always capitalised on such attributes, and in fact has often designed them cut of the
equation, resulting in g human role which involves inactive and nonotonous supervision of the machine. This means
that the system under-perforis becanse inevitably machines do not optimise as the environment changes. whereas
hamans can. More significantly i terms of risk, if the machine system fails. thee the operator, being in a passive role
and therefore not cffectively “in the toop’, 1s far less able to deteet and successfully reetify fuilures.

The solution is 1o design for human-system optimisation from the start, i.e. at the concept stage. This goes bevond
simply designing for usability (though that in itself is not simple). since usability implies that the ool or machine and
working environment has already been conceptualised. Some general guidelines for more advanced Human Factors
design are as follows:

o Design for error recovery - the svstem should be tolerant of simple ervors, and should enable detection of errors
and their correction without adverse consequences

e Design to promote team-based recovery - ieams are good ar spotting others ' errors and their own, hut onlv if
trained accordingly (this is a crew-resouwrce-management or CRAL issue)

s Design to support human situation assessment - this is what humans are good at, but so often svstem designs do not
support the tasks of finding and collating the required data to assess the situation. This approach also necessitates a
higher degree of consideration of abnormal scenarios during the design process.



» Design integrated displays based on user mental models and needs - whether these are higher level displays
giving overall indications of svstem safety and integrity, or lower level (e control) displays which are ecologically
designed (Vicente and Rasmussen, 1992) or designed to Integrate various sensor information,

» Design to support predictability - use predictor displays, designed around what needs to be predicted and human
anticipatory capabilities, and develop anticipatory tasks

* Problem and solution driven rather than technology driven - design generic displavs and team training to identify
and salve probilems

s Transparent automation - so that the user knows what the svstem is doing, why, and what it witl do next, and
ensure that the system is trustworthy (it does not make mistakes - once trust is broken, it 15 very difficuit to recover -
Lee and Moray, 1992)

s Error detection of slips/lapses by automation - many input errors can be detected easily by automation and then
shoutd be pointed out to the user. It Is important, however, thal the sysiem does not simply auto-correct the user,
since may reduce essential user feedback and therefore affect user performance (Wioland and Amalberti, 1996)

The above are some generalised principles for more human-centred automation, i.e. for emphasising human strengths in
joint human-machine svstems. However, these are not well-supported by currentlv-available design techniques. In
particular, therefore, there is currently work progressing in the arca of cognitive task analysis tool development, i.e.
developing task analysis tools which focus on mental and hence unobservable operations, and operators” mental models
and intentions in various situations, Similarly, there is rescarch and development in the arcas of ecological interface
design, and situation awareness support, and trust in automation. These research initiatives are taking place in a
number of industries. most notably nuclear power and aviation (including air traffic control). The question is therefore
whether the offshore industry wishes to be proactive in not only adopting human factors. but also developing and
evoiving it for offshore applications, cimpowering Human Factors and the human operator role in offshore operations.
There would certainly be some arcas where such investment would seem to be warranted, and which might guarantec
return on mvestment, or at least justify the expense in terms of loss prevention. Such areas would inciude, for example,
cmergency management in rapidly-cscalating evacuation scenarios: drilling operations (normal, tripping, and abnormal
such as kick detection and control}, and fire and gas detection and control. Although the emphasis is on abnrormal event
handiing, 1t is likely that such advanced human factors would have pay-offs in increased performance in production, via
decreased downtime for exampic due to a reduction in error production, and mere proactive handling of system or
compenent faitlures leading to a reduction in downtime/enhanced availability.

These advanced Human Factors approaches would lead to truly human-centred automation and design, empowering the

human operator within the system, capitalising on human strengths, albeit whilst still guarding against human failings
and limitations. Such empowerment could radically improve offshore system performance.

6. CONCLUSIONS

This paper has attempted 1o oulline practical approaches (o incorporating Human Factors into offshore systems. These
approaches have ranged from usage of data and principles, o application of task analysis, human error analysis, and
human rcliability assessment techrigues. Some of the more uscful of these techniques have been outlined in this paper,
together with some guidance on where and when to apply the different techniques. Issues of integration of Human
Factors into the project or company infrastructure have also been raised, together with the possibility of empowering the
human rele within the system via advanced Human Factors design and rescarch.

The management of the human role in offshore systems and operations is a challenging task. Human Factors has data
and tools to help design, manage, and optimise this key role It remains to be scen whether and how the offshore
industry responds to this challenge.
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Human Error Reduction through Human and Organizational Factors in
Design and Engineering of Offshore Systems

Abstract

Human error represents a major threat to the safety and affordability of
offshore systems. The IMO has reported that up to 80% of accidents at sea are
caused by human error. The US Coast Guard, after analyzing 340 marine
casualties, also reported that human error contributed to at least 80% of the
casualties The IMO Secretary General concluded that "if we sincerely want to
stop accidents from occurring, then [ think it is obvious that we should
concentrate our efforts on eliminating human error”.

A major thrust of the human ard organizational factors (HOF) approach to
human error is directed at design of human interfaces to reduce the incidence and
impact of errors. The lessons learned at Three Mule Island, Piper Alpha and other
industrial accident sites is that human errors can result from inadequate equipment
design, information handling, emergency procedures, and training, rather than
solely from inherent or transitory deficiencies on the part of the operators. The
engineering design of a system has a major impact on the incidence of human
errors 1N system operation.

Too often, the response to human error situations in industrial systems is to
ignore the design of the human-machine interfaces and place the emphasis on
improving training.  The implication 1s that, having failed to consider human
operator needs and linutations in the design of system cquipment, the system
developer integrates the operator mto the system strictly by means of training.
Basing operator performance on training alone when the design of the human-ma-
chine interfaces is often, from an operator point of view, illogical, inconsistent, or
complex--especially in times of psychological stress as in an accident sttuation--is
a formula for disaster.

This white paper describes the current state-of-knowledge with respect to the
etiofogy of human error. Design techniques are described for preventing errors,
and making systems error-tolerant, such that, it an error does occur, its impact is
mimimized.  Design factors to be addressed include aspects of the system
hardware, software, procedures, organizations, facilities, jobs, communications,
environments and training which atfect human error likelihood.
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Human Error Reduction through Human and Organizational Factors in
Design and Engineering of Offshore Systems

1. Human and Organizational Factors in Human Error Situations

This paper is concerned with reduction and containment of human errors in offshore
systems through design of human and organizational factors (HOF). The International
Maritime Organization (IMQO) has reported that human error is a causal factor in 80% of
marine systems accidents. A problem in identifying the implications of such a statistic is
understanding what is meant by human error. Human error refers to any situation in
which an operator fails to perceive a stimulus, is incapable of discriminating among several
stimuli, misinterprets the meaning of a stimulus, makes an incorrect decision, fails to select
the correct response, or performs the response in an incorrect manner.

Human error results from an action or mnaction that violates some tolerance limit of a
system. Human errors have been classified as: errors of omission (tasks that are skipped);
errors of commission (tasks performed incorrectly); sequential errors (tasks performed out
of sequence); cognitive errors (incorrect decision, incotrect estimation, memory lapse);
and temporal errors (tasks performed too early, too late, or not within the required time).

It ts well known that human characteristics can cause or contribute to human errors.
These include such factors as fatigue, disorientation, distraction, motivation, forgetting,
complacency, confusion, incorrect expectancy or sef, excessive stress, boredom,
madequate skills and knowledge, and inadequate or impaired perceptual or cognitive
ability. Such factors can certainly contribute to the occurrence of errors, and in some
Cases even Cause errors.

It 1s also well established that factors associated with the design of systems can
influence the potential for human error. Features of system design which influence the
incidence of human errors include aspects of the design of hardware, software,
procedures, environment and training, as well as task difficulty, time constraints,
interfering activities, poor communications, ambiguous lines of authority, information
overloads, and excessive workloads. Design features encompass such aspects of the
system as’ human-machine interface design; information characteristics (availability,
access, readability, currency, accuracy and meaningfulness); workspace arrangement,
procedures; environments; and training.  In a 1980 report to Congress entitled
"Effectiveness of US Forces can be increased through improved weapon system design”,
the GAO reported that poor design of equipment can significantly increase the probability
of error- induced failures once a system is deployed. The GAOQ lists design characteristics
which impact error potential to include: indicators and readouts not readily visible, parts
not readily accessible, overly complex visual aids, unclear labeling and instructions, and
awkward equipment layout and arrangement.

It is therefore clear that when a human error occurs, it is not in all cases the result of a
deficiency or lapse on the part of the human operator. That human errors in complex
control systems can result from characteristics of the system design is becoming
increasingly evident from accident reconstructions.  The important implication of this
conclusion 1s that, in seeking to reduce the incidence of human errors in systems, it is not
sufficient to focus merely on personnel characteristics; that is to attempt to correct a
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problem of human error simply by improving personnel selection and training procedures
and methods.

To effectively reduce the incidence of human error, it is necessary to consider the
extent to which the design of hardware, software, information, environments, organiza-
tions, procedures, and traming play a role in error causation. Where it can be
demonstrated that error situations in existing systems are the result of system design
features, such errors can be prevented in emerging systems through application of human
and organizational factors. Through effective human engineering design of human-system
mnterfaces, human errors resulting from design factors can be avoided, and the incidence of
human errors can be significantly reduced

It must also be acknowledged that human errors do, at times, result from slips, lapses,
and simple mistakes on the part of the human; te. errors can be traced to personnel as
opposed to design characteristics. Such error situations typically can not be effectively
prevented through improved organizations and designs, since the number of possible error
modes 1s virtually infinite, and not all error situations can be forescen. The importance of
human and organizational factors for errors due to personnel characteristics is 1) to en-
hance the likelihood that, having occurred, an error will be detected and corrected in time
to avoid serious consequences, and 2) to reduce the impact of an error on system and
personnel safety and performance capability by making the system error tolerant. The
objective of human and organizational factors with respect to human errers is therefore to
prevent error situations by reducing the incidence of errors and to reduce the impact of
errors by containing the errors and making the system error-tolerant.

2. A Human Error Case Study -~ Three Mile Island

One of the clearest examples of an event caused by human errors resulting from poor
engineering design was the accident at Three Mile Island (TMI) nuclear power station,
unit 2. The accident at TMI was caused by a series of equipment failures and operator
errors resulting in the release of radiation of the order of 1200 millirem/hour into the
atmosphere and the evacuation of thousands of residents. The accident resulted in no
deaths.

The accident began in the early morning hours of 28 March, 1979 when a pilot-
operated relief valve (PORV) at the top of the pressurizer vessel failed to close, resulting
1 the loss of the pressurizer steam bubble and of reactor control system (RCS) pressure
and quantity. An indicator on the control panel advised the operators that the open valve
was closed. The indicator was not displaying the actual state of the valve but rather the
fact that a signal was present commanding the valve to close, causing the operators to be-
lieve that the valve was closed As RCS pressure decreased below the safety injection low
level setpoint, safety injection was witiated. In their concern to avoid a solid pressurizer,
the operators shut off the safety injection and throttled high pressure injection, resulting in
mput of only 70 gpm vs. a mimimum design injection flow of 250 gpm.

Based on erroneous and contradictory information and recent experience with the
secondary system, the operators built up the false expectation that a leak had occurred in
one of the steam generators. They then closed two emergency feedwater head isolation
valves, which were normally open, causing a steam generator to go dry. It wasn't unti 8
minutes into the accident that the operators noticed that the isolation valves were closed,
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due to the fact that the status lights had been covered with a maintenance tag. At 87
minutes into the accident steam generator B was isolated based on the expectancy that a
leak in generator B was causing the high reactor pressure. The operators then confused
generator B with A, and began controlling B, allowing A to boil dry. This error was the
direct result of panel layout problems. Finally, at 138 minutes into the accident, an op-
erator who had only recently arrived on the scene was able to discern that the PORV was
the problem. By the time the valve was isolated, the reactor core was partially uncovered,
threatening a meltdown, and radiation had been released into the atmosphere and to the
general public.

The errors made by the operators in failing to correctly diagnose the problem, allowing
the steam generator to run dry causing the system to go unstable, and failing to restore
natural circulation, led many to the conclusion that they were to be blamed for the
accident.  The Nuclear Regulatory Commission's (NRC) investigation of the human
factors aspects of the accident concluded that the human errors which occurred during the
incident were not due to operator deficiencies but rather to inadequacies in equipment
design, information presentation, emergency procedures, and training. The President's
Commission on TMI echoed this conclusion in stating that, while the major factor which
turned this incident into a serious accident was inappropriate operator action, such action
was caused by training deficiencies, unclear procedures, and deficiencies in the design of
the control room.

In attempting to resolve the problem at TMI, Malone (1980) identified the following
system deficiencies with which the operators had to contend:

» Over 100 illuminated annunciators indicating a problem and requiring the operator to
diagnose from the pattern of alarm activation just what the problem was;

+ No annunciator indicating that the reactor had tripped,

* A supposedly direct display of PORYV status, which was wrong;

+ No training or procedures telling them how to diagnose high PORV exhaust
temperatures or how to determine the meaning of the difference in the temperature
between the PORYV and the code safety valves,

+ No training or procedures instructing them what to do in the situation of a high
pressurizer level decreasing reactor control system {RCS) temperature.

+ No display of emergency feedwater flow, requiring the operator to infer flow by
monttoring steam generator levels and RCS temperature.

+ No display of flow through the PORV.

» No display that the system has reached saturation.

+ Adisplay of RC pump vibration and eccentricity located seven feet above the control
room floor.

» No display of coolant at the core, the single most important determiner of plant
safety.

« Critical displays on the back control room panels, out of sight of operators at normal
operating sttuations.

»  Strip charts of critical parameters, such as pressurizer level, which are almost
impossible to read.

* Annunciators {750 total) which are not functionally grouped nor prioritized and
which were of no real use to the operator.
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- Arrangement of Emergency Safety Features indicators such that only half of the
indication could be seen by a 6 foot tall operator.

+ Inconsistency between the labeling of controls and displays on the panel, and the
designations identified in emergency procedures.

«  Emphasis during training on avoiding a solid pressurizer, without regard to the
imphcations on throttling HPI, such as uncovering the core.

« Poorly arranged panels wherein controls and displays are not grouped by function or
sequence of operation, are poorly labeled, and are not always consistent in
operation.

The NRC's human factors investigation of the incident (Malone gt al 1980)
recommended that the NRC estabhish a clear distinction between human error attributable
to operator factors, which is real human error, and error on the part of the human operator
which is a direct resuit of poorly designed control room components. and information,
inadequate procedures, or ineffective training. A NRC memo stated correctly that if an
operator action is incorrect as a result of how information is supplied to him during an
emergency, then the operator should not be at fault. To call the incorrect action operator
error without determining whether or not the operator was led into the action by poor
control room engineering s improper.  An operator who is constdered poorly trained is
not at fault for an action he takes as a result of his training,

The major lesson learned at TMI was that human errors can result from grossly
inadequate equipment design, procedures, and training rather than from inherent deficien-
cies on the part of the operators It was also apparent that erroneous expectancics played
a key role in that the mental models formed by the operators were completely contradic-
tory to what was happening in the plant. These faulty expectations themselves were the
result of human-machine interface design problems which denied the operators access to
information for diagnosis while at the same time itnundating them with irrelevant,
confused, and often contradictory information.

The human factors investigation of the accident also revealed that no human factors
requirements had been considered in developing the engineering design of the TMI control
system. Human-machine interfaces had been designed with no input from human factors
standards and human performance data.

3. A Human Error Case Study - Piper Alpha

On July 6, 1988 the offshore platform Piper Alpha was engulfed in a fire that killed
165 persons out of 226 on the platform, and two additional men on a rescue vessel. The
accident resulted from a series of human and organizational errors.

As described by Paté-Cornell, (1993) the crrors that resulted in the Piper Alpha
accident can be attributed to the corporate culture of the British North Sea offshore
drilling industry at the time. The pursuit of profit to the detriment of safety led to
inadeguacies in training (including the advancement of inexperienced personnel); lack of
communication among personnel; inadequate or disregarded safety measures (for example,
an alarm that repeatedly issued false alerts resulting in real alerts being ignored); platform
design (inciuding modifications and additions retrofitted to the platform that compromised
safety); platform maintenance; and command and control structure. The decisions that led
to and compounded the disaster fall into four categories: design errors,
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production/expansion errors, personnel management errors, and inspection/maintenance
errors.

The safety design of the entire offshore platform system was geared only to the
possibility of large-scale accidents caused by "Acts of God" such as large waves. Also,
the system was designed for maximum productivity to the detriment of safety. Modules
on the platform were not sufficiently 1solated to prevent fire spread; the command and
control structure was not prepared for the loss of the manager; emergency measures were
inadequate due to system placement and lack of redundancy; and retrofitting to the
platform in many cases overrode what safety precautions were in place in the original
design.

Flaws in personnel management of the platform include the promotion of unqualified
or mexperienced individuals to positions of greater responsibility than for which they were
prepared. The lack of experienced personnel not only compounded the disaster after the
initial explosion, but had prevented the less experienced crew from gaining knowledge and
tnsight they may have gained working with veterans. Also, the corporate culture of
Occidental discouraged individuals from reporting small incidents/accidents that may
reflect badly. This lack of disclosure led to a system that did not learn from its own
mistakes. Shortcuts that increased productivity (but compromised safety) were encour-
aged.

Another drawback to the corporate culture was the view that maintenance/inspection
was often unnecessary and non-productive. In part the government inspectors who were
responsible for overseeing safety were responsible since apparently they too felt the
pressure to maintain high production levels.

Human errors immediately prior to and during the disaster (in chronological order)
included:

= The decision to operate at a higher pressure than normal (650 psi vs. 250) without
all personnel being informed (operating at the higher pressure was, however, not ex-
traordinary),

* A pressure safety valve removed from a pump for repair prior to a shift change and
the next shift not betng informed and operated the pump,

* A blind fitting that had been installed in place of the safety valve which was
undergoing mainterance was only "finger-tight" which allowed leakage when the
pump was turned on (it 1s unclear whether "finger-tight” was considered sufficient
for this type of fitting if the pump is not operaticnal),

* A warning system alerting personnel of a gas leak from the blind fitting was ignored
since it had issued numerous false alarms in the past (the detection of the leak was
also displayed in the control room but was also ignored either due to the design of
displays or the operator's actions,

« Ignition of the gas by an unknown source that possibly could have been detected
prior to the accident,

+ Inadequacies in the design ol the platform resulted in the fatlure of electrical power
which resulted in failure of detuge system and emergency shutdown system,

+ Other primary design inadequacies (insufficient blast control panels, nonresistant fire
walls, inadequate separation of modules on platform, poor fire insulation, lack of
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adequate separation between modules) and retrofitting (storage of fuel above mod-
ules, additions made to the outside of the platform that prevented blast panels from
absorbing the brunt of explosions) caused explosions to affect large portions of the
platform instecad of being relatively contained,

+ Design of the fire system had fire pumps placed in the module that were especially
susceptible to production accidents,

»  An automatic deluge system that was turned off to protect divers in the water,

« Communication/radio system was made inoperational since its design made 1t
especially vulnerable to production accidents,

» The Offshore Installation Manager panicked and did not 1ssue evacuation orders
(error here includes improper screening and training of this individual); no
redundancy plan for the loss of manager was in place,

« Fire and smoke rapidly spread through the platform due to poor layout and
insufticient fireproofing,

+ Casualties resulting from lack of adequate evacuation training, poor placement and
lack of routine inspection of escape rafts, poor placement of exits malfunctioning
and absent protection equipment (survival suits, life jackets); individuals who
followed standard escape procedures perished,

« Other nearby platforms continue to pump o1l and gas to Piper Alpha despite
knowing of the fire since they were expected to continue production.

It is clear in the Piper Alpha incident that organizational as well as design factors
played a role in the degradation of human pertormance which contributed to the course of
the accident.

4. Role of Engineering Design in Reducing and Containing Human Error

The Prince William Sound O1] Spill Recovery Institute (OSRI) has stated, "One of the
most important preventive measures with respect to the accidental releases of o1l and other
hazardous materials is the reduction in the occurrence of human errors related to the
movement of the substance from onc point to another". The OSRI Plan goes on to at-
tribute approximately 80% of accidental substance releases to some form of human error.
In the words of the OSRI Plan, this points to the importance of the reduction of human
errors as potentially the most effective means by which to reduce the risk of spilling oil.

The OSRI research and technology plan cited a number of approaches to reduce
human error. These included education, training, public cutreach, and communications
programs. Recommendations for reducing human error should also address the influence
of design on human error probability, including equipment design, software design, job de-
sign, environmental design, facility design, procedures design, and training system design.
Coast Guard Regulations, for instance in CFR 33, Subchapter O, Part 154 "1l Pollution
Prevention Regulations for Marine Oil Transfer Facilities" and Part 155 "Oil Pollution
Prevention Regulations for Vessels" do address the need for procedures, communications,
personnel qualifications, lighting and warning placards, but do not discuss the need to
ensure that systems are designed according to capabilities and limitations of the human
operators.
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In addressing human error in offshore systems, the objectives of human and
organizational factors (HOF) are to reduce the incidence of human error occurrence, and
to enhance the likelihood that, having occurred, the effects of an error will be mitigated.
Error mitigation requires that occurrence of the error will be detected in time to be
corrected, that recovery procedures can be implemented in time to return the system to
normal operation, and/or that the system will be error tolerant, that is, designed to
continue safe operation after a human error has occurred and before it can be corrected.

In both of these strategies (error prevention and error mitigation) engineering design
plays a pivotal role. HOF error prevention methods include (1) application of HOF stan-
dards in MIL-STD 1472 and ASTM 1166 to ensure that human-machine interfaces are
designed in terms of the capabilities and limitations of the human; (2) implementation of a
standard HOF design process such as that described in MIL-STD 468355 and ASTM 1337,
(3) computer-based modeling and simulation to assess human workloads and pertormance
capabilities, and evaluate and optimize human-machine interfaces; (4) operational test and
evaluation methods and data; (5) probabilistic risk assessment; (6) human error likelihood
analysis, involving the determination of error potential for specific tasks; and (7) critical
incident analysis and collection of lessons learned data to understand the etiology of error
situations in existing systems, and to apply the lessons to the design of human-machine
interfaces of emerging systems.

HOF error mitigation methods include (1) implementation of a standard HOF design
process such as that described in MIL-STD 46855 and ASTM 1337; (2) cognitive task
analysis to identify potential error situations; (3) human crror likelithood analysis, involving
the determination of error potential for specific tasks; and (4) critical incident analysis and
collection of lessons learned data to understand the eticlogy of error situations in existing
systems, and apply these data to design of emerging systems to enhance crror containment
and make systems error tolerant.

5. The Human and Organizational Factors Design Process

One of the more important tools for the HOF analyst to prevent error occurrence, and
to make systems error-tolerant is a standardized, formalized, comprehensive HOF design
process. This process is comprised of the activities to be conducted by HOF specialists in
the determination and analysis of requirements and concepts for {a) reducing error
potential, workloads and manning levels, and in an offshore system design effort; and (b)
making the system more error-tolerant.

The required characteristics of the HOF design process are that it (a) represents an
application of system engineering to the design of human-machine interfaces; (b) describes
the HOF activities, products, and events at each phase of the offshore system design
process; (c) 1s integrated with the system design process, and the milestones, events,
activities, and products of the system design process; (d) describes HOF activities across
all phases of system design and development at several levels of iteration; (e) 1s presented
as an automated graphic representation of the sequence of process steps; (f) mcludes
guidelines and on-line help for performance of specific process steps; and (g) comprises
the context for the HOF error reduction and containment methods, tools and data.

The importance of the HOF design process is that it represents a standard approach to
HOF design and evaluation, and that it provides the basis for integrating HOF re-
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quirements and considerations into the offshore system design process. McCafferty
(1995) described the interactive relationships between the independent processes for
implementing human factors and engineering design. I this paper, Ms McCafferty
presents the enginecering and human factors processes as spanning four distinct phases:
conceptual design, prelimirary design; detailed design; and validation/verification. These
phases correlate with the phases of ship design described in Malone and Baker (1996) for
Sealift ship design. The relationships among these phases are illustrated in Figure 1.

Verified & Validated

System Requirements and Constraints Verification HOF Design -
&
Y ©] Validation
Conceptual
Design

Role of Human Vs
Automabion Concepts

Preliminary
Design

Human-Machine Interface
Blesign Requirements .
gn rey Detailed

Design

Human-Machine Interface
Design Concepts & Criteria

Figure 1. Phases of an Offshore System HHOF Design Process

The process depicted in Figure 1 is focused on specific HOF outputs from each phase of
the design process. The Conceptual Design Phase produces concepts for the roles of hu-
mans in the conduct of system functions, and requirements attendant to the performance
of these roles. The Preliminary Design Phase produces a description of human-machine
interfaces required to enable completion of assigned human roles, as well as requirements
assoclated with individual human-machine interfaces. The Detailed Design Phase 1s con-
cerned with the actual design of human-machine interfaces specified in the previous phase,
and outputs design concepts and criteria for human-machine interfaces. The Validation
and Verification Phase is concerned with evaluating the acceptability, suitability, and
effectiveness of human roles, human-machine interface requirements, and human-machine
interface design concepts and criteria

The following scctions describe the requirements for HOF application in each of these
phases as it contributes to the prevention of human error and to designing the system to be
more error-tolerant.

6. Human/Organizational Factors in Conceptual Design

The HOF objectives in the conceptual design phase are to develop alternate concepts
tor the roles of humans vs. automation in conducting system functions, and to assess these
concepts and HOF aspects of system-level concepts.
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Based on HOF design activities in this phase, the HOF program wili provide specific
inputs to the offshore system engineering and design effort. The major HOF inputs to sys-
tem design in the Conceptual Design Phase include the following:

+ definition of the automation level, and the roles of humans vs. automation;

+ definttion of the manning concept;

= definition of technology development requirements;

+ definition of the impact of environmental factors;

 description of the HOF design process tailored for the effort with steps to ensure
management buy-in;

« HOF standards;

+ HOF lessons learned from existing systems and structures;

» Description of requirements for design team selection and training;

« HOF nputs to the firefighting scheme;

+ results of risk analysis studies with emphasis on human error and safety;

+ HOF destgn review strategy (3D models, mockups);

» HOF inputs to procurement and contract documents.

In the conceptual design phase of offshore system design, as described by Bost et al,
(1996), the major human and organizational factors activities include (a) the analysis of re-
quirements for missions and system functions; (b) the determination of the roles of humans
vs. automation; (¢) definition of HOF design concepts identifying manpower requirements
and technology developments; (d) conduct of modeling and simulation exercises to
acquire human performance, workload, and safety data associated with HOF design
concepts, and (e) assessment of alternate system design concepts in terms of HOF
considerations. The relationships among these activities is depicted in Figure 2.

The activities shown in Figure 2 are described following the figure.
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Analyze Mission Requirements/Define Mission Scenarios
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Figure 2. Conceptual Design Phase Activities

Identify and Analyze Missions and Functions The initial step is to identify missions,
mission requirements, and mission scenarios  Scenarios will include the offshore system
requirements, system top level functions by mission, and conditions under which functions
will be performed. Projected conditions under which functions are to be performed
include logistics conditions, conditions of readiness (systems not operational, extent of
damage, etc.), environmental conditions (lighting and visibility, weather, temperature, sea
state, etc.), and operational conditions (sustained operations, tempo of operations, etc. ).

System functions constitute the major activities to be performed by the system. This
takes place at several layers of iteration, short of the level of specificity which requires
designation of the means of accomplishing the function. The offshore system function
analysis should, for each system and scenario, identify functions to be performed and pro-
vide a functional flow block diagram depicting the sequence of functions for the system
completing a mission scenario. The functions will be decomposed to successively greater
levels of detail in an iterative manner based on requirements associated with each function.

Conduct Function Alfocations and ldentify Roles of Humans .

Through a reverse engineering process, functions and tasks in existing systems which
impose heavy workloads on humans or which have performance problems associated with
them can be identified, and requirements for alternative allocations to humans or
automation can be specified. The rationale tor allocation decisions in the existing offshore
systems can be made explicit and opportunities for alternate allocations can be explored.
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Alternative role of the human concepts involve alternate approaches to automation,
providing decision aiding to reduce human workload, and improved design of human-
machine interfaces to simplify tasks and reduce workloads.

The determination of the required roles of humans begins with an identification of
allocation parameters (i.e. should the function/subfunction be automated, performed by
numans, shared between human and machines), automated decision making/support
requirements, and modes of functional performance (human-machine allocation
considerattons). An identification will be made as to where the human/machine allocation
is apparent. In the conduct of function allocations an identification will be made of
preliminary allocations based on allocation parameters.

[dentify Manpower Concepts and Technologies.

The HOF approach to offshore system destgn is focused on
design requirements associated with automation of system functions, consolidation of
system functions and workstations, simplification of function and task performance, and
elimination of functions.

Function Automation addresses the automation of functions previously performed
manually, and
the determination of the roles of the human in automated or semi-automated functions.

Function Consolidation requires a reassignment of functions among available operators
to more evenly redistribute required workload.

Function simplification, as described by Anderson et al (1996) requires that, for high
driver tasks assigned to a specific operator or maintamner, the demands that these tasks
make must be reduced to the greatest extent possible. Task demands include physical,
cognitive, and perceptual-motor demands. Specific demands include: a) amount of infor-
mation to be processed, b) complexity of the information processing, ¢) number of
decisions and options to be handled, d) complexity of actions, e) needs for interactions
with other operators, f) extent and complexity of communications, g) task performance
accuracies required, h) special skills and knowledge required, 1) levels of skills such as
reading comprehension, ]) level of stress associated with the performance of tasks under
representative mission conditions, and k) time constraints. Requirements for task
simplification in an HOF analysts must be developed which will determine the potential for
simplification of each high driver task and will assist in the identification of alternate
approaches to task simplification.

Function Elimination involves: removing a function from the system through tele-
operations or tele-maintenance, and reliance on collaboration tools to support dispersed
team problem solving, or elimination of a function altogether.

Technology concepts for enabling the HOF design approach will be developed.
Technologies will also be applied to result in enhanced human performance capability,
human productivity, and human safety in a reduced manning environment.

The attention to technology in the HOF process 1s to identify feasible potential design
approaches to enable the selected roles of the human  In identifying technology
approaches to satisfying role of the human requirements, the HOF process specifically
addresses technology to support (a) automation of system functions (mainly through
software technologies, automated troubleshooting, and robotics), (b) simplification of
system functions (through decision aiding, advanced workstation concepts, intelligent
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tutoring, on-line help, and operator's associate); (c) consolidation of system functions (by
use of cross training, data fusion, and Intelligent Associate/expert system for decision
aiding and procedural cueing), and (d) function elimination (through tele-maintenance,
tele-operations, and collaboration tools to support dispersed team problem solving).

Feasible concepts will be selected based on the results of simulation exercises assessing
the workloads and performance problems associated with alternate HOF conceptual
strategies. For these concepts, assessments will be made of how to reduce the manning
required at functional duty stations, and the impact of manning reductions on readiness,
performance effectiveness, and safety.

Simulate to Assess Workload and Human Performance.

The next step 1s to identify workloads and manning requirements associated with
alternate function allocation schemes. The assigned roles of khuman vs. machine for each
function and task will be assessed in terms of impact on workloads through use of the task
network simuiation.  The simulation identifies potential performance problems and
quantifies the workload of operators for a simulated mission under the candidate function
allocation strategies.

The net result of the application of the simulation is a first approximation of which
roles of the human are feasible, what workloads are associated with these roles, what
problems are to be expected in specific role of human models, and what human
performance characteristics should be further investigated.

Assess Design and Readiness Requirements

Feasible manning reduction concepts will be selected based on the results of simulation
exercises assessing the workloads and performance problems associated with alternate
manning strategies. For these concepts, assessments will be made of how to reduce the
manning required at functional duty stations.

7. Human/Organizational Factors in Offshore System Preliminary Design
As described by McCafferty (1995), in the Preliminary Design Phase the details are
defined for individual systems and subsystems necessary to meet system functions
identified in the conceptual design phase.
The HOF inputs to Preliminary Design include:
+ design team selection and training;
= results of task analyses for operations and maintenance;
* inputs to the escape, evacuation and rescue strategy;
+ results of vaiue engineering and life cycle studies;
» results of preliminary risk analysis;
+ results of reliability and maintainability analyses;
+ HOF mputs to specification development, spectfically for long lead items;
+ inputs to [ogistics support requirements;
*» human-computer interface (HCI) concepts;
« HOF interface with vendors;
+ HOF inputs to management of change;
» HOF inputs to facility design,
« HOF inputs to communications systems;
*  HOF inputs to procurement and contract documentation,
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The major HOF activities in the Preliminary Design Phase, depicted in Figure 3,
include:  (a) task analysis, (b} conduct of HOF studies; (c) identification of human-
machine interfaces and associated requirements, and (d} integration of requirements
associated with human-machine interfaces.

The activities depicted n Figure 3 are described below.

Task Analysis

A task analysis represents a model of human task sequences in the conduct of a series
of functions, and identifies requirements associated with performance of cach task. The
military standard MIL-H-46855B identifies the requirements for task analysis as one of the
bases tor making design decisions; e.g., determining, to the extent practicable and before
hardware fabrication, whether system performance requirements can be met by
combinations of anticipated equipment, software, and personnel, and assuring that human
performance requirements do not exceed human capabilities. This analysis shall also be
used as basic information for developing preliminary manning levels, equipment
procedures, skill, tratning and communication requirements, and as logistic support
analysis inputs, as applicable.  Those tasks identified during HOF analysis which are
related to end items of equipment to be operated or maintained by personnel and which re-
quire critical human performance, reflect possible unsafe practices or are subject to
compromising improvements in operating cfficiency, shall be further analyzed.
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Figure 3. Preliminary Design Phase Activities

Conduct of HOF Studies

HOF studies are conducted in support of the identification of human-machine
interfaces and requirements.  Studies include additional analyses, (such as cognitive
analysis, information handling analysis, timeline analysis, and workload analysis) and
empirical (laboratory or simulation) investigations of human performance capabilities and
limitations for specific interfaces. In the conduct of HOF studies, consideration 1s also
given to requirements and design concepts for human-machine interfaces in existing
systems.

The studies support the definition of interfaces and requirements and serve to further
refine requirements developed in the task analysis. The identification of interfaces and
requirements will proceed from the task analysis and HOF studies as described below.

Hdentify Human-Muachine Interfuce Requirements

Functional interfaces.
Components The elements of functional interfaces include (a) the roles of humans
versus automation in system operation, control, maintenance and management; {(b) human
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functions and tasks, and (c) roles of system personnel in automated processes (c.g.,
monitoring, management, supervision, intervention, etc )

Design Requirements The major issue of this analysis is the role of the human vs.
automation. [n dealing with human-computer systems the issue is not so much defining
the allocation of system functions to human or machine performance as it is defining the
role of the human in the system. The emphasis on the role of human in the system ac-
knowledges the fact that the human has some role in every system function. In some cases
that role may encompass actual performance of the function or task, or it may involve
monitoring automated performance.

It 1s also important to realize that an assigned role for human performance may alter
with changes in operational conditions. Thus a task optimally performed by a human un-
der certain conditions of workioad, time constraints, or task priority may be more
optimally automated under other conditions.

Informational interfaces

Componenis These interfaces constitute the information needed by a human to
complete a function or task, required characteristics of the informatton (source, accuracy,
currency, quantity), and protocots and dialogues for information access, entry, update,
verification, dissemtnation and storage.

Design Requirements Modern maritime systems depend on information. The need is
for design concepts, criteria, tools, and data to support the development of systems which
manage the flow of information throughout the system, and maximize the accuracy,
timeliness, and usability of information. The management of information has become the
major 1ssue for system effectiveness, and the major challenge for system technology. The
criteria for adequate information interfaces include the availability of information when
needed, in a readily readable and understandable format, and presented at the level of
specificity needed for operator decision making and action.

Maritime control systems are typically characterized by information overloads and
demands for rapid decision making. Such information overloads have resulted from the
fact that sensors and sensor products have prolifcrated with little attention to the umpact
on human performance.

In modern day maritime system operation the life's blood of the system is information.
The HOF challenge is to provide the characteristics of needed information which make it
useful and usable by the human. These characteristics include: the flow of information,
the completeness, accuracy, timeliness, and usability of information, the availability of
information when needed, and the extent to which information from different sources can
be integrated into a meaningful representation of what is happening. The management of
information has become the major issue for system effectiveness, the major challenge for
system technology, and the major concern for HOF in the maritime industry today.

The HOF need 15 to identify, develop, and integrate information management
technologies that will reduce human error and operator cognitive workload while
enhancing the decision-making capabilities of offshore systems personnel. The need s to
effectively integrate information and provide information products to users so as to
minimize reaction time and the probability of human error. A [eading cause of human
error 1s unavailability and/or inadequacy of needed information in an environment of in-
formation overload.
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Environmental interfaces

Componenis  This class of interface is concerned with the system's physical
environment (illumination, noise, temperature, vibration, ship motion, weather effects,
etc.), workspace arrangement, facility layout and arrangement, and environmental
controls.

Design Requirements This class of human interfaces will be optimized by determining
requircments for environments which are within performance, comfort and safety limits,
designed in terms of task requirements with consideration for long term as well as short
term exposures. Criterla also include determmations that facility designs and ar-
rangements are based on what people must do in them; that arrangements reflect traftic
patterns and cargo transfer requirements; that environmental limits comply with standards;
that provisions for environmental protection have been included in the design; and that
biomedical requirements and risk areas have been resolved.

I terms of human error, environmental factors can serve as stressors, subjecting the
human to a level of physical or psychological stress that contributes to the mcidence of
human errors.

Operational interfaces

Components  Operational interfaces mclude operating, matntenance, and emergency
procedures, workloads; personnel skill requirements; personnel manning levels; and
system response time constraints.

Design Requirements The major impacts of operational interfaces are on human error
probability, and safety. Design criteria for procedures address the extent to which
required levels of human performance can be assured given time constraints. HFE
improves the accessibility, content, and orgamzation of procedures by ensuring that the
procedure is complete, correct, clear, concise, current, consistent, and compatible with the
reading/language/skill levels of the users.

Criteria for human workloads include concerns for the impact of workload on human
error frequency, and on manpower requirements. Methods to reduce workloads and
manning include function automation, consolidation, simplification, and elimination.

Requirements for optimizing personnel skill and manning address the ability of humans
to effectively and safely perform assigned tasks under constraints of personnel availability
and capability. System response time criteria impact human error probability.

Organizational interfaces

Components Organizational interfaces include the factors impacting the organization
of system management functions, policies and practices, personnel jobs, and data.

Design Requirements  Criteria for optimization of orgamizational interfaces include
determining that position descriptions are based on functions allocated to the position and
include duties, jobs, responsibilities, levels of authority, tasks, and decisions appropriate
for each position, that assignment of duties and tasks to each position is realistic; that du-
ties and jobs are consistent with those found in existing systems; and that data required to
perform functions and tasks are available, current, and identifiable.

Organizational interfaces can influence human error potential through imposition of
management policies which are at vartance with human performance requirements.
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Components  These interfaces are primarily concerned with communication,
collaboration, and team performance.

Design Requirements HOF objectives in optimizing communications are directed at
improving both the media and the message. Specific requirements for media design
include speech intelligibility and communications device operability. HOF concerns for
the message include message standardization, use of constrained language, controlled
syntax, and restricted vocabulary, methods of coding message priority, and human error
potential in message transmission.

Concerns for collaboration and team performance center around the requirements for
crew resources management with emphasis on team interaction, leadership/followership,
clarity of communications, workload distribution, cooperative problem solving, and tu-
toring.

Cognitive interfaces.

Components  Components of cognitive human interfaces include decision rules,
information integration, problem solving, instructional materials and systems, short term
memory aids, cognitive maps, and situational awareness.

Design Requirements Design requirements for cognitive interfaces focus on design for
usability, and conceptual fidelity. A major cause for human error is the fact that the
human is operating on the basis of erroneous cognitive expectancies concerning what the
problem is, what the system is doing, and how it will respond. In attempting to diagnose a
problem event, an operator relies on expectancies. These expectancies are developed
based on information presented to the operator, his procedures and training, his past
expericnce, design conventions, and, when all else fails, his intuition. Expectancies will
support the diagnosis when the cognitive model that the operator has of the system is in
close agreement with what is actually happening, t.e. has high conceptual fidelity.

Physical interfaces

Components.  Physical interfaces include the physical, structural, and workstation
elements with which the human interacts in performing assigned tasks. Interfaces include:
workstations, control panels and consoles, displays and display elements (screens,
windows, icons, graphics), controls and data input and maniputation devices (keyboards,
action buttons, switches, hand controllers), labels and markings, structural compoenents
(doors, ladders, hand holds, etc.), and maintenance design features.

Design Requirements. The major requircment for the optimization of physical
interfaces is the development of design concepts which are: (1) in compliance with HOF
design guidelines and standards, and (2) demonstrated to be operable, usable,
maintainable, and safc through use of mockups, models, and simulations.

Integration of Human-Machine Interface Requirements

Human-machine interface requirements are integrated through conduct of HOF studies
and through requirements assessment. The assessment of interface requirements will
focus on the extent to which interfaces will address human error potential of specific
functions and tasks, and the extent to which interfaces will support the design of the
system to be error-tolerant.
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8. Human/Organizational Factors in Offshore System Detailed Design
According to McCafferty (1995), in the Detailed Design Phase of an offshore system
design, HOF issues of workspace design, control and display layouts, and c¢nvironmental
factors are addressed.  In this phase the actual design features of human-machine
intertaces are defined, specitied, and developed. The steps to be achieved in this phase are
presented in Figure 4.
The HOF 1nputs to system design and development in the Detailed Design Phase are as
follows:
+ Assistance to designers in incorporating HOF concepts and criteria into the design;
+ Participation in design reviews;
+ Interfaces with vendors;
- Inputs to specifications;
+ Detatled (final) risk analysis;
* HOF inputs to Management of Change (MOC);
+  Design team selection and training;
+ HOF inputs to procurement and contract documents.

The activities to be conducted in this phase are described below.
Conduct of HOF Studies

HOF studies are conducted in support of the development of design concepts and
criteria.  Studies include: Human-Error Likelihood Anralysis; Tradeoft Analysis; and

Modeling and Simulation.
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Figure 4. HOF Activities in the Detailed Design Phase

Error Likelihood Analysis The human-error likelihood analysis identifics tasks and
task sequences which are critical for a systems effectiveness, poilution prevention, and
human and public safety point of view. For each task an identification will be made of the
types of errors which have occurred in existing systems, or which could be postulated on
the bases of human performance requirements. For each error condition an identification
will be made of such factors as: (a) impact of the error on system performance, pollution
potential, human performance, and human and public safety; (b) the factors which impact
error likelihood; (¢) the likelihood that, having occurred, the error can be detected; (d) the
likelihood that, having been detected, the error can be corrected; and (e) the design
features which will contribute to the system being able to tolerate the error condition.

Tradeoff Analysis Tradeoft studies will address the comparison of alternate design
concepts, leading to a selection of an optimal concept.

Modeling and Simulation Modeling and simulation will enable conceptual or actual
performance of human operators and maintainers with aspects of alternate design con-
cepts. In this manner, the potential for human error can be assessed through observation
of task performance.

Define Design Concepts and Criteria for the Design for Operability

System elements which impact human-machine interface design for operability include
workstations, I/O hardware, software, data bases, networks, computation systems, periph-
eral devices, communications systems, and software engineering environments. Human-
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machine interfaces include displays, displayed information, display characteristics, display
formats, integration of displays, labels, wstructions, alarms, symbology and graphics,
decision aids, decision support systems, input devices, data designation and manipulation
devices, controls and controllers, control systems, control and display arrangements,
communications, workspace layout, workspace environment, help features, embedded
training, intelligent tutoring systems, and procedures.

A critical need exists for standardization of workstation human-machine interfaces.
Before such standardization can occur, workstation human-machine interface (HMI) op-
erability issues must be considered. HMI operability objectives include the following:

+ reduce workloads - especially in a system where reduced manning is a system
objective.

+ reduce training requirements and demands - through task simplification, on-line
help/tutorials, and decision aiding.

» reduce operator errors by designing systems to comply with operatoer capabilities,
limitations, expectancies, and requirements, by applying human factors
engineering standards such as ASTM F1166-95a.

« reduce impacts of errors and make systems error-tolerant by enhancing the
detection that an error has occurred, facilitating the ability to correct the error,
and providing design features which enable the system to continue safe operation
after error occurrence.

+ reduce reaction/response time by reducing cognitive workloads and providing
decision support.

+ enhance decision accuracy through decision support.

+ enhance the understanding of the situation - The importance of situational
awareness m offshore operations was cited by Skiver and Flin (1996) who noted
that human errors by Offshore Installation Managers in responding to emergencies
result more so from faulty situation awareness rather than problems with decision
making,

+ enhance overall human performance by addressing human roles and requirements
early in system development, and designing human-machine interfaces in
accordance with ASTM F1166-95a.

Define Design Concepts and Criteria for the Design for Maintainability

Maintainability design requirements include information requirements, design for
accessibility, equipment arrangement to facilitate maintenance, procedures, trou-
bleshooting diagnostics and decisions, skill levels and maintenance training, equipment
design for maintainability, allocation of maintenance responsibility to man or machine, and
requirements for equipment installation, special tools and support equipment, job aids,
communications, facility destgn, and satety design.

The overall goal in applying HOF technology to the design for maintainability is to
ensure that maintenance requirements will be effectively and safely met in systems where
available manpower has been significantly reduced compared to existing systems. Specific
goals of HOF application to design for maintenance include the following:
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a) Reduce the need for maintenance.  The need for maintenance is reduced through
employment of high reliability equipment, and attention to human reliability. The GAOQ
has determined that half of the maintenance requirements in military systems result from
errors on the part of maintainers and operators. A major goal of HOF is the enhancement
of human reliability through reduction of the incidence and impact of human error, and
making systems error tolerant.

b) Reduce the time to repair. Time to repair, time to reconfigure system
components, and time to conduct tests will be reduced through a more usable design,
including use of troubleshooting practices which take into account human decision-making
capabilities, improved matntenance access, simplified design concepts, improved alarms
and annunciators, and improved procedures.

¢) Reduce the incidence and impact of maintainer human error. As indicated
above, human error is the major cause for system failures. HOF methods for reducing
human errors include: the imposition of human factors engineering design standards,
reliance on test and evaluation procedures, such as interviewing subject matter experts,
examination of work samples, observation of task sequences, and use of simulation; and
investigation of critical incidents to understand the dynamics and etiology of human error.

d) Reduce maintainer workload and manning levels required for maintenance
Cognitive workloads are reduced through improved diagnostics, procedures, and decision
ards.  Maintenance manning requirements are reduced through imposition of human
factors engineering design standards, maintenance task simplification, improved design of
human-machine interfaces, improved maintenance information handling, improved
automated test and dragnosis, and maintenance job design/job aids to reduce the need for
multi-person maintenance tasks.

e) Reduce maintainer skill requirements and traiming burden  Skill/training
reductions result from design simphification, procedures improvement, application of ad-
vanced instructional technology, and use of decision aids. Skill requirements will also be
reduced by providing maintenance personnel with expert advice and decision aiding to re-
duce the number and scope of maintenance skills required on board.

By Improve the design for maintenance access Methods for this step include
tmposition of human factors engineering workspace design standards, and development of
models and mockups to assess the accessibility of components and subassemblies for
removal/replacement or in-situ maintenance. A major 1ssue in accessibility is the physical
anthropometry of the maintenance personnel, which can range from the 5th percentile
female to the 95th percentile male.

g) Improve maintenance procedures Application of HOF will improve specific
features of procedures, including accessibility, content, and organization, by ensuring that
the procedure is complete, correct, clear, concise, current, consistent, and compatible with
the reading/language/cognitive skill levels of the intended users.

h) Fnhance maintainer safety and health  This can be done through hazard
identification, design to eliminate or control safety hazards, and design of jobs to reduce
the incidence of health hazards. Since safety is a major concern in achieving a reduced
system manning concept, the HOF program will emphasize the techniques for maintaining
crew safety throughout all maintenance evolutions.
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1) Increase maintainer productivity This step can be carried out by ensuring that
equipment is usable, that workloads are reasonable, that stress associated with the job is
reduced, that the worker is safe, that attention has been focused on the role of personnel
versus automation i the conduct of maintenance tasks, and that the design for
maintainability wili enable workers to work faster with a heightened level of job satis-
faction and personnel safety.

1) Linhance system affordability and reduce life cycle costs Costs can be reduced by
cutting down on costly errors and accidents, reducing system downtime by reducing time
to repair, reducing training time through task simplification and use of on-line dectsion
aiding, and reducing the numbers and skills of personnel required.

Define Design Concepts and Criteria for the Design for Usability

The development of detailed HMI design for usability wilt focus on prototyping HMI
concepts to assess and reduce the risks associated with integrating available and emerging
HOF technologies into a system design approach to satisfy a validated mission need. Test
and evaluation of prototypes will confirm the feasibility of specific design approaches
relative to its ability to satisfy the mission need and achieve mimmum acceptable
operational performance requirements within affordability constraints. Prototyping will be
used to assess cost and performance tradeofts.

The major requirement for a human-computer system is that the interfaces be usable to
the human. In this context usability of a system interface refers to extent to which- (a)
human-computer interfaces have been designed in accordance with user cognitive,
perceptual, and memory capabilities; {b) software command modes are transparent to the
user; (¢) displays are standardized and are easily read and interpreted; (d) the user is
always aware of where he or she is in a program or problem (situational awareness); (e)
procedures are logically consistent; (f) user documentation is clear, easily accessed, and
readable; (g) on-line help 1s available and responsive, (h) the user 15 only provided with
that information needed when it is needed; and (1) the user understands how to navigate
through a program and retrieve needed information.

The importance of the design for usability in software development is evident in that:
(a) the human computer interface comprises from 47% to 60% of the total lines of code;
(b) a graphical user interface accounts for at least 29% of the software development
budget, and (c) 80% of costs associated with the software life cycle (design, development,
tmplementation, and maintenance and operation) accrue during the post-release
maintenance phase of the life cycle, and furthermore, 80% of this maintenance 1s
attributable to unmet or unforeseen user requirements. Therefore, 64% of the life cycle
costs associated with a software system i1s due to changes required to improve the
interface between user and computer

Define Design Concepts and Criteria for the Design for Habitability

Habitabtlity design involves specifying workspace free volume, environmental effects,
traffic patterns, workspace layout, facility compartmentalization, and adequacy of the
design for habitability. The HOF concepts to be developed will address the major user-
machine and user-facility interface issues. HOF concepts will either be developed or will
reflect an assessment of architectural/engineering design concepts from a HOF point of
view. Spectfic concepts will include the tollowing:

»  Compartmentalization concepts - room occupancy and utilization
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+ Arrangements concepts - traftic patterns

+ Accommodations concepts - compartment equipment and fixtures

+ Safety concepts - concepts for hazard avoidance, guarding, or warning

+ Facility maintenance concepts - workspace and access space required

» Equipment maintenance concepts - mainfenance access

* Environmental controf concepts

+ Communications concepts

+ Supply/support concepts
Define Design Concepts and Criteria for the Design for Safety

The development of human-machine interface design concepts and criteria as they

relate to safety will be concerned with identifying, evaluating, and providing safety
considerations or tradeoff studies to tdentify concepts for:

» guarding the hazard

« labeling the hazard

» alarming the hazard

+ training/procedures for
avoliding the hazard

+ designing out the hazard
The effort will entail the review of appropriate engineering documentation (drawings,
specifications, etc.) to make sure safety considerations have been incorporated.  These
activities will extend to reviewing logistic support publications for adequate safety
considerations, and ensuring the inclusion of applicable USCG, EPA, and OSHA require-
ments, verifying the adequacy of safety and warning devices, life support equipment, and
personal protective equipment; and identifying the need for safety training.

Integrate HOF Design Concepts and Criteria
Design concepts and criteria will be integrated through medeling and simulation
efforts which will produce prototypes of the interfaces for selected scenarios.

Define the Impuct of HOF on Safety Critical Systems and Standards

Figure 5 depicts the impact of HOF on safety critical factors. As indicated in this
figure, escalation of an incident or accident can be addressed from the point of view in
terms of four levels beginning with inherent
safety and proceeding through error prevention, and error control, to error mitigation
Error prevention addresses steps to actually reduce the incidence of the error. Error
control involves actions to reduce the escalation of the already committed error such as
detecting and correcting the error. Error mitigation includes measures to reduce the
severity of the conseguences of the error. Mitigation also addresses steps taken to ensure
that the system is ercor tolerant, 1.¢., that the system will continue to operate in a safe
manner until the error condition is corrected.

The tmpacts of HOF on standards are depicted in Figure 6. This figure indicates the
areas to be addressed in the formulation of risk based standards, scenario based standards,
and performance based standards. Risk based standards involve the elements of the
system most likely to be involved in an error situation. These include personnel, the envi-
ronment, system assets, and system production capabilities, Scenario based standards
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include areas where malfunctions can result in errors or incidents, including malfunctions
or incidents associated with organizations, operators (and maintainers), hardware,
software, and the environment. System based standards include the array of actions to be
taken to prevent, control, and mitigate an error situation, as defined in Figure 5.

9. Human/Organizational Factors in Offshore System Verification and Validation
McCafferty (1995) observed that Verfication and Validation serve as a means to

check the design. In this phase, formal assessments and evaluations of human error

potential, and human performance and safety issues are conducted. The activities to be

conducted in the Verification and Validation Phase are depicted in Figure 7.

The activities associated with each HOF step in Figure 5 are described below.

Conduct of Test and Evaluation
The initial step in V&V is to conduct formal development and operational test and

evaluation (T&E). The first activity in this step is to identify marine equipment, systems
and operations which are expected to be high risk from a human error point of view. High
risk situations are those for which human error likelithood 1s relatively high and those for
which human errors, whatever their likelihood, would produce results catastrophic to

human, animal, or environmental safety.
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Figure 6. Impacts of HOF on performance standards.

Once high risk situations are identified, requirements and constraints for HOF
evaluations will be specified. This will begin with an identification of constraints, includ-
ing time limitations, legal barriers to evaluations, and availabihty of data. Requirements
for evaluations include functional requirements, information requirements, performance
requirements, decision requirements, support requirements, and interface requirements.

The next step will entail identification of HOF evaiuation scenarios. When the
requirements for evaluation of high nsk equipment, systems, and operations have been
identified, evaluation scenarios will be described. These scenarios include tasks and test
conditions to be included in the evaluation.

The next step will be to identity HOF evaluation measures, criteria, and data
requircments including the actual data required from the evaluation, and factors
influencing the quality of these data. Data quality factors include data reliability, data va-
lidity, and data accuracy requirements.

Methods and data to evaluate human error potential will be developed to assess: (a)
human error potential due to equipment design including use of design checklists,
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Figure 7. HOF Activities in the Verification and Validation Phase

walkthroughs of operational sequences, interviews with operational personnel, observation
of ongoing operations, and HOF analysis. Data include HOF standards against which
measurements will be compared; (b) human error potential due to procedures design such
as use of procedures/documentation evaluation checklists, walkthroughs, procedures
reviews, and interviews to determine procedure completeness, accuracy; clarity,
consistency, compatibility with skill levels of users, accessibility, usability, readability, and
updateability; (¢) human error potential due to training including use of training evaluation
checklists, interviews with operational personnel, and human factors analysis of training
effectiveness; (d) human error potential due to system manning including use of workload
assessment simulation, walkthroughs of operational sequences with proscribed manning
levels, interviews with operational personnel, observation of ongeing operations, and HOF
analysis of the adequacy of manning levels; and (e) human error potential due to
environmental factors including use of design checklists, walkthroughs of operational
sequences with suitably clothed test subjects, interviews with operational personnel,
observation of ongoing operations in extreme environments, and HOF analysis of the
effects of intense cold, wind, reduced illumination, platform motion effects, slippery
footing, sea spray, and precipitation.

A major problem taced by the HOF specialist in the evaluation of human error
potential in system operation and maintenance is the difficulty in measuring human error
and estimating error probability. Human error estimates can be guantitative or qualitative.
The quantitative approach to human reliability is predicated on the ability to mathematt-
cally predict the probability of error and the impact of design approaches on this
probability. A number of researchers have developed tables of error probabilities for
discrete activities with specific types of human-machine interfaces. The essence of this
approach is that alternate design concepts can be compared based on their calculated
overall probability of error. This approach has several inherent difficulties. First there is
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the difficulty in dealing with the many variables which contribute to the probability of error
occurrence at any potnt in time. These variables include design factors (e.g. panel layout,
relationships among ad;acent controls and displays, adequacy of labeling, etc.), situational
factors (workloads, task complexity, etc.), personnel factors (fatigue, stress, capability
level, etc.), and environmental factors (lighting, noise, etc). Secondly, there is the
problem of measuring error rates. Errors are infrequently occurring events, and the
number of replications of a task required to enable prediction of error probability with any
degree of statistical confidence approaches the astronomical  Any attempt to approximate
error probabilities quantitatively without the empirical data cannot be justified from a
statistical and a practical point of view. Another problem with error prediction is the
difficulty associated with getting system personnel to report errors. Such an approach is
viewed by the personnel as spotlighting their own defictencies or those of co-workers.
Finally, an approach to quantifying error rates is an exercise in overkill since the designer
is not really interested in the actual error probability but only if it represents a problem for
system operation or maintenance.

The approach of qualitatively describing error potential involves determining the
likelihood of error given a set of design, job, personnel and environmental factors. The er-
ror likelihood approach attempts to determuine 1f the fikelihood of error presents a problem
to be addressed in the design of the man-machine interfaces. Tt also addresses the likeli-
hood that, having occurred, an error will be detected, and corrected.

Acquisition of Lessons Learned

Lessons learned apply to lessons from existing systems, and lessons from an emerging
system after it has been implemented.  Lessons learned data include problems expertenced
by the system in the operational environment, and positive aspects of the system which
should be continued in design of future systems. The importance of fessons learned for
human error prevention lies in the ability to obtain data describing near misses. A near
miss 1s a situation wherein an operator either actually commits an error but recovers in
time to avoid adverse effects on the system, or is about to commut an error but avoids it.
Card (1996} cites evidence to indicate that there are 600 near misses for every accident.
For this reason alone, obtaining lessons learned on near misses would be much more
productive in serving to identify problems with systems design than would actual mishaps
owing to the frequency of near misses. The problem with obtaining data on near misses is,
as stated earlier, that 1t 1s difficult to get operators to submit self reports in which their
performance and competence may be called into question.

Prepare HOF Engineering Change Proposals (ECPs)

When HOF problems have been identified either through test and evaluation or lessons
tearned, proposals to resolve the problems will be developed. The development of
solutions involves identifying design changes to eliminate or attenuate adverse effects of
problems. These kinds of HOF solutions include:

« redesign of hardware

» software solutions

+ changes to manning

« training, tutoring, aiding solutions
+ labeling and marking changes

+ instructions or warnings
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modifications to procedures
addition or modification of safety guards

10. Results of the HOF Design Process applied to Offshore Systems  Miller (1996)
concluded that to achieve a successtul ship safety program requires a commitment to a to-
tal HOF program. Only with a total HOF eftort, with HOF design "being an important
and early participant in the design, construction, and operational sequence, can we expect
to reach reduced levels ot human error on our ships that will allow all of us to say of our

effort
B

, well done.” (Miller, 1996).
ut what are the specific results of applying a total HOF program to the design and

development of offshore systems? What are the benefits to be achieved? The overall result
that can be expected 15 a significant reduction in the incidence of human error, and a
decrease in the impact of human errors. Implementation of the HOF design process
described in this paper will result in:

-

reduced human error potential as a function of manning, workload. and fatiguc -
through attention to workloads associated with task sequences in representative and
worst-case scenarios, and design of systems to (a) define the optimal role of the
human Vs automation, (b) reduce cognitive workloads through task simplification,
and (¢) consolidate functions and tasks to reduce fatigue.

reduced human error potential as a function of training/skills - by providing on-line
help, decision aiding, and intelligent tutoring capabslities.

reduced human error potential as a function of procedures - by designing procedures
and user documentation for ease of access, use, update, and cross-referencing.
reduced human error potential as a function of software design - through improved
design for usability.

reduced human error potential as a function of hardware, system facilities,_ and
communications design - the results of applying HOF principles and data to the
design of human interfaces are:

(a) displays which are meaningful, readable, integrated, accurate, current, complete,
clear, directive, transparent, readily associated with control actions and other related
displays, and responsive to information requirements; (b) controls which are
reachable, identifiable, operable, consistent, compatible with expectations and
conventions, and simple to use, (¢) consoles and panels which include the required
control and display functions which are arranged in terms of functions, sequence of
operations, and priorities; (d) procedures which are logical, consistent, straight-
forward, and provide feedback. (e) communications which are standardized,
consistent, intelligible, clear, concise, identifiable, prioritized, and available; and (f)
environments which are within performance, comfort and safety limits, which are
designed in terms of task requirements, and consider long term as well as short term
exposure. HSI design of offshore systems will be in accordance with ASTM-1166
reduced human error potential as a function of automation - resulting from a design
approach wherein complacency and excessive trust in automated systems are re-
duced through improved interaction between automation and the human.
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proved job design, and incorporation of management expectancies into workstation
design.

11. Research and Development Requirements
Specific requirements for additional research and development in reduction of errors
and error impacts in offshore systems include the following:
« development of a standard HOF design process specifically for oftfshore systems, and
integrated into the offshore system design process,
« development of tools and databases for application of HOF metheds and data to oft~

shore systems design;

» research into the role of fatigue and reduced manning in human error potential;

= techniques for making offshore systems more error-tolerant;

- techniques for acquiring data on near misses;

« development of modeling and simulation techniques including models of task
sequences for alternative design approaches; simulation to assess alternative roles of
the human in the system; task analysis approaches which constitute a model of task
performance; and system, subsystem and component design concept development
and evaluation through human-in-the-loop simulation.

+ technigues to define design requirements and concepts for decision support systems.

» techniques to enable the design of human interfaces to overcome the tendency ot op-
erators toward complacency in dealing with automated systems.

= techniques to assess HOF design concepts to reduce human errors in terms of im-
pacts on affordability, risk potential, system reliability and mamtainability, manpower
and training, human performance capability, and human and environmental safety.

« development of HOF measures of effectiveness.
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HUMAN AND ORGANIZATIONAL FACTOR CONSIDERATIONS IN THE STRUCTURE
DESIGN PROCESS FOR OFFSHORE PLATFORMS

Robert G. Bea
Department of Civil & Environmental Engineering
University of California at Berkeley

There are six primary interactive and related components that are involved in the human amd
organizational factors (HOF) refated aspects of achieving acceptable quality during the design phase of
an offshore platform (Bea, 1994):

1) individuals (memberys of the design team),

2) organizations (functional and administrative structures),

3) procedures (ways of doing things),

£) systems  hardware (physical equipment, facilities, structures),

3) environments (complex of climatic and biotic factors, aggregate of social and culiural

conditions), and

6) interfaces between the foregoing

Reason (1990a, 1990b) suggested that latent problems with insufficient quality (failures,
accidents) in technical systems are similar to diseases in the human body:

"Latent failures in technical systems are analogous to resident pathogens in the

human body which combine with local (riggering factors (i.e., life stresses, toxic

chemicals and the like) to overcome the immune system and produce disease. Like
cancers and cardiovascular disorders, accidents in defended systems do not arise from

single causes. They occur because of the adverse confunction of several factors, each

one necessary bul not sufficient to breach the defenses. As in the case of the human

body, all technical systems will have some pathogens lying dormant within them "

Reason (1991) developed eight assertions regarding crror tolerance m complex technical
systems:

1) The likelihood of an accident is a function of the number of pathogens within the system.

2) The more complex and opaque the system, the more pathogens it will contain.

3) Simpler, less well-defended systems need fewer pathogens to bring about an accident.

4) The higher a person's position within the decision-making structure of the organization, the

greater is his or her potential for spawning pathogens.

5) Local pathogens or accident triggers are hard to anticipate.

6) Resident pathogens can be identified proactively, given adequate access and system

knowledge.

7} Efforts directed at identifying and neutralizing pathogens are likely to have more safety

benetits than those directed at minimizing active failures.

8) Establish diagnostic tests and signs, analogous to white cell counts and blood pressure, that

give indications of the health or morbidity of a high hazard technical system.

Research conducted to determine the causes of flaws and errors that occured during the design
process (Bea, 1994) identified the key reasons for the failures shown in Table U
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The single dominant cause of structure design Table I - Key causes of structure design
related failures has been errors  committed, related failures
contributed, and / or compounded by the

organizations that were involved in and with the

designs. At the core of many of these organization - new or complex design guidelines and
based errors was a culture that did not promote specifications

quality in the design process The culture and the | new or unusual materials
organizations did not provide the incentives, values, » new or unusual types of loading
standards, goals, resources, and controls that were « new or unusual types of structures

* new or complex computer programs

required to achieve adequate quality.
« limited qualifications and experience of

Loss of corporate memory also has been

involved in many cases of structure failures. The engineering personnel

painfil lessons of the past were lost and the lessons * poor organization and management of

were repeated with gencrally even more painful engineering personnel

results. « insufficient research, development and
The second leading cause of structure failures testing background

is associated with the individuals that comprise the | * major extrapolations of past engineering

design team. Errors of omission and commission, experience

» poor financial climate, inittal cost cutting

violations (circumventions), mistakes, rejection of
« poor quality incentives and quality control

information, and incorrect transmission of information

(communications) have been dominant causes of procedures
failures. Lack of adequate training, time, and « insufficient ttme, materials, procedures,

teamwork or back-up (insufficient redundancy) has and hardware

been responsible for not catching and correcting many

of these errors.
The third leading cause of structure failures has been errors embedded in procedures.

Traditional and established ways of doing things when applied to structures and systems that "push the
envelope” have resulted in a multitude of structure failures. There are many cases where such errors
have been embedded in design guidelines and codes and in computer software used in design. Newly
developed, advanced, and frequently very complex design technology applied in development of design
procedures and design of marine structures has not been suffictently "debugged" and failures
{(compromises in quality) have resulted.

In general, designer hardware and designer environments have not played major roles in the
majority of structure design failure cases The application of modern building science and ergonomics
in the work place have been responsible for this condition.

Another important concept has developed from these failure cases. This concept 1s that making
the structures stronger or utilizing larger factors of safety in its design is not an effective or efficient
way to achieve sufficient and desirable quality in the structures. Resources are best focused at the
sources of the quality problem which in this case are the humans involved in the structure design
activities.

This is not to say that one should not consider the human aspects directly in the structure
design procedures and processes. Human errors will occur during design, construction, and operations.
One key objective of the design process should be to make the platform structure so that it can better
tolerate such errors and the defects and damage that it brings with it. This is design for "robustness."
This is design to minimize the effects of inevitable human error (fault tolerance).
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Another key objective of the design process should be to make the platform structure not invite
or promote human errors. This is the development of design procedures and processes that will
promote quality in the work to be performed by designers, constructors, and operators of platform
structures (fault avoidance). The design process should promote detection and removal of errors
throughout the life-cycle of the platform structure (fault detection and removal).

This nsight indicates the priorities of where one should devote attention and resources if one is
interested in improving and assuring sufficient quality in the design of platform structures:

1) organizations (administrative and functional structures),

2) individuals (the design team), and

3) procedures (the design processes and guidelines).

QUALITY DESIGN ORGANIZATIONS

Even though it may be the most important, the organization aspects of platform structure
design quality are perhaps the most difficult to define, evaluate, and modify. Because of their pervasive
importance in determining the quality which is achieved in the design of platform structures, some
critical aspects of quality in design organizations will be addressed in this section.

The platform structure design process should be viewed in the context of the multiplicity of
organizations that influence the quality of that process. The organizations and their activities form a
"mega-system” (Wenk, 1986) that should be recognized and addressed These mega-systems and their
organizational components must be understood as "organisms, living systems that relate to each
other "

Studies of HRO (High Reliability Organizations) (Roberts, et al., 1989-1994) has shed some
light on the factors that contnibute to nisk mitigation in HRO (Roberts, 1992) HRO are those
organizations that have operated nearly "error free” over long periods of time. A variety of HRO
ranging from the U. S. Navy nuclear aircraft carriers to the Federal Aviation Administration Air Traffic
Control System have been studied.

The HRO research has been directed to define what these organizations do to reduce the
probabilities of serious errors (Roberts, 1989). Reduction in error occurrence is accomplished by the
following:

1} command by exception or negation,

2) redundancy,

3) procedures and rules,

4) training,

5) appropriate rewards and punishment

6) the ability of management to "see the big picture".

Command by exception {(management by exception) refers to management activity in which
autherity is pushed to the lower levels of the organization by managers who constantly monitor the
behavior of their subordinates. Decision making responsibility is allowed to migrate to the persons
with the most expertise to make the decision when unfamiliar situations arise {employee
empowerment).

Redundancy involves people, procedures, and hardware. [t involves numerous individuals who
serve as redundant decision makers. There are multiple hardware components that will permit the
system to function when one of the components fails.
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Procedures that are correct, accurate, complete, well organized, well documented, and are not
excessively complex are an important part of HRO. Adherence to the rules is emphasized as a way to
prevent errors, unless the rules themselves contribute to error.

HRO develop constant and high quality programs of training. Training in the conduct of
normal and abnormal activities 1s mandatory to avoid errors. Establishment of appropriate rewards and
punishment that are consistent with the organizational goals is critical.

Lastly, Roberts {1992) defines HRO organizational structure as one that allows key decision
makers to understand the big picture. These decision makers with the big picture perceive the
important developing EDA, properly integrate them, and then develop high rehability responses.

In recent organizational rescarch reported by Roberts and Libuser (1994), they analyzed five
prominent failures including the Chernobyl nuclear power plant, the grounding of the Exxon Valdez,
the Bhopal chemical plant gas leak, the mus-grinding of the Hubble Telescope mirror, and the
explosion of the space shuttle Challenger These failures were evaluated in the context of five
hypotheses that defined "risk mitigating and non-risk mitigating” organizations. The failures provided
support for the following five hypotheses.

1) Risk mitigating organizations will have extensive process auditing procednres. Process
auditing is an established system for ongoing checks designed to spot expected as well as
unexpected safety problems. Safety drills would be included in this category as would be
equipment testing. Follow ups on problems revealed in prior audits are a critical part of this
function.

2) Risk mitigating organizations will have reward systems that encourage risk mitigating
behavior on the part of the organization, its members, and constituents, The reward
system is the payoff that an individual or organization gets for behaving one way or
another. It is concerned with reducing risky behavior.

3) Risk mitigating organizations will have quality standards that meet or exceed the referent
standard of quality in the industry.

4) Risk mitigating organizations will correctly assess the risk associated with the given
problem or situation. Two elements of risk perception are involved. One is whether or not
there was any knowledge that risk existed at all. The second is 1f there was knowledge that
risk existed, the extent to which it was acknowledged appropriately or minimized.

3) Risk mitigating organizations will have a strong command and control system consisting of
five elements: a) migrating decision making, b) redundancy, ¢) rules and procedures, d)
training, and ¢) senior management has the big picture.

QUALITY DESIGN TEAMS
There are two primary lines of defense to prevent and / or detect and correct individual errors.

The first line of defense is centered in the individuals performing the design analyses; the design team.
The sccond line of defense is identified as QA / QC. These are activities of those outside the design

team.

First Line of Defense
The first line of defense 1s associated with prevention and mimmization of errors made and not

corrected by the individuals that perform the design processes. The quality of the structural design is a
direct function of the quality of the design team that performs the design. Table II summarizes the key
factors that are need to be addressed to develop a high reliability platform structure design team. Many
of these factors relate directly to the attributes of HRO and risk mitigating organizations.
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Table 11 - Key factors in development of a high reliability design team

Communications Procedures Information evaluation
Personnel sclection Organization Distributed decision making
Tramning Leaderplatform Appropriate operation
Planning Monitoring strategies

Preparations Information seeking, Quality incentives and
Discipiine observations rewards

Quality resources Controlling

Past problems associated with design of platform structures indicates that effective
communications, personnel selection, training, provision adequate resources to achieve the desired
quality, and provision of quality incentives and rewards are essential elements that determine the
frequency and intensity of human factor related problems in structure design.

Communications has been identified as a major human factors problem in many other individual
and team situations. The way in which information is presented, information distortion (biasing), and
the formatting of the information can have dramatic affects on the effectiveness of the communications
within the design team.

The two examples that addressed platform structure design problems clearly identified
personnel selection and training as key issues. Personnel performance characteristics need to be
matched to the job to be done. Attention to the details of normal and unique structural requirements s
an essential performance characteristics needed in structural designers.

Training of design personnel must also match the job to be done. To enhance the performance
of a specific task, the more repetition that occurs, then the lower the likelibood of error. To enhance
problem solving, experience in a variety of tasks 1s needed.

Training of design personnel will be particularly important as an  platform structure design
process is implemented There will be a loss of "feel” during the early phases of applying such a new
design process. If errors are to be prevented or caught and corrected, this intuitive feel must be quickly
re-established in those that will apply the new guidelines.

Training of design personnel to understand the effects of biases and heuristics on their
decisions is important. Decision makers involved in the design of complex structural systems need to
be taught about confirmation bias; the tendency to seek new information that supports one's currently
held belief and to ignore or minimize the importance of information that may support an alternative
belief Rigidities in perceptions, ignoring potentially critical flaws in complex situations, rejection of
information, and minimizing the potentials for errors or flaws result from confirmation bias.

While not a panacea, the importance of continued and effective training of platform structure
designers can not be over-emphasized, particularly as a new platform structure design guideline is
implemented into practice.

A very important aspect of minimizing designer error regards team work. Team-work on the
front lines of the design process can provide a large measure of internal QA / QC during these
operations (Huey, Wickens, 1993). Team-work can be responsible for interrupting potentially serious
and compounding sequences of events that have not been anticipated. It is such teamwork that 1s
largely responsible for "near misses." And, it is for this reason that there are many more near MiSSes
than there are accidents.
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As a result of his work on human errors in the design of non-marine structures,
Melchers (1987) identified seven strategies that can be used to manage the occurrence and
effects of such errors:
|} Education - on-the-job and continuing professional education.

2) Work Environment - open-minded goal-oriented.

3} Complexity reduction - simplification of complex design tasks.

4) Personnel selection - the skills and abilities of the team members must be appropriate for the
type of design to be performed.

5) Self-checking - alertness to spot and correct significant errors made by the individuals
performing the design process.

6) External-checking - provision of tndependent reviews to detect sigmficant errors not
detected by the design team.

7) Legal sanctions - deterrence or sanctions to inhibit negligence and deliberate malpractice
(violations).

Addressing the last strategy, Melchers observed (1986):

"There is evidence to suggest that sanctions may well be effective for premeditated

crime but that in general the effect is likely to be most pronounced on those least likely

to be involved. 1t is reasonable to suggest that few engineers premeditate (o perpelrale

errors, so that the most likely result of excessive threai of legal sanction is

inefficiency, over-caution, and conservatism in the execution of work.”

Second Line of Defense
QA / QC measures are focused both on error prevention and error detection and correction.

There can be a real danger in excessively formalized QA / QC processes. If not properly managed, they
can lead to self-defeating generation of paperwork, waste of scarce resources that can be devoted to
QA /QC, and a minimum compliance mentality.

In design, adequate QC {detection, correction) ¢an play a vital role in assuring the desired
quality is achieved in a marine structure. Independent, third-party verification, if properly directed and
motivated, can be extremely valuable in disclosing embedded errors committed during the design
process.

In many problems involving insufficient quality in marine structures, these embedded errors
have been centered in fundamental assumptions regarding the design conditions and constraints and in
the determination of loadings. These embedded errors can be institutionalized in the form of design
codes, guidelines, and specifications.

It takes an experienced outside viewpoint to detect and then urge the correction of such
embedded errors. The design organization must be such that identification of potential major problems
is encouraged; the incentives and rewards for such detection need to be provided.

It is important to understand that adequate correction does not always follow detection of an
important or significant error in design of a structure. Again, QA / QC processes need to adequately
provide for correction after detection. Potential significant problems that can degrade the quality ot a
structure need to be recognized at the outset of the design process and measures provided to solve
these problems if they occur.

Knoll's study of structure design errors and the effectiveness of QA / QC activities in detecting
and correcting such errors lead to the checking strategies summarized in Table LI (1986).
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QUALITY DESIGN PROCEDURES

There are three strategies that should be considered to develop quality design procedures (Bea,

1694):

» Strategy [ - QA / QC the design procedures and processes (fault avoidance),

« Strategy 2 - QA / QC 1s integrated as a requirement directly in the design procedures and
processes (fauit detection and correction), and

= Strategy 3 - Measures are introduced nto the design procedures and processes that will
minimize the effects of HOE on the quality of the platform structure (fault tolerance).

Strategy 1
Current experience indicates that it not properly developed and documented, a design guideline

can enhance the likelihood of sigmficant errors being made by even experienced structural designers.
These errors can lead to important compromises in the intended quality of the structure. The errors
artse primarily because of the dramatically increased complexity of the design guideline, its similarly
increased "opaqueness” (frequently caused by associated computer software), and the lack of sufficient
training.

Research has shown that the difficulty of a particular task 1s influenced by five primary factors
(Huey, Wickens, 1993)-

1) structure of the task,

2) task goals and performance criteria,

3) quality, format and modality of information,

4) cognitive processing required, and

5) characteristics of the input / output devices.

The more difficult a task i1s made, then the more likely that there will be errors. Those charged
with development of platform structure design guidelines shouid be sensitized to these factors. Design
guidelines should be developed that will minimize the difficulty of the tasks to be performed and
thereby enhance the likelihood of high quality design results.

In the first strategy, the results of this project suggest that a thorough and independent, third-
party QA / QC system should be defined and implemented during the development of an platform
structure design procedure. The QA / QC process should parallel the development of the guidelines.
Due to the importance of such a procedure, as much effort should be devoted to QA / QC as 1s
devoted to the development itself.

Thus first strategy has two primary objectives:

1) help assure technical correctness, accuracy, and completeness, and

2) eliminate unnecessary complexity, poor organization, and ineffective documentation in the

guidelines.

It should be one of the functions of the first strategy to enhance the quality of the design
guideline as much as is reasonable or warranted. The objective 1s to help minimize design team errors
that are caused by errors due to procedures and processes.

Strategy 2
The second strategy is to embody QA / QC directly and explicitly into the design guideline. In

this case, requirements for assuring adequate quality in the designers are spelled out. Checking
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procedures are defined that are appropriate for the particular platform structure. Explicit provisions
are made for the correction of errors committed during the design process.

The qualitative and quantitative methods developed and illustrated during this project should
be implemented into specific parts of the design guideline to identify the specific parts of the guideline
that should subject to QA / QC.

Also of importance 1s the need to be independent from the circumstances which lead to the
generation of the design. This refers directly to the need for independent, third-party verification to
disclose embedded errors and flaws in the design. Research and experience both indicate that given
that 1t is done properly, third party verification is the most effective way to detect potential problems in
the structure design process.

In the author's experience as a marine structure designer, as a manager of marine engineering
design groups, and as a third party verification agent for a wide variety of marine structures (spanning
40 years), 1t unusual that any serious checking of the structure design is performed Checking, QA /
QC, and venfication of the structure design are more what we should do than what we actually do.
This 1s satisfactory when the designs are evolutionary, the design processes well established and
proven, the system is highly forgiving, and experienced engineers are at the helm of the design team.
This is not satistactory when the destgns are revolutionary, the procedures are not well established and
proven, the system 1s not forgiving, and experienced engineers are not at the helm of the design team.

Recently, the author has been involved in investigation of the fallure of a major offshore
platform. The failure occurred during installation of the platform. The roots of the failure were
imbedded in a design ttaw; a failure to address a critical phase of the platform installation.

The design process involved extensive QA / QC. Throughout the design phase, there was a
concerted effort to involve the constructor with the design team, Weekly meetings were held to
identify, discuss, and resolve design and construction problems. There was extensive QA / QC
documentation. A leading Classification Soctety performed "independent" design and construction
reviews. Throughout the project, technical representatives {rom several major otl companies also
performed design reviews.

Given the extensive QA / QC measures, the question was: how and why did the critical flaw
slip through? It 1s noteworthy that one engineer apparently did identify the potential critical flaw. To
this engmeer, "it didn't look right". But, the groups' consideration of the potential critical flaw did not
confirm that it was any problem. As one engineer involved in the checking put it: "no one could prove
that there was a problem”. The group was concerned with other potentially more serious problems,
and in the end, the concern for the potential problem was dismissed. In addition, toward the conclusion
of the design phase, there were substantial pressures to complete the work on time and on budget.
Worry about "unimportant” detatls had to be surrendered.

Could the critical flaw have been detected before the accident? Examination of the evidence by
a group of experts clearly identified that the flaw could have been detected. Close study of the of the
evidence indicates that the flaw was missed for three primary reasons. The first reason was diversion of
attention to "more important problems.” A high consequence factor was not addressed. The second
reason was that the verification and checking that was performed was not "independent” from the
circumstances that resulted in the critical flaw. The attention of the checking efforts was diverted just
as the attention of the design and construction efforts were diverted. The third reason was the pressure
to complete the work on time and on budget. Sufficient resources could not be made available to solve
the problem even though the potential problem could be relatively easily and cheaply solved.

This experience points out the importance of truly independent, experienced, and thorough
verification of potentially high consequence design "details" (Table [1I). The cost of such verification
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and the preventative measures would have been much cheaper than the costs of solving the
construction problem. Every dollar invested in prevention could have saved approximately 2,000
dollars in cure. Not many business investments have such an attractive cost - benefit ratio.

Experience has indicated that results from simplified methods that employ first principles can
play an important role in identifying problems in results from complex methods. Yet, there is often
little "respect” given to such methods by engineers. They feel that complex methods are more reliable
and give more realistic results. Simplified methods can not be expected to develop the details
developed by complex methods. However, sophistication in analytical design methods does not assure
either reliability or realism in results. There is an important need to further develop simptified design
methods that can be used to help verify the fundamental results from complex design analyses

Empirical or experimental verification is needed because of the inherent inadequacies and
limitations of most engineering analytical procedures when applied to design of platform structures.
This is particularty true when it comes to loading analyses, but it also applies to most structure
analyses. The question is the extent of experimental verification that is required. This becomes a
problem in trading off the costs invoived in providing the verification versus the costs involved when
insufficient quality is obtained due to the lack of the verification.

The design guideline should encourage the use of all three venfication procedures as
warranted. Particular emphasis should be given to the requirements for independent, experienced, and
thorough verification of "new designs" of platform structures.

Strategy 3
The third strategy that should be incorporated directly into the design guidelines and their

development regards design of the structure to be tolerant or forgiving of human errors. These human
errors can and probably will occur in design, construction and operation of a platform structure; even
one that has been designed by the most advanced technology available today.

[t is rare to find explicit structure design guidelines that address the need tor obtaining human
error tolerance in the life-cycle of any type of structure. Some have begun to appear, but more work is
needed to develop such guidelines. This is one of the most important areas for marine structures
research.

The results of the MSIP project (Bea, 1993) indicated that there were four general approaches
that should be considered in developing human error tolerant structure design guidelines. These were
design for:

1) damage or defect tolerance (robustness),

2) constructabilty,

3) inspectability, and

4) maintainability and repairability.

The first approach is focused on providing fault tolerance in the platform structure system. The
last three approaches are focused on providing fault avoidance, detection, and removal in the platform
design process.

Structure robustness can be achieved with a combination of redundancy, ductility, and excess
capacity in the structure system. Robustness implies much more than redundancy (degree of
indeterminacy) (Das, Garside, 1991). Fail-safe design is one aspect of this approach (Bea, 1992).

Robustness needs to be placed in those areas of the platform structure that have high
probabilities of damage or defects and high consequences associated with such damage or defects.
Such an approach has been used recently in design of several major offshore platforms (Bea, 1994c).
The approach had major effects on the configuration of the structures.
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Design for constructability is focused on configuration and proportioning the structure to
promote / facilitate high quality materials, cutting and forming, and assembly. Design for inspectability
is focused on the same structure design activities, but this time the objective is to maximize the
inspectability of the platform structure during its operation. Design for maintainabilty and reparability
is meant to direct the structure design engineers attention to the long-term life-cycle phase of the
platform structure. Corrosion management and buckling and fracture repairs are key issues.

All of these design approaches are intended to minimize the incidence of and effects of human
errors that can occur in design, construction, and operation of a platform structure.

Explicit design guidelines should be developed that will adequately address the four major
quality attributes of the platform structure including serviceability, safety, durability, and compatibility.
In addition, structure design guidelines need to be developed that will address the constraints and
issues associated with potential damage and defects in the structure, its construction, its inspection,
and its maintenance and repair.
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Abstract

Most failures in Offshore Fabrication, Installation and Modification Phases can ultimately
be attributed to Human Factors elements and most failures are not mechanically related as
is the general perception of the public. How and to what extent Organisational Factors
influence the Human Factors are at present not very well understood, but the safety culture
and the qualifications of the organisation are prime factors influencing Human Factors.

This paper will assess the benefit of integrating Human and Organisational Factors (HOF)
in the Fabrication, Installation and Modification (FIM phases) of Offshore Facilities.

This will be done by considering the relationship between human factors, human errors
and accidents, organisational aspects, the role of the individual worker, training of
employees, influence of the design phase, specifics of the FIM phases and the
quantification of human errors.



Concluding remarks will be given with respect to the possibility of improved safety with
reduced numbers of accidental losses in the Fabrication, Installation and Modification
Phases of Offshore Facilities.

Note:

It should, furthermore be noted that the decommissioning phase possibly should have been
included as well in the discussion of this paper whereby the paper would cover the FIMD
phases of an offshore facility.
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INTRODUCTION

The coffshore oil industry is a comparatively young industry. It faces unique technical
challenges in a hostile environment. It encompasses large international operators and
government owned companies for whom safety is prime part of their culture and smaller
regional companies. All face the challenge of maintaining and improving safety in an ever
changing industrial environment.

This paper discusses the issues that confront the industry and options for managing the
achievements of a safe industrial environment.

Many offshore projects are unique in their size and complexity and as the industry moves
to deeper waters the complexity previously encountered in the design and fabrication
phases continues into the installation phase of an offshore facility. Furthermore, as the
industry has matured, several of the offshore facilities are in need of considerable
maintenance to continue production. However, when the costs of maintenance exceed the
income from production, funding for necessary maintenance might be deferred at the
expense of reduced safety. On the other hand, an extensive maintenance programme could
involve a safety risk, and that a "cost-benefit” safety analysis might document the
effectiveness of a lower maintenance level.

It should be noted that the word "safety" in the context of this paper covers safety with
respect to personnel, external environment and assets.

Question 1.

What distinguish the FIM phases of an oftshore facility from the FIM phases of an
onshore facility and to what extent do the differences influence the safety and the
accident rates of work related to an offshore facility?

Throughout all activities in the fabrication, installation and maintenance (FIM) phases of
an offshore facility, there is a considerable number of personnel involved from company
management to the persons carrying out the manual work. The behaviour of the personnel
is thus the most important factor with respect to the safety in the FIM phases, and the
"human factor element" in these phases will be thoroughly reviewed in this paper. Of
considerable importance in this respect is the link between the organisation, its safety
culture and the individuals (see also Bea et al, 1996 and Bea and Roberts, 1995).

For fabrication, installation and maintenance of offshore facilities there are certain specific
problems which distinguish offshore projects from onshore projects, such as:

e the large amount of work being carried out in confined areas

+ the uniqueness of working in the marine environment



e differences in specifications from operator to operator
Furthermore, the trends for

¢ increased effectiveness and productivity
e  cost reduction in all phases

. new management principles rewarding outsourcing and use of contractors rather than
company personnel

influence the personnel involved in the FIM phases and further insight into how safety can be
maintained under such climate represents valuable knowledge.

The paper contains a number of questions introducing the discussion of key aspects.

it should be noted that the paper contains a long list of important factors. The key point is
that all these factors ultimately affect the decision making whether of a front line operator
or a manager. See Fig. 1 where the control and monitoring loop for decision making is

presented.
DEFINITIONS

Prior to further discussion, there is a need to state some basic definitions for reference and
clarity:

The terms "human factors” and "human error” are often interchanged in the offshore oil
industry without clear definition as to what is actually meant by these labels. They are
often used interchangeably as general terms referring to the cause of an accident being
related to people as opposed to a technical fault. The traditional definition of "human
factors” is the scientific study of the interaction between man and machine. This definition
has been extended in recent years to encompass the effects which individual group and
organisational factors have on safety (Wilpert, 1995). Human errors have been defined by
Rasmussen (1993) as "human acts which are judged by somebody to deviate from some
kind of reference act ... they are subjective and they vary with time”. These are specific
acts which can cause an accident (see Fig. 2)

Human errors and human factors are usually studied separately and any relationship
between them is usually overlooked. The human factors could, however, be regarded as
those factors which describe the underlying causes and the human errors are the specific
acts which are caused by the human factors and are seen as the immediate cause of the
accident,

The diagram (Fig. 2) indicates that the human factors (which includes organisational,
group and individual factors) causes the human errors which cause the accident.



1.1

ORGANISATIONAL ASPECTS
Organisational Aspects, Safety Culture and Safety Climate
Definition of Safety Culture/Climate

Safety Culture can be defined in terms of underlying belief systems about safety which are
partly determined by group norms and regulatory frameworks.

As defined by ACSNI (1992), safety culture is: "the product of individual and group
values, attitudes, perceptions, competencies and patterns of behaviour that determine
commitment to and the style and proficiency of an organisation's health and safety
management. Organisations with a positive safety culture are characterised by
communications founded on mutual trust, by shared perceptions of the importance of
safety and by the efficacy of preventative measures”.

Safety Climate refers to the perceptions of the current environment or prevailing conditions
which impact upon safety. The safety climate of an installation is a product of the
combined attitudes of the workforce. This 1s more easily measured than safety culture.

Both safety culture and safety climate can be related to the physical environment in which
the system operates, the work environment and features of the work/management system.
To some extent the safety culture will underpin and impact upon the safety climate.

It has been postulated that without a good organisational safety climate to which everyone
contributes, it is inconcetvable that any organisation has a safe working environment
(Donald & Canter, 1993). The organisational climate represents the context in which
behaviour occurs and the basis of people's expectations. It 1s not possible to implement a
safety culture, as the safety culture is a description of the underlying belief systems about
safety. However, it is possible to manipulate the environment by make changes to the
prevailing safety climate, for example, by management allocating finance to safety. By
focusing on the workers' (from all levels of the organisation) group values, attitudes,
perceptions, competencies and patterns of behaviour, it is possible to see where
weaknesses in the safety culture lie. This is a particular difficult area, and much research 1s
currently focusing on the concept of safety culture and climate in order to measure it with
the view to be able to change and improve safety cultures.

Factors Affecting Organisational Safety Culture

Factors found to be related to safety culture are management's’ commiiment to safety,
safety training, open communication, environmental control and management, stable
workforce and positive safety promotion policy (Donald & Canter, 1993). In addition, the
following factors have been found to discriminate between companies in terms of safety
climate: importance of safety training, effects of workplace, status of safety committee,



status of safety officer, effect of safe conduct on promotion, level of risk at the workplace,
management attitudes towards safety and effect of safe conduct on social status (Zohar,
1980).

Production versus safety: where the production goals override safety.

Question 2
To what extent does the offshore industry push production efficiency to a level
where safety is reduced in the FIM phases of a facility?

The pressure for production is a drive from the top level of the corporation, through the
management levels onto the supervisor and finally directed to the individual at the front
line.

Although it is widely recognised that ignoring safety can be more costly than giving it
attention, it is often the case that production is the main focus. With this pressure from the
top, production management are driven to stay on schedule even if it could be detrimental
to safety. For example, maintenance work ts delayed or work 1s continued under severe
weather conditions.

Decisions of whether to continue work in bad weather conditions or to have the
maintenance work completed must be left up to competent operators at the site. This gives
them the responsibility to assess the situation using their knowledge and experience.
However, it does leave room for errors of judgement (Paté-Cornell, 1990).

The pressure to reduce production costs leads in the short term to minimum costs for
design, fabrication, installation and maintenance while long term effects are increased
accidental rates and eventually higher costs.

Resource constraints

Resource constraints are unavoidable parts of industrial life and the engineers and other
workers who are subjected to these constraints must try to satisfy them. This may be done
by taking short cuts without having clear ideas of the influence on the safety. Budget
constraints in the design and verification phases may, e.g. lead to an inaccurate design
which may cause a catastrophic collapse in the FIM phases (Paté-Comell and Rettedal,
1996).

Incentive effects
Question 3
Should incentives be used to cause increased productivity and safety for

personnel and facility in the FIM phases of an offshore facility?

People are influenced by the type of reward structures, thus it is important that the
incentives encourage safe working practices. The safety culture of an organisation can in



part be shaped through incentives. However, if incentives are given to complete short term
production figures, safety could be threatened.

Industry safety professionals are concerned about the fact that safety incentive programmes
do not work as incentives to safe behaviour and that they could be harmful to workforce
safety performance (Krause, 1995). Incentives are the promise of tantible goods in an
attempt to influence workforce safety performance. By "bargaining” with the workforce to
get them to the safety meetings (e.g. by giving them a gift if the attend) it will seem that
the company is trying to buy the workforce's active participation. The incentives may be
unjust, where some workgroups only participating minimally in safety, still get a good
safety performance rating, whereas another group may be actively laying down the ground
work for long term performance, but get a poor performance rating. The "winning" group
gets rewarded for wrong behaviours, and the losers gets punished for doing the right
things.

Incentives can cause major distortions of safety performance measures, where injuries are
not reported. Workgroup peer pressure is an intense motivator not to report injuries.
Pressure from accident - number - conscious managers have been known to bring a great
deal of pressure on medics to underreport the severity of injuries (Krause, 1995). The most
damaging effects of incentives is the message that is constantly sent: that excellent safety
performance is not worthwhile in itself.

Instead of incentives/schemes, ongoing peer-to-peer observations and feedback about
safety-related behaviours could be introduced. Personnel need to be reminded that this
process is positive, anonymous and solely used for accident prevention, so that they are
not anxious about being reprimanded or disciplined for doing badly. Nor are those who are
doing the observation anxious of being perceived as "spies” or "traffic cops”.

Work during the FIM phases is often short term and the contracting companies need to
keep their accident statistics low in order to be re-contracted with the same or new
operating companies. They are going to be vulnerable to using "short-sighted” incentive
schemes.

Time pressures

Question 4
Are the goals and schedules for the FIM phases of typical modern offshore
facilities designed to cause undue time pressure leading to higher accident rates?

Production goals and project budgets set by Corporate Management can be stimulating and
motivating, but if the pressure is too much, people tend to cut corners in order to compiete
the goals in time. In order to cut time, people will carry out more than one task at a time,
which can be managed if the tasks are routine and there are few uncertainties. Generally,
time pressure increases the probability of errors and decreases the chances that the errors



are detected (Paté-Cornell, 1990). To avoid these problems, management must clearly
indicate that safety cannot be comprised under any circumstances.

Organisational learning

Question 5
How can organisational learning be fully implemented in the FIM phases of

offshore facilities?

Some organisations tend to discourage the reporting of mistakes by creating an image of
super performance, making learning difficult for the individual and the corporation.

Personnel are often transferred into different departments or promoted, which makes it
difficult for them to observe the effects of their past actions.

Organisations need systems by which they can analyse mformation about past mistakes and
positive experiences in order to gradually reconcile past actions with actual experience. It
is necessary to record the human and organisational factors which contribute to the cause
of accidents as well as near misses to improve the understanding of how to control

potential hazards.

Paté-Cornell (1990) proposed that the following items be considered for organisations to
improve their statistics:

. ensuring the effectiveness of learning mechanism

. maintaining corporate memory and updating databases

e using"probability” in management processes to improve communication/decision
making

. adjusting scheduling procedures to include uncertainties/delays

. improving feedback to make managers more aware of consequences of their goals

. having project engineers check that the technical changes don't compromise system
safety

Kletz (1994) recommended four ways for organisations to learn from past experience: (1)
recent and old accidents should be described in safety bulletins and discussed at safety
meetings, (2} standards and cedes of practice should contain notes on accidents which led
to the recommendations, (3) a "black book" containing reports of accidents with technical
interest that have occurred should be compulsory reading for all newcomers and for
refreshing memories and (4) accident information retrieval and storage systems should be
used as they contain a wealth of usetul information.

In order to improve organisational learning, feedback from fabrication, operations and
maintenance work to designers is particularly important.



New Trends in the Organisation of the FIM Phases of Offshore Facilities

Question 6
How do the new organisational trends influence the safety in the FIM phases of an
offshore facility?

Present trends in the organisation of FIM phases of an offshore facility involve everybody
in the industry. These trends encompass among others:

e outsourcing, whereby consultants and subcontractors take over work previously
carried out by operators and main consultants or larger contractors

e further use of new concepts like production ships and use of maritime regulations
and traditional ship industry

e further emphasis on economical constraints and time pressure whereby "fast track”
projects are the key to successtul project economy with early oil production as the
result

e use of functional rather than prescriptive requirements

e new contract strategies, e.g. partnering involving close working relations in

integrated teams where the role of Company and Contractor becomes less distinct

. extended emphasis on fast track projects, necessitating early contractor involvement
for the benefit of increased interphasing but at the expense of more time pressure

. further use of lump sum contracts where contractors take increased risks for financial
success.

. transfer of "old" leases to smaller operators with limited technology base
. further use of smaller contractors (in particular in the modification phase) who
cannot demonstrate the same commitment to safety as the larger and more

experienced contractors

reduced independent verification work and spot checks

Human Factor Issues in Alliances between Companies

Alliances are about companies working collaboratively rather than adversarially. The
companies in an alliance work together towards a shared common objective. Decisions are
taken on what's best for meeting the shared objective rather than on what's best for



individual companies. The alliance agreement between the companies is so set up that they
all benefit if the shared objective is met or exceeded and they all can lose if the objective is
not met (i.e. the aim is to have a "win win" for all the companies in the ailiance).
Problems within the alliance are worked out jointly rather than by recourse to contracts
and law. Benefits from collaborative working can include:

. Reduction in wastage of resources and money incurred in adversarial working

. Provision of an environment were extraordinary performance can be achieved by
reducing costs, faster completion of projects, added value, improved quality and
improved safety.

The people from the different companies in an alliance work together as a team, preferably
located in the same place. The performance of the alliance in achieving its objectives
depends crucially on how the people work together. When an alliance 1s set up, it can
involve constderable change in the way people have to work. It can be assoctated with
severe restructuring in at least one of the companies involved. Thus all the HF issues of
managing change are applicable. When an alliance is formed several teams need to be set
up which include people from all the companies involved. These team can include:

e An alliance steering group made up of very senior managers from each of the
companies.

. A management group, made up of managers from each of the companies, which
directs the day to day work of the alliance.

. Project teams, with members from each of the companies, which actually do the
work of the alliance.

Each of these teams must work effectively to enable extraordinary performance to be
achieved. Thus all the HF issues of leadership and building high performing teams are
applicable. They are complicated because the team members come from different
companies. The people from each of the alliance companies bring with them the "culture”
and "baggage" of their own companies together with the "baggage" of their own life
experiences. An alliance builds its own "culture” which may or may not include elements
of the "cultures” of the alliance companies. Characteristics of alliances which are working
well include:

. High degree of openness between the people
. Free flow of information between the people

. High levels of trust between the people



In the course of building the alliance team, managing the change etc., many HF-related
things need to be done, including:

. Building shared visions and objectives which are accepted by all the team members
. Building commitment to the shared objectives and to collaborative working.
L Building a feeling of responsibility for achieving the objectives.

. Getting people to challenge their existing beliefs and be open to the possibility of
working differently to achieve extraordinary performance.

. Getting people to understand the needs and backgrounds of the people from the other
companies with whom they previously had adversarial and arms-length relationships.

. Building a feeling of empowerment among the team members.

Addressing openly the hopes and fears of the people involved.

These "team-building” interventions can take many forms: "awaydays” or "awayweeks",
seminars, workshops, training in collaboration, etc. People who have normally worked
adversarially cannot easily adapt to collaborative working - they need to be helped through
training and coaching. External facilitators seem to play a crucial role i these
mnterventions, and in some cases external facilitators are employed continually in the
workplace where they coach teams in collaboration, in finding innovative ways of doing
things and in reminding everyone of the shared objectives.

1.2 Management Aspects
For a general discussion of the effect of management factors on human behaviour and how

the effect can be modelled in risk analysis, see Murphy and Paté-Cornell, 1996.
Management's commitment to safety for personnel

Question 7
Do the managers of the oil companies and contractors communicate the message

of commitment to safety in the FIM phases of offshore facilities?

In order to have a positive safety culture, management need to be committed to safety. For
workers to believe that management are committed to their safety, the following areas of
safety need to be addressed:

Safety equipment - Often when there are financial or time restrictions on a job, basic safety
equipment (such as gloves) is ignored, although equipment needed for a job is put onto the
next shipment. In some situations, safety mmprovements are only made after an incident



occurs. Under this area the role of a tidy working environment to avoid, for example,
tripping hazards would be emphasised.

Contradictory safety standards - As the workioad increases, standards of safety are often
the first to be lowered. Tt is possible that workers are instructed with regards to safety
matters prior to the FIM phases, but are given contradictory instructions when the
workload increases, causing safety to be given less priority during the FIM phases. It is
important for management to have consistent safety standards in order to show their
commitment to safety.

Accident Reporting - The focus is often put on low accident statistics rather than on the
welfare of the work force. In some situations, accident statistics are massaged to make
them appear lower than they necessarily are. However, those who work on the project are
generally aware of the true accident frequency or standard of safety and are likely to
perceive this false pretence as a lack of commitment to satety by management. In addition,
false reporting is likely to damage worker's safety motivation and their respect for
management. Further to accident reporting, near miss reporting should also be urged.

Role of Safety Officer - If the safety officer is given credibility and authority from
management to oversee safety, they are more likely to aid in the improvement of the
project’'s safety. However, it can be the case that when jobs are being undertaken which
are critical to the flow of the FIM phases, the safety offtcer is not asked to participate in
that particular job, as any hindrance caused by safety enforcement may defer the
accomplishment of the task. In this case workers see the job of the safety officer as
focusing mainly on minor safety infringements, such as not wearing safety glasses. Such
obvious blindness to possible major safety problems would be seen as management being
hypocritical and lacking commitment to satety.

Management Style

Humanistic approach to management which focuses on more regard for personal and work
problems has been found to be a more effective method. Training in better
people-management skills is required.

Openness of management - Senior management are often seen as unapproachable and
distant by workers.

Loyalry - The loyalty of management to the workers is determined in numerous ways: job
security, wages/salary, pension scheme, shift rotations (e.g. 2 on/2 off), holidays,
Christmas/New Year holidays, offshore allowances, helicopter flights, schedules, money
allocated to catering and accommodation environment (recreational facilities, etc.).

Regular appearances of management on shop floor - as the workload and workforce
increases as in the FIM phases, it is more difficult for management to make regular



appearances to all work sites although such appearances increase the morale of the work
force (Peters, 1989).

For aspects related to the management's role, see also Paté-Cornell and Bea, 1992.
Communication

Question 8
How can management ensure the necessary communication in the organisation
during execution of the FIM phases of an offshore facility?

Errors can occur from problems in communication, where the necessary information has
not been gathered, and where communication channels don't exist or don't function. This
may be because of unreliable procedures, failure of the communication equipment, lack of
informal communications, or deliberate retention ot information (Paté Cornell, 1990).

[t is important that management open up communication lines, by actively encouraging
employees to report near-misses, and to correct improper work habits rather than ignoring
them.

Problems of information flow

It is also a common problem that redundant information is provided, that irrelevant
information is provided, and that relevant information is mis-represented or 1gnored
(Paté-Cornetl, 1990). Organisational boundaries are often communication barriers.

Personnel

High turnover of staff is considered a safety risk, as personnel may not have the necessary
level of understanding of the system which is particularly important when the system is
pushed to its limits - selection of personnel is in this respect very important.

Group Factors

Question 9
How does positive identification with other project members affect the FIM

phases of an offshore facility?

There has been much research into group factors in the aviation industry. This research has
been aimed at the flight deck crew where the relationship between crew members in the
cockpirt are studied (David, 1996). Factors which were found to affect safety performance
included how clearly they understood their roles and responsibilities, how assertive they
were with other more senior members of the flight crew and whether there was openness
and trust within the crew as well as their attitudes to communication {(Flin, 1995).



It is possible that similar group factors are as important on an offshore facility project as
they have been found to be in the aviation industry. For employees to work safely and
efficiently, it 1s necessary for them to work as part of a team regardless of their position in

an organisation.

1.3 Supervisor's Role

Question 10
What is the supervisor's real role in today's offshore industry, in particular in FIM
phases of offshore facilities?

The issues: The supervisor has been identified as a key individual in industrial safety. As
early as 1931 Henrick stated: "The supervisor or foreman Is the key man in industrial
accident prevention. His application of the art of supervision ... is the factor of greatest
influence in accident prevention” The main Supervisory skills required to encourage safe
working include: instruction, guiding, coaching, developing workers talents & abilities,
praise for working safely and setting a good example. The supervisor provides in-house
quality control of the worksite and the jobs performed by the group he manages.

Methods of Communication - used by supervisors mclude: e.g. tool box talks, site visits,
job assignments & clear directions.

. Tool box talks - are an important part of the job which involve discussing the best
methods of carrying out the task and problems that could arise and how they should
be solved. However, when the workload increases (in the case of FIM phases), the
first method of gaining time is to shorten the tool box talks or to discard them
altogether. Often supervisors in the FIM phases are supervising large numbers of
persornel (up to 20 in some cases) and it can be an impossible task for them to get
around to each work group prior to the start of the job. This may result in the tool
box talk occurring halfway through the job or in the worst case not at all.

. Worksite visits - In addition, if supervisors have a high workload due to the number
of workers they have to supervise, they are less likely to visit the worksite. In some
cases, crews may only be visited once in a shift. Infrequent worksite visits often
means that the supervisor has poor information of the work that has been carried out,
leading to handovers which bear little or no resemblance to the actual worksite or
amount of work which had been completed. Administrative duties can often prevent
them from visiting the worksite more frequently.

. Relationship with workers - often there is not enough time for supervisors to build up
a relationship with their crew members which can be detrimental to the safe
completion of the job. When workers get on better together, they are more likely to
be effective/efficient.



Responsibilities - Supervisors need to be given the freedom to make decisions as to
whether a job should go ahead as they are the ones who know the details surrounding the
job.

Planning - There is a need to give supervisors time to plan their work more carefully in
order to reduce time pressure.

Risk communication - Risk communication should be a two-way process, with information
moving from one organisational level to answer. Planners, designers and managers need to
be the target of risk communication companies - as they are involved in more conscious
risk evaluations as opposed to those at the "sharp end”, who are carrying out most of their
activities at an automatic, pre-attentive level where there is less capacity for the conscious
consideration of risk (Wagenaar, 1992). However, other researchers believe that hazards
and risks are often identified and controlled most effectively by those involved in the work
tasks by a process of constant monitoring or "risk evaluation from below” (Moore, 1991).

Focus on productivity - If senlor management are putting pressure (not necessarily
explicitly) on supervisors {0 get a job done, this pressure gets put onto the worker who has
less time to complete a task. The focus needs to be put on safety as well as productivity.

Temporary promotion - Workers may be taken from their usual responsibilities during FIM
phases and temporarily promoted to a position of supervision (chosen on knowledge of the
platform, rather than supervisory potential). These individuals are unlikely to have
supervisory experience which may lead to the job being poorly supervised. Since these
individuals have taken on new responsibilities, some activities which they did prior to their
promotion may no longer be performed. In addition, a lack of confidence in their own
decision-making abilities due to being recently promoted without much training may cause
supervisors to be more reluctant to stand up to senior management or to make their own
decisions, e.g., they would rather request that a safety adviser make the deciston to stop a
job, relieving themselves of this responsibility.

1.4  Working Environment

Housekeeping - Working in a poorly kept environment is bound to lead to more accidents.
This is particularly true in the case of slips, trips and falls, since poor housekeeping
increases the workforces exposure to slipping and tripping hazards. As there is an increase
of work and left over materials during the FIM stages (particularly during moditications)
there is a need for an increase in staffing (such as general assistance) to help clean up the
site. Furthermore, it should be noted that good housckeeping is a visible indication of rule
enforcement. This is why some safety management auditors took to housekeeping.

Density of workers - During FIM phases there are often too many workers located in the
same area. As every job is priority, personne! often are expected to work round each
other, in confined spaces with other workers.



Procedures - 1t is not always possible to follow procedures. In the situation where
procedures cannot be followed in order to complete the job, the use of procedures in
general can be undermined.

1.5  Accident Reporting
Reporting Routines for Accidents and Near-misses

Question 11
How should accidents be reported in the most useful way in the FIM phases of an

offshore facility?

One of the aims of reporting accidents is to learn from past mistakes, thus improving the
work environment for the future. It 1s, furthermore, mmportant that not only incidents
resulting in injury and property damage are recorded but also near-misses. It is important
when conducting an investigation that those who are involved in the incident are not
blamed for it, rather emphasis should be put on the importance of accident reporting for
prevention of accidents in the future. In particular in the case of near-misses, anonymous
reporting may increase the frequency.

HOF Content of Accident Reporting Forms

Research (Gordon, 1996) into HOF Accident Causation in the UK offshore o1l industry has
shown that the majority of companies use HOF to categorise accidents, although it is not
required by legislation. The majority of UK companies use the ISRS (International Safety
Rating Scale) to code accidents.

A study investigating the HOF causes of accidents (Gordon, 1996) found that out of 30
companies, 64% used the 4 basic "Personal Factors” categories (from ISRS) in their
accident reporting forms: 1) capability, 2) knowledge + skill, 3) stress and 4) improper
motivation. Of the other companies, 16% had additional items under each of these
headings and 20% had no Personal Factors (see Appendix I).

Of the 30 companies, only 34% had the basic "Job Factors” codes (organisational ,
management, supervision and task factors) (Appendix I), 12% had additional Job Factors
codes and 54% had no codes to categorise accidents in terms of their job factors. In
addition to the underlying causes of the accidents, coding of the tmmediate causes of
accidents are listed under the majority of UK reporting forms. These include items such
as: used equipment improperly. working at improper speed, lack of attention and
forgetfulness.

It is suggested that human factors content of accident reporting forms should include (Fig.
3) (Gordon, 1996):



*  [mmediate Causes - Would include human error categories such as, action, checking,
retrieval, transmission, diagnostic and decision errors

¢  Underlying Causes - Would include human factor categories such as, Organisational,
Group & Individual Factors.

- Organisational Factors: company policies, standards, systems &

procedures.
- Group Facrors: management weaknesses, supervision & crew factors

- Individual Factors: knowledge, perceptions, stress & motivation
2. THE ROLE OF THE INDIVIDUAL WORKER

Question 12
How can it be ensured that the individual worker contributes in the

most effective way to safety in the FIM phases of an offshore facility?

Human Errors made by individuals at the "sharp-end” (i.e. those who actually carry out
the task) are usually observed as the initial cause of the accident. However, these errors
usually have underlying causes, such as lack of training, which need to be addressed.
When considering possible problems with persons, the following aspects should be looked

nto:

. The capability of the employee: in terms of their knowledge and skills, experience,
training and qualifications to carry out their job.

. Aspects of their job: whether they are overworked, bored or frustrated with their
job. Whether there is a mismatch between the capability of the individual and the
demands of the job, or if there have been any changes in the job description. The
job factors may include the following items which can be deviated by
supervisors/management:

Level of responsibility - given a suitable level of responsibility for making decisions
of routine operations.

Clarity of the job - unclear job directions leads to unsafe work
Timepressure - encourages workers to save time/effort by taking short cuts

Co-worker support - workers are more likely to work etfectively il they get along
with each other and are encouraging each other to continue to work safely.

Motivation in the job - bored, frustrated, conditions of the work (e.g. a very dirty
job), lack of incentives, inappropriate peer pressure and aggression can lead to



people acting unsafely. Conversely, appropriate peer pressure can lead to people
acting/working more safely.

Workload - if the workload is increased, this can lead to workers cutting corners and
lead to a reduction in safety monitoring. Safety procedures will often be broken
numerous times before negative consequences are realised. Employees are thus seen
as more productive at no extra cost and are rewarded for such behaviour.
Management needs to highlight the cost of accidents and convince workers that
effective performance is important, rather than hasty performance.

Length of job - because workers during the FIM phases know that it is just a short
term job and that they are not going to be out there for long, workers pay less
attention and care less about their environment,

Job Security & Morale

Morale - the relationship between morale and accident involvement is complex and it
is unclear of how strong the relationship is and whether accident involvement affects
morale or whether morale affects accident involvement. However, 1t seems that
there could be a link between low merale and an increase in the number of accidents,
furthermore, if you highlight the positive, morale will generally be higher.

Job security - workers who feel insecure about keeping their job may try and obtain
some conirol in their situation to try and secure their job by becoming more
productive, which may comprise their own safety (e.g. by cutting corners). This
behaviour may pay off in the short term, encouraging them to continue breaking
procedures until an accident occurs. Workers who feel insecure about their jobs are
less likely to report accidents or safety problems, so as not to look bad. In addition,
job insecurity can lead to stress (see below) and low morale.

Stress

Stress - fatigue, personal problems, frustration, monotony, exposure to hazards &
extreme temperature. Research on work-related stress in the offshore oil industry has
been carried out in both the Norwegian Sector of the North Sea (Hellesoy, 1985;
Ruudmo, 1992) and the British Sector (Sutherland & Cooper, 1986, 1991;
Sutherland & Flin, 1991). See Flin & Slaven (1996) for a review of this research.
The Norwegian research by Hellesoy found that heat, noise and ventilation were
judged as the most unsatisfactory aspects of the work environment and concerns
about events at home was the most prevalent personal worry. Depression and
loneliness affected 8 - 10% of the crew. Rundmo (1992) found that occupational
stress played a critical role with regard to workers well-being, feelings of safety, job
performance and accident involvement. The UK work by Sutherland & Cooper



(1986, 1991) showed that offshore workers had higher levels of anxiety than the
general population and were less satisfied with their jobs than their onshore

counterparts.

The top three stressors were financial (lack of paid holidays, rate of pay, pay
ditferentials between operating and contracting staff). Levels of stress associated with
relationships at home and at work were found to predict both job satisfaction and
mental health. They also found that those who had been accident victims reported
reduced mental well-being and lower job satisfaction. A follow-up study indicated
that the principle factors perceived as potentially stressful by otfshore workers were
underestimation; home-work interface; career prospects and reward; safety and
insecurity (Suthterland & Cooper, 1991).

TRAINING OF THE EMPLOYEES FOR THE IFIM PHASES OF A PROJECT

Approximately 90% of all on-the-job accidents are the result of unsafe behaviours.
Because many tasks require full attention, workers may habitually move their hands, feet,
or torso in unsafe ways without even realising it. These habits, behaviours engaged in so
routinely that the individual becomes unaware of them, are a major factor with regard to
accidents. In order to reduce these types of accidents and raise the level of workplace
safety, Behaviour Based Safety Methods attempt to modify work activity behaviour. Since
behaviour is something which can be observed, it can also be measured and managed. This
behavioural approach considers correct work behaviour awareness to be the most
important part of workplace safety. Over time, the reinforcement of these safe behaviours
over unsafe behaviours will result in a decrease in the accident rate.

This approach differs from the efforts which typically focus on reacting to accidents which
had already occurred. The behavioural approach is proactive in that it tries to identify
safety needs prior to the commencement of work by use of proper traming and behavioural
awareness. This requires personnel to participate in activities which promote employee
involvement, proactive, and behavioural awareness. By designating workers as active
agents in the use of preventive measures to avoid accidents, this approach is a means of
empowering the workforce.

Behaviour Based Safety Methods, (BBSMs), which are "Training” elements of Human and
Organisational Factors (HOF), were successfully used during the fabrication phases of the
Mars Tension Leg Platforms (TLP) for Shell Offshore. Inc., (SOI). A management
"Safety Performance Monitoring System” was implemented for the entire Mars project.
The purpose of this document was to provide an accurate, timely, and fit-for-purpose
process to monitor the safety performance of the project and Management involvement was
necessary as it is a key to any successful safety program. SOI and three major contractors
chose BBSM as the principle safety tool for a major portion of this 100,000 BOPD TLP.
BBSMs were subsequently implemented at three major fabrication sites. This effort
directly impacted a combined workforce of over 1400 employees.

This paragraph provides a brief summary of the development of the methodology while the
details of the implementation and the results are given in Appendix II.



Behaviour based safety methods overview

Question 13 a

What are the benefits of the BBSMs as compared to other methods to reduce number
of accidents in FIM phases of an offshore facility? Note that this process focuses on
the positive aspects of a job. People will talk about their successes more freely than
about accidents or near misses.

Question 13 b

Should a c¢lear recommendation to utilise the BBSMs in the FIM phases of an
offshore facility be given? Or should the BBSM process be suggested as an
alternative method such that management could see the benefits in order to start
the process for their projects.

There are a number of major tasks involved in the development, training, implementation,
and analysis of a BBSM system. These include:

Development - The BBSMs are made up of Behavioural Safety Processes, (BSPs), which
should be employee designed, implemented and driven. In order to obtain acceptance of
this program, the design of the processes should be generated by the same personnel who
will subsequently adopt these processes. Safety must be the responsibility of each person in
the organisation. The skilled worker has substantial knowledge about related work
processes and, therefore is in the best position to provide input on applicable safe
behaviours. Thus, rather than applying a long list of behaviours provided by outside
"experts”, a process development team consisting primarily of employees should be
established and tasked with all design and implementation concerns associated with the
BSPs. Behavioural Safety Processes which reflect the current work culture within the
respective organisation must be developed. These processes will typically include the
following:

Development of the workforce safety survey - The purpose of the safety survey is

to evaluate the existing safery culture within the organisation prior to

implementation of the BBSM. When used in conjunction with subsequent

surveys, the results can be compared to provide a measure of attitude change in

the personnel and to evaluate the effectiveness of the BSPs. The survey should

allow the respondents to make note of strengths as well as places where

improvements should be made as it addresses the three following subject areas:

Communication - measures the general sentiment of respondents regarding
their views on the quality and ease of communication among the workforce
(between co-workers and between workers and supervisors).

Commitment to Safety - gauges the general sentiment of respondents
regarding whether workplace safety is consistently held as a primary
objective by management, co-workers, and the respendent.



Behaviour and Training - reflects the general sentiment of the respondents
regarding their views on whether their behaviour impacts the level of
workplace safety and the sufficiency of the training they have received.

Correct Behaviour Inventory (CBI) Development - Safety performance standards
are necessary to identify behaviours that define safe perfermance. These standards
are also to be used as a means of monitoring the status of safe performance. The
Correct Behaviour Inventory is a safety performance standard and consists of
behavioural items necessary to accomplish daily work activities. The items listed
in the CBI should be observable in order to facilitate measurcment through the
observation process. However, the level of detail of each activity will depend
upon  how thorough the CBI is to be. A consolidated CBI will require that items
be somewhat generic in form in order to apply to a broad range of activities.
Personnel interviews are typically used during this peried in order to gather
information on the behavioural items.

Observation Card Development - Another safety performance standard, this card
is to be used to track the work behaviours of the related personnel. This card must
be designed to reflect the work behaviours listed in the CBI by providing buzz
words which represent various behaviours in each safety performance area. The
card is also designed to ailow personnel the opportunity t¢ make suggestions and
to add feedback during observations.

Unsafe Condition Sheet Development - This sheet is used to assign accountability
to identified unsafe conditions.

Recognition Program - Since BBSM is intended to shift focus from incident rates to that of
behaviours which prevent accidents, the typical "Incentive” program is not applicable to this type
of process. A recognition program should be developed based upon the observed performance.

Training - Once the BSPs have been developed, prior to implementation, both the hourly
workforce and management must be trained in their use. Training typically consists of an overview
of the BSPs and the observation process. The training should involve:

Formal Observer Training Classes - The observation process is the mechanism
which drives the Behavioural Safety Process by providing proactive data of
current safety trends. The objective of observers is to assist co-workers in
maintaining the highest level of "safe behaviour” possibly by observing work
behaviours and providing positive reinforcement through feedback. Initially, 10%
of the workforce should be trained to be observers. In conjunction with this
training, role playing and tield observations are performed to assure proper
observation procedures and effective feedback delivery.

Management Involvement Training - Management support of the program is
critical if the process is to succeed. Also, the use of observer training for
superintendents can actively involve middle management in the daily workings of
the BBSM process.



Workforce Awareness Training - While the workforce in general does not actively
participate as observers, they all have the potential of randomly being cbserved

and therefore, all personnel should be trained and informed of the processes
involved with BBSM.

Tool Box Meeting Training Sessions - Tool box meetings allow workforce safery
concerns to be addressed on a weekly basis. 1t allows the workforce and observers
to obtain timely answers to questions concerning safety and the observation
process.

Implementation - Initial success of the BBSM is directly related to involvement and
support of both the workforce and management during this implementation.
Implementation should consist of:

The required observation process

Soliciting feedback regarding safety and the observation process
Establishing "buy-in" for the process

Reliability checks for the observation process

Reviewing progress and performance data with the workforce

Analysis - In addition to the noted Workforce Safety Surveys, all observation data must
also be processed and analysed. Observation cards report safe "S" and unsafe "U"
behaviours. One card is used per observation and if any task is marked unsafe, the card is
rated as unsafe. The total number of "safe" observation cards are then divided by the total
number of cards in order to calculate the "% SAFE behaviour". The resulting quotient is a
measurement of the amount of safe behaviour in the workplace.

Software can be used to track the overall % SAFE activity; % SAFE activity in each
safety performance area; in need of improvement; feedback participation; and overall
observer participation. This data can provide feedback at weekly toolbox meetings and in
monthly progress and performance reports which can be used to establish goals and
develop action plans for addressing areas in need of improvement. These reports are
typically distributed to the workforce and management to assist them in their efforts of
continuous improvement, which is a core value for SOL.

INFLUENCE OF THE DESIGN PHASE ON THE FIM PHASES

Question 14
What factors should the engineers involved in the detailed design of offshore
facilities be aware of to mimimise the human factor element in the FIM

phases of an offshore facility?



It is appropriate to discuss some matters as to how the work in the design phase influences
the safety of the FIM phases. In particular, it should be stated that the design phase
{including conceptual and detailed design) represents the phase where the decisions about
the concept and detailed arrangement are being taken. Thus, an undetected error in the
design phase (Ferguson, 1993) might propagate into large errors in the FIM phases of the
offshore facility. Risk analysis of the design phase could be carried out (Trbojevic et al,
1995), but in most cases careful independent verification will be sufficient in the design
phase (Paté Cornell, 1990). In this respect, review routines as well as systems and
technical audits carried out by the operator will be helpful.

Furthermore, it should be recognised that safety for workers throughout all subsequent
phases should be designed into the facilities.

Of particular importance for later phases is the incorporation in this design phase of
"fabrication friendliness” and "fabrication efficiency” through fabrication studies (as well
as ergonometric studies related to the operations of the facilities) and constructability
reviews. A "fabrication friendly"” concept can be fabricated without delay more so than a
facility which is very difficult to fabricate. Some of the large concrete platforms have for
example been very difficult to fabricate (e.g. the Hibernia structure) causing costly project
delays.

Furthermore, the facilities must be designed such that the installation phase represents
minimum risk to personnel involved. In the instailation phase, human errors which relate
to making decisions, for example exceeding a weather criteria, could represent possibilities
for large accidents. The weather criteria for carrying out the different tasks in the
installation phase should therefore be decided in the design phase of the project. This will
also make it possible to determine a more realistic schedule for the installation phase
(Brabazon et al., 1996).

In the design phase, it is furthermore necessary to assess the future modification phase of
the facilities in order to make the facilities easy to maintain and modify. If possible, large
equipment should be easy to exchange for later modifications of the platform.

Similarly, feedback from fabricators, operators and maintenance is important to improve
the goodness of the design.

5. SPECIFICS OF THE FABRICATION, INSTALLATION AND MODIFICATION (FIM) PHASES OF AN
OFFSHORE FACILITY

While the other chapters of this paper are more general, the specifics of the FIM phases of
an offshore facility will be summarised, possibly with reference to the chapters where
further guidance is given.



Contract Format and Contractor Selection

Question 15
How can the human factor element eftectively be incorporated in contract format and
contractor selection for the FIM phases of an offshore facility?

A contract for the FIM phases of an offshore facility must include HOF requirements by
fitting the contract to minimise problems. this can e.g. be done by reducing pressure for
productivity and by reducing possibility for schedule crash causing stress and fatigue of
workers.

The selection of contractors to carry out the work is very important. Emphasis must be put
on contractor's experience, competence and safety record as on price and schedule. The
newer contract models used (see Chapter 1.5) emphasise the need to carefully review the
human factors element of the contractor's organisatton. Furthermore, careful
prequalification and selection of contractors and their subcontractors by reviewing their
HOF commitment is important.

New Projects vs. Modifications

Question 16
Should "safety benefit analysis” be recommended prior to modifications of

offshore facilities?

For new projects there is a possibility to start afresh and incorporate the appropriate human
factors elements in the early planning. For modification projects one has to work on what
is already installed and the conditions for the workers could only be changed to a limited
extent. It is, however, even more important that past experience is incorporated into this
phase and therefore company and contractor must involve highly experienced personnel in
modification of offshore facilities. This fact should also influence which contractor is
chosen for this job.

Furthermore, a "safety benefit analysis" should be carried out prior to upgrading projects
to assess whether the upgraded/modified factlities are sufficiently safe to warrant a major
modification activity where the risks of accidents would normally be higher than during
normal operations with the facility "as is". Of particular concern are un-engineered field
modifications where proper design and planning are lacking.

Company In-house Experience

Question 17

Is the trend to reducing own staff and in-house experience in oil companies and
contractors coming 1o a level where negative safety consequences can be
encountered in the FIM phases of offshore facilities?



Company's in-house experience in selecting technology, contract format, contractor and
implementing safety climate in the FIM phases of an offshore facility will largely influence
the project. Many companies are at present reducing their staff of experienced engineers
and supervisors with the possible consequence that human errors might be more likely in
future FIM projects than in the past. The trend could be alarming and management should
watch the trend carefully.

Specific Human Error Sources in the FIM Phases

Question 18
Which are the critical tasks during the FIM phases of offshore facilities ?

During the FIM phases there are specific tasks which are more often sources of human
oversights and human error refated accidents:

. Communication between different groups of personnel (boundary communication);
construction and drilling, construction and office operations, construction and field

operations.

. Simultaneous operations; construction and production as well as construction and

drilling
. Hot work (welding and burning)
. Need for communication between field construction work and office

. Construction work performed by drilling rig
. Contingency planning for rough weather

. Operations of cranes on barges as well as platform cranes including their
maintenance and possible modifications

. Rigging operations including certification of riggers and responsibility of riggers and
SUPErvisors

. Tripping hazard
. Decommissioning; noting that the centre of gravity may have changed during the
period of operation and due to modifications, and noting that the state of the

structure is not fully known.

It 13 important to make all personnel involved aware of specific critical tasks where human
errors are more likely to occur as compared 1o other tasks.



Unfamiliar Events

Even when the best planning possible has been exercised, and even when experienced
personnel are involved, unfamiliar events are likely to occur in the FIM phases of an
offshore facility. It is of importance to prepare for such events through emergency
planning and emergency exercises, although it in general is felt that highly competent
personnel and general training will reduce such events to a minimum. For certain difficult
operations, in particular in the installation phase, stmulator training is considered useful
(see Gudmestad et al., 1995, conf. discussion in Ch. 6.3).

Weather Criteria

Question 19
Is there evidence of undue pressure to perform FIM operations under weather

conditions which cause high risks for the offshore tacilities?

The effect of weather on offshore installation work is obvious. Specific criteria should be
set in the design phase (see Chapter 4) in order to reduce the pressure for exceedance of
the criteria during actual operations in the case of tight schedule or reimbursable contracts.
The role of the warranty surveyor, the owner's senior representative or contractors'
supervisory personnel who is responsible for the conduct of the jobs, to stand fast not
allowing operations to start or to continue in bad or worsening weather situations should be
acknowledged. Furthermore, rough weather contingency planning represents an important
safety measure.

Regulatory and Official Approvals

Question 20
Is it possible that the human factor element could be regulated to provide safety

in the FIM phases of an offshore facility?

This paper points to the fact that the human factors element s particularly important in the
FIM phases of offshore facilities. Would there then be scope for increased regulations and
further requirements for official approvals?

Although certain provisions could be regulated, like setting competence requirements for
those involved in any safety related activities (NPD, 1996), it is generally felt that the
human mind can not be regulated to function as one wishes. It is the attitude of the
organisation, the management, the supervisors and the individual workers which must
address safety and it is the training of all those involved which ultimately leads to less
human errors in the FIM phases of offshore facilities. In this respect, working environment
objectives could be defined for the various phases and activities (NPD, 1995).



6.

6.1

6.2

Interfaces between organisations

Question 21
How can HOF be recognised in interfaces between organisations at various levels

involved in the FIM phases?

To improve the understanding of the interfaces between organisations involved in the FIM
phases of an offshore facility, trust diagrams can be presented to help us to identify weak
tinks, see Appendix II1.

QUANTIFICATION OF HUMAN ERRORS

To what degree can HOF be accounted for in the safety analysis of FIM phases? Are HOF
adequately addressed in :

a} major hazard safety analysis?
b) occupational safety analysis?

Such questions need a review of possible databases to gualify/quantify the human errors.

Furthermore, in regard to major safety analyses, are the standard methodologies of
FMEA, HAZOP and QRA adequate or do they require modification for application to the
FIM phases?

Qualitative versus Quantitative Risk Analysis

There are uncertainties as to whether it is possible to quantify the human factors element.
In general, a qualitative assessment of the risk incurred by the human factors element
should represent very valuable information and attempts should in many instances not be
made to push the failure databases used in risk analysis too far (Gudmestad, 1995). Several
companies, however, are inclined to carry out quantitative risk analysis and then in the
absence of experience data, the Bayestan approach which allows for subjective
probabilities and updating of probabilities could be adopted.

Human error data

Question 22

Would it be relevant to use data bases to quantify the human factor

element in the FIM phases of an offshore project or is it more relevant to use
subjective probabilities? '

Human Error Probability

The method of quantifying operator error is often based on Absolute Probability Judgement
which 1s one of the most effective methods in Human Reliability Assessment (Safety and



6.3

Performance Shaping Factors

Although a great deal is known about the effect of different conditions on human
performance, their qualification in terms of the extent to which error likelihood is affected
is poorly researched. Human Reliability Assessment techniques often provide a database of
the effects of PSFs, and these are generally based on judgement. The PSFs with the
biggest influence, such as high stress or lack of training are broadly estimated to result in
an order of magnitude increase in error likelihood. Other effects relate to performance
over time such as a decrease in the ability to remain vigilant over long periods and hence
detect changes in the environment.

Some data on the factors that shape the performance of an individual when carrying out a
task are shown in Tables 2, 3 and 4. The data shown in Table 2 are based on experimental

evidence,

Use of Simulator Training

Question 22
Could further use of simulator training be efficient to determine and reduce the

human factor element in the FIM phases (and in particular the [-phase) of an
offshore facility?

Although the human error databases referred to above could possibly be used for the FIM
phases of an offshore facility, these databases are taken from different industries (nuclear
and process industries) and specific data for the FIM phases of offshore facilities do not
exist. Nielsen, et al. (1995) have therefore pointed out that simulation training might be
useful for establishing data bases. Furthermore, Gudmestad et al. (1995) have indicated the
usefulness of simulator training to reduce the human errors as the personnel obtain skills
regarding how to handle difficult situations.

CONCLUDING REMARKS

This paper has covered a large number of topics without a great deal of attention to details.
[ts purpose is to highlight HOF aspects of the offshore working environment which
influence safety during FIM phases.

The topic which begins the paper (safety culture) is ome which is proving difficult to
measure and is controversial in its definition and its content among industrial
psychologists. However, it is necessary tor industry to become involved in this debate as
practitioners have first hand experience of safety culture. The organisation, management,
supervisors and individual workers all play a part in the safety culture of an organisation.
However, each of these have been addressed separately in this paper.



Reliability Directorate, 1988). The method uses judgement to assign a generic error
probability to identified opportunities for error. This judgement must be supported by
assumptions which can later be used as a basis for making recommendations as to how the
error probabilities can be reduced.

Based on Rasmussen's (1993) three performance levels, Reason (1990) developed the
following three categories of human errors:

Skill based slips and lapses - (Slips = Actions which are carried out incorrectly.
Lapses = Errors which have resulted by the
omission of an action).

Rule based mistakes - (Mistakes = The result of the failure of intended
actions to achieve their desired consequences).

Knowledge based mistakes

Table 1 and Figure 4 give the generic human error data upon which judgements could be
based. Figure 4 shows how the type of task influences the range of probabilities:

Skilied based - Tasks are performed without conscious control (after an
intention has been stated). Distraction or preoccupation with
another task can lead to slips and lapses.

Ruled based - Rule based tasks are procedural (IF conditions are ....
THEN do ..... ), €.2., deciding whether the weather
conditions are OK for lifting, or raising the hook
only when instructed to do so.

Knowledge based - In an unfamiliar situation where there are no
procedural rules or clear criteria for responding, the
operator must base his actions upon his existing
knowledge and experience. This usually involves
trying to predict the consequences of actions, e.g.,
trying to work out what to do if an item gets stuck.

The ranges shown in Figure 4 and Table 1 demonstrate that a particular error probability is
dependent not only on the type of task but also on the nature of the task demands and the
characteristics of the individual (e.g., their skills and knowledge, perception of risks,
stress).

Therefore, in assigning a particular error probability, a number of factors have to be
assessed. These factors are described in more detail below.



Management and supervisors have been shown to play a major role in safety improvements
and thus the training of them in HOFs is important. In addition they need to be given the
resources (in particular time and money) to carry out their job effectively. Time constraints
often lead to cutting corners and financial constraints often lead to a reduction in
availability of correct safety protective equipment. In this respect contract format and
selection of contractors are particularly important.

Group factors, such as communication between crew members, are becoming more
important in the causal analysis of accidents and thus more emphasis should be placed on
the investigation into this aspect of accidents. This could be done by drawing influence
diagrams and identitying weak links between individuals and their organisations.

The emphasis on role of the individual in accident causation has been replaced by more
emphasis on the responsibility of the organisation for safety. Emphasis 1s here put on
organisational learning and new organisational trends. However, the worker at the front
line is directly involved in the accident and they too are part of the overall defence plan
against accidents. Training like using the BBSM method could be very fruitful in order to
improve safety. Particular critical tasks could be identified for specific training
programmes.
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Figure 2
Relationships between
Human Error & Human Factors
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Note: from looking at accident reporting forms from various high reliability industries
(aviation, marine and nuclear industries) the above coding scheme for the possible
underlying  causes of accidents has been  proposed  (Gordon, 1996).



Underlying causes of accidents could be coded under organisational, group and individual
factors:

Organisational causes of accidents would include: faults in company policies, low
company standards, systems and procedures.

Group factors would include: management weaknesses, supervisory faults and crew
factors.

Individual factors would include the competence of the worker involved, possible
causes for stress and whether the worker has the proper level of motivation to carry

out the job.
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ERROR PROBABILITY
FIGURE 4

ERROR PROBABILITY PER TASK DEMAND

ASSOCIATED WITH HUMAN BEHAVIOUR
(WATSON 1986)



TABLES

Table 1: Selected Generic Human Error Rates (after Hunns and Daniels, 1980)
ErRrOR TYPE | TYPE OF BEHAVIOUR NOMINAL HUMAN
ERROR PROBABILITY
1,00 Extraordinary errors of the type
difficult to conceive how they could 107

occur: stress free, powerful cues
initiating for success.

2,00 Error in regularly performed
commenplace simple tasks with 1o
minimum Stress.

3,00 Error of commission such as
operating the wrong button or 107

reading the wrong display. More
complex task, less time available,
SOIME Cues necessary.

4,00 Errors of omission where
dependence is placed on situation 10”
cues and memory. Complex,
unfamiliar task with littie feedback
and some distractions.

5,00 Highly complex task, considerable

stress, little time to perform it 10"
6,00 Process involving creative thinking,

unfamiliar complex operation where 0o 1

time 1s short, stress is high

Table 2: Multipliers for Performance Shaping Factors (From the Heart
Technique - Williams, 1988; SRD, 1988).

Error-Producing Condition Maximum predicted nominal

amount by which

unreliability might change

going from "good"

conditions to "bad"

I Unfamiliarity with a situation which is x 17

potentially important but which only occurs

infrequently or which is novel

2. A shortage of time available for ertor x 11
detection and correction

3. A low signal-noise ratio : x 10

4. A means of suppressing or over-riding x9
information or features which is too easily
accessible

5. No means of conveying spatial and x 8

functional information to operaters in a
form which they can readily assimilate
6. A mismatch between an operator's model of x 8
the world and that imadinged by a designer
7. No obvious means of reversing an x8




unintended action

A channel capacity overload particularly one
caused by simultanecus presentation on
non-redundant information

X6

A need to unlearn a technique and apply one
which requires the application of an
opposing philosophy

X0

The need to transfer specific knowledge
from task to task without loss

Ambiguity in the required performance
standards

12.

A mismatch between perceived and real risk

x4

13.

Poor, ambiguous or ill-matched system
feedback

x4

14.

No clear direct and timely confirmation of
an intended action from the portion of the
systems over which control is to be
extended

x4

Operator inexperience {e.g. a
newly-qualificd tradesman, but not an
"expert”})

x3

An impoverished quality of information
conveyed by precedures and person/person
interaction

x3

Littte or no independent checking or testing
of output

A conflict between immediate and long-term
objectives

No diversity of information input for
veracity checks

A mismatch between the educational
achievement level of an individual and the
requirements of the task

An incentive to use more dangerous
procedures

I
3]

Little opportunity to exercise mind and
body outside the immediate confines of a
jeb

23.

Unreliable instrumentation (enough that it is
noticed)

24.

A need for absolute judgements which are
beyond the capabilities or experience of an
operator

X 1.6

2
n

Unclear allocation of function and
responsibility

x1l.6

No obvious way to keep track of progress
during an activity

x1l.4

27.

A danger that finite physical capabilities
will be exceeded

1.4

28.

Little or no intrinsic meaning in a task

1.4

b

29.

High-level emotional stress

x 1.3

30.

Evidence of ill-health amongst operatives,
especially fever




31. Low workforce morale x1.2

32, Inconsistency of meaning of displays and x 1.2
procedures

33. A poor or hostile environment (below 753% x1.15
of health or life-threatening severity)

34. Prolonged inactivity or high repetitious x 1.1 for 1st half hour
cycling of low mental workload tasks x 1.05 for each or thereafter

35. Disruption of normal work-sleep cycles x1.1

36. Task Pacing caused by the intervention of x 1.06
others

37. Additional team members over and above x 1.03 per additional man
those necessary to perform task normally
and satisfactorily

33. Age of personnel performing perceptual task x £.02




Table 3: Time as a Performance Shaping Factor: Initial Screening Model of
Estimated HEPs and EFs for Diagnosis within Time T by Control
Room Personnel and Abnormal Events Annunciated Closely in Time
{(From Swain & Guttmann 1983)

T Median joint HEP for EF
(Minutes after diagnosis of a single or
T ) first event

(1) 1,00 1.0 -
(2) 10,00 5 5,00
(3) 20,00 .1 10,00
(4) 30,00 01 10,00
5] 60,00 .001 10,00
(6) 1500 (= 1 day) .0001 30,00

+ T, 1s a compelling signal of an abnormal situation and is usually taken as a pattern of
annunciators. A probability of 1.0 is assumed for observing that there is some abnormal
situation.

Table 4: Modification of Estimated Human Error Probabilities (HEPs)
for the Effect of Stress and Experience Levels

(From Swain and Guttmann, 1983)
Modifiers of Nominal HEPs

Stress Level Skilled Novice

Item (a) (b)
(1} Very low x2 x2

(Very low task load)

Optimum

{Optimum task lead):
{2) Step-by-step” x| xl
3 Dynamic” x 1 x2

Moderate high
(heavy task load):
(4) Step-by-step* x2 x4
(5) Dynamic”* X5 x 10
Extremely High

(Threat stress)
(6) Step-by-step* x5 x 10
Diagnosis 25 (EF = 5) ASQ(EF = 35)

These are the actual HEPs to use with
dynamic tasks or diagnosis -- they are
NOT modifiers

 Step-by-step tasks are routine procedural tasks. Dynamic tasks involve a higher
degree of man-machine interaction such as monitoring and controlling several
functions simultaneousty.




APPENDIX I ACCIDENT REPORTING FORMS

Under Personal Factors, the codes on the majority of forms were listed under four
headings:

e the capability of the person (mentally and physically)

¢ their level of knowledge

» whether they were under stress

¢ and whether they had the proper motivation to carry out the job properly

Under Job Factors, the codes were not generally listed under any particular heading, but
we have divided the codes into:

¢ organisational factors
e management

e supervision and

e task factors



PERSONAL FACTORS CODES

» Capability + Stress
- psychologtcal — fatigue
— physical — monotony
— concentration — frustration
- memory failure — health hazards
« Knowledge & Skill « Improper Motivation
— inadequate training -~ lack of incentives
— lack of experience — nappropriate attempt

— lack of instruction to save time

— inadequate practice — peer pressure

The codes listed under each of the four Personal factors include above items.

JOB FACTORS CODES

+ Organisational + Management
— safety plan — planning/crganisation
- working hour policies — management job

— competence standards knowledge

— bad management

— adequacies of systems .
example/practices

adequacies of

procedures — staffing/resources

— communication

The job factors were listed under 4 main headings. The first two were
organisational and management factors.



« Supervision

JOB FACTORS CODES, CONT.

work planning -
inspection -
instruction/tramning —
unclear directions -
responsibility -
performance feedback
supervisory jab
knowledge

« Task

poor job description
confusing directions
conflicting goals
time problems

unqualified or
untrained worker
inadequate match of
the person to the job

The second two were supervision and task factors.




APPENDIX II
MARS CASE STUDIES

The BBSM process was implemented for the Mars project at three different construction
yards which, for the purposes of differentiation in this document, have been designated at
yard Nos. 1, 2, and 3 respectively.

Yard No. 1 - Representatives of each craft area associated with the project made up the
design team for the BSPs and the implementation thereof. The Steering Committee was
responsible for all of the decision making in the process development and served to ensure
successful implementation of the BSPs. Approximately 10% of the workforce was trained
as observers and asked to perform a minimum of 20 observations per month.

BBSM Software, provided a system for observation data input, tracking and assessment.
Yard No. 1 chose not to specifically recognise its worker's involvement with BBSM,
however, at the end of the project, a luncheon was held to recognise all workers.

Yard No. 2 - Subsequent to an analysis of an anonymous survey, representatives of each
craft were chosen to assist in the development, design, and implementation of the
behavioural safety process, the majority of the process being developed and designed by
Yard No. 2 safety personnel. The craft representatives were selected on the basis of their
potential impact on the success of the process. In order to provide fresh input and to
educate a greater number of workforce, craft personnel were rotated on a regular basis.

While data from personnel interviews was collected, the applied Correct Behaviour
Inventory (CBI), was developed by the safety department. Having a management designed
CBI made it less acceptable to the workforce. The CBI was also too general for use as a
proper training tool and had approximately one-fourth the number of itemns used at other
fabrication sites.

Approximately 10% of the workforce were trained as observers. There was an average of
two observations per employee per month. Software was used to document the status of
the process. A recognition process was implemented in conjunction with SOI's safety

department.

Yard No. 3 - Since Yard No. 3 already was involved in the OSHA Volunteer Protection
Program (VPP), much of the behavioural safety process was implemented at an accelerated
rate and, in some cases, out of sequence. Major portions of the BBSM was developed by
the existing Safety Committee who also functioned as the Steering Commirttee. Having a
group of craft personnel already involved in the management of safety proved to be a great
asset in the success of the BBSM process. Approximately 10% of the workforce was
initially trained as observers and a semi-annual rotation of observers allowed expanded
workforce participation. The observers were expected to complete 20 observations each
month.



There were some initial problems in implementation due to a general lack of understanding
of the process by the workforce. As was the case with Yard No. 2, subsequent to an initial
survey, representatives from each craft were chosen to develop, design and implement the
behavioural safety process. These representatives were selected based upon their
commitment to safety, communication skills, and level of capability in their crafts.

Yard No. 3 decided to use a thorough CBI, (nearly 300 items in five safety performance
areas), since it was to be used as a training tool for existing personnel, new hires, and
contract labour. This approach assured a general awareness of the in-place safety
performance standards. There was some initial concern about the observation cards being
used as a disciplinary tool. Management assured the worktforce that this tool would only be
used in a positive manner.

BBSM software was used to record observation data. A quality control team was
developed to maintain observer participation and observation quality. A recognition
program was established to recognise observer performance on a monthly basis.

One of the yards made reference to workers regarding the use of observation cards as a
disciplinary tool. In these cases, management must assure the workforce that this tool will
only be used in a positive manner. In the past, safety programs which have rewarded only
positive safety results have generated negative consequences in that people are reluctant to
report minor injuries or near misses. This, In turn, generates inaccurate accident rate
statistics. Therefore, the program must be used to positively reinforce correct behaviours
rather than to punish incorrect behaviours. In addition, while conventional wisdom might
indicate a goal of eliminating unsafe behaviour, such a massive task would be difficult to
manage. Rather than attempting to eliminate all possible types of unsafe behaviour, it is a
far easier task to enforce a limited number of acceptable behaviours. Finally, if the
program is integrated with other tasks, the observation process will also appear to be less
obtrusive.



SUMMARY

Data indicates that all of the programs were successful in affecting the workforce behaviour in a
positive manner both short-term and long-term, The involvement in BBSM type processes has
positively effected the percentage of employees not having an incident as compared to the
fabrication industry as a whole. These employees worked at a 96 to 97% accident free level
versus a bench marked level of 76 to 78% for fabrication yards in general.

[The accident free rating is based on SOI's desire to emphasis the positive aspect of the
contractor's safety performance versus the traditional emphasis on incident quantities. The incident
rate has been reformatted as a percent and subtracted from the number 1 (or 100%). An example
would be a contractor's incident rate of 4.6 would become .046 (or 4.6%) and after subtracting
from 100% would result in a 95.4% safety performance (1.0 - .046 = .954). Appropriate industry
benchmark incident rates for fabrication contractors were also used as a comparison. This new
scorecard measurement focuses, in a positive aspect, on the safety performance or the percentage
of employees not having an incident. |

Still, common safety measurements related to the number of accidents or number of days without
injury, while useful, can be misleading. When the accident rate is low, these statistics can lull
people into a false sense of security even if risk taking exists within the organisatton. This, in
turn, can lead to more risk taking. On the other hand, if the ratio of safe behaviours to unsafe
behaviours is used as a primary safety measurement, then the interest is on counting the number of
instances of people acting safely and assuring that there is no risk taking. In this regard, the
previously noted non-accident rates can be used primarily to determine if the correct unsafe
behaviours are being addressed.

Observer participation increased an average of 33% by the end of the Mars project. This level of
observer improvement indicates the positive effect that BBSM fype processes have had on
employee involvement in the safety process. Participation is the foundation for success in the
observation process. The three yards improved the ratio of overall observed safe work behaviour
by an average of 53% over the life of the project. Through the observation process, it is estimated
that approximately 7000 unsafe acts/conditions were eliminated and approximately 3000 safety
suggestions were made.

Sometimes it may be more difficult to justify the expense of a major change in safety programs
when indecent rates are low. However, low incident rates make it increasingly more difficult to
measure how safe an organisation is. By measuring safe behaviours, safety or a lack thereof can be
monitored in the absence of incidents. This measurement can also dispel a false sense of security.

In addition, the expense related to the safety program should be considered to be an investment.
Safety is good business. A strong safety program is justified by the related reduction in the
potential risk for human suffering and the related direct and indirect costs. While the BBSM type
programs require an initial investment in time, over the long-term, these proactive programs may
actually require less time than the older reactive safety programs while offering a superior
oppertunity for reducing incident rates. Like bad habits, once safe habits are established, they are
difficult to break. This should significantly reduce the level of required retraining. The BBSM also
integrates the safety program into the overall day to day business process.



By implementing BBSM, these fabrication yards have decided to use the level of safe activities as
well as employee participation and involvement as indicators to measure the success of their safety
programs. Improvements are indicated by the amount of safe work behaviours being performed.
Since, as a function of their participation in the behavioural safety process, workers are capable of
- self-evaluation, what is being effected is not only the worker's attitude toward safety, but also
their habits. The end result should be a work environment free from unsafe conditions and unsafe

acts as a matter of practice.



APPENDIX III INFLUENCE DIAGRAMS
a) Influence diagram for relations between
Regulator (R) - Operator (O) - Contractor (C) - Subcontractors (SC)
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b)  Influence diagram for relations between

Designers (D) - Fabricators (F) - Installation engr. (I) - Modification (M) - Users (U)

~ Learning
— Communication
— Lack of install. engr.

— Operabiliy

— Learning



c) Influence diagram for relations between

Management {M) - Supervisor (8) - Worker (W)

Resources
Responsibility
Empowering (Authority)
Risk communication

Committment to HOF
Identification (Loyalty)
Org. culture

Job uncertainity
Integrity of managemy,
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Risk communication
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Traiming

Performance monitoring

Fitress for duty
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Abstract

The subject of this working group differs from the other groups 1n this book because improving offshore drilling,
preduction operations and maintenance through human and organizational factors 1s not a well established
branch of human factors as opposed to including human factors in design. This subject 1s in its infancy in terms
of accumulated knowledge and good practice. As human factors professionals, we hope to be asked to contribute
in a proactive way to cngineering facilities i.c. design. Unfortunately, the more common approach of the offshore
community is to include human factors reactively e after the facility has been constructed. The group assigned
to address this topic, has been essentially asked to make the best out of an existing facility by optimizing what ts
still able to be changed. Aside from the design. communications, management of change, and procedurcs can be
optimized even after the facility is in operation. The tools which need to be applied in an existing facility are
much more oricnted towards organizational management and applied psychology rather than "hard science”
human factors engincering tools.

To sort out some of the confusion of the wide range of topics which are addressed, there are two main categorics
of papers m this session:

1} facilitating offshore management and policics

2) facilitating actual eperations on the offshore platform.



1. Facilitating offshore management and policies

1.1 Management of contract crews and policies

A Scope of “contract crows’.

There arc a number of different types of contract crews working in the offshore Exploration and Production
industry  The arrangement of exploration contracts 1s significantly different than those found on production
facilities.

1. Contract Relationships Offshore

Production

Production facilities are generally run by the lease holder (operator) and might include “contract” employces that
arc supplicd via a tabor contractor and who fill positions that might be occupied by operator employees on other
platforms and with other operators. In addition, there are a number of other subcontract employees who may

spend very short to relatively long periods on the factlity engaged in specialty work. Such work ranges from
well servicing companics to repair calls for air conditioning, plumbing, ctc.
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Exploration

Exploration (drilling) facilities are gencrally owned and operated by the drilling contractor under contract to the
operator. The drilling contractor, as owner of the rig (usually classed as a “vessel™), employs the large majority
of pcople on board. The operator will have as few as two employees and, at times, ten to fifteen cmployvees on
board. Both the operator and the drilling contractor arc held to be responstble for various facets of the safety of
all employees on the vessel by different federal and international regulatory agencics.

During the course of the well or contract a large number of subcontractors, variously referred to as “third party
contractors” arc required on the site for services required by cither the operator or the drilling contractor. As
can be seen in Fig. 1.1 -2, both the operator and the drilling contractor can be using the services of third party
contract employces on sitc. The situation can be somewhat confusing as to the lincs of safety authority and
responsibility.



Exploration Model

T T -
Leascholder H
7
(Operator) i i
H |
[y
Labor ;: Dr:lllng‘ (':'onlrzlclor ,‘_| (- Service ::
Contractar £ Facility % ] | Company %
s S tead e i i | Verrrrccorerrgeesens
| | !
| ; . L
¢ Conlract ' 4
-l Third Party 2

Employer =
‘ l Employee H

Cuatering f
L Emplayse  §

e A

Figure 1.1 -2

2. Operator/Contractor

The interlocking relationship between a lease holder and a contract driller 1s extensive and generally lasts for the
duration of the project (well or scries of wells). There is generally a “bridging” process which 1s formal in some
arcas of the world and informal in others. That process defines the differences between the safety and operating
procedures of the lease holder (operator) and the drifiing contractor. Whether this process occurs before the
start up of the well (spudding 1n) or during the initial working phases, both parties usually settle inte a mutually
acceptable pattern of responsibilitics and operating procedures. Emplovees of both partics can become
comfortable with their working teams and the schedule of safety mectings, pre-tour mectings, audits, ctc.
Depending upon the quality and safety expectations of both the operator and the contractor, this arrangement
has the potential for developing long term mutual goals and procedures that stress safe operating practices in a
team environment. Employecs, once empowered by both partics, can take charge of their own safety “destiny”,

3. Third Party Contractors

Problems arise with third party contractors who appear on the ng from anywhere from just few hours to, in
some cases, several weeks. They frequently arc given a brief onentation, given their room and lifeboat
assignments, asked to stay out of the TV lounge during speetfic parts of the day and shown their work location.
The very short term third party contractors usually belong to no work teams, form ne friendships and have very
little incentive to care for the safety of the rest of the crew.

Longer term third party contractors may form bonds with some of the crew and might cven function on a team
level within their arca of work. However, there are fow formal cfferts to try to integrate the third party
contractor into the daily safety svstem of the rig.

Supervision of third party contractors can be very confusing. Their supervision may be land based and hundreds
of miles away, they may come with supervisors supplicd by the third party company or they may be temporartdy
supcrviscd by opcrator or drilling contractor personncl. Or it may be a combination of all three.

Frequently, third party contractors have just left someone else’s rig with a different operator and a different
drilling contractor. They arc expected to work as quickly as possible using different procedures and with
contrasting safety methods than used on the prior rig.



3. Scope tor this Paper

For the purposes of this paper we will deal with only the exploration mode and the relationship of third party
contractors to the operator and the drilling contractor. In general, there are significantly more employees
required on a drilhing rig as compared to a production platform and many of the situations can be adjusted to the
production platform mode.

B. Examples

If this all sounds rather confusing, it is. It is often just as confusing to the people who have to make it work.
Pcrhaps a few examples of operator/drilling contractor/third party contractor relationships might serve to
cxplain further:

Short Term Third Party - Operator

A rig arrives on location and, after spudding in (starting the drilling process), a Welder 1s required to
preheat the surface blowout preventer stack and assist in connecting the stack. The Welder must hold
very specific qualifications and be experienced in the process. The certification and liability coverage
provided by the various service companies that contract this kind of work make 1t outside the skill range
of the usual rig-based Welder

The Welder is contracted by the operator, arrives on the rig after spud, participates in the stack
connection and 1s generally finished and gone from the rig in one to two days. Although contracted by
the opcrator, the Welder works on or near the rig floor and 1s subject to the supcervision of the Driller, an
cmployee of the dnlling contractor.

Short Term Third Party - Drlling Contractor

A Firc Equipment Inspector is hired by the drilling contractor to provide inspection and maintenance
services for the rig’s fire prevention and control systems. He spends two or three days on the rig, has
unktmited access to most of the rig’s arcas and works with very little supervision. While on board he
liases with the rig’s Safety Representative.

Mid-Term Third Party — Operator

A Directional Driller is contracted by the Operator. He arrives shortly after the well is begun and he
and his crew stay on the rig for 60% to 80% of the duration of the well dnlling process. He reports
directly to the operator’s Company Man for gencral well progress and direction but 1s still subject to the
authority of the drithing contractor’s Driller while working on the rig floor.

Mid-Term Third Partv - Drilling Contractor

A new Silicon Controlled Rectificr (SCR) system is installed on the rig. A representative of the Ornginal
Equipment Manufacturer (OEM) stavs on the rig through the first 75% of the well drilled immediately
after the installation in order to trouble shoot the system and to train the system operators and



maintenance people. His activities are generally confined to the SCR room and the engine room. He
works with the Rig Electrician but responds as high as the drilling contractor’s Offshore Installation
Manager (OIM) when there arc svstem problems.

Long Term Third Party — Opcrator

Remote Operated Vehicle (ROV) Operators are hired by the operator to maintain a watch on a Semi-
Submersible drilling rig’s sub surface blowout preventer stack. They arrive on the rig during spud-in
and stay until the well 1s drilled and ready for testing. They work under the general instructions of the
operator’s Company Man but must coordiate their activities with the drilling contractor’s Offshore
Installation Manager.

Long Term Third Party - Drlling Contractor

Typically, catering on board a drilling rig is contracted out to a catering company. Such companics
provide skilled galley crew as well as cleaning crew for the quarters and the laundry. A *Chief
Steward™ or catering company supervisor 1s also provided. The Chief Steward will plan menus, order
food and cleaning supplics, supervise the catening crew and will be the catering company’s lialson with
on board Drilling Contractor management. Catering companics generally report directly to the Drilling
Coentractor’s Offshore Installation Manager. Their only involvement with the Operator’s representative
1s making surc his favorite food is on board.

Special Cases

There are always “Special Cases™ in cvery work situation. In the Operator/Contractor arena some are
not that “Special” and occur with some regulanty. Two are mentioned here to further describe the scope
of the problem.

The first involves the fairly widespread use of “Contract Company Men” on offshore drilling rigs. The
Company Man is the Operator’s highest authority permanently assigned to the rig and he (or she) has
the dircct responsibility for all those arcas affecting the Leascholder. Even large Operators use the
services of Contract Company Men on a regular basis. Such personnel are found through companics
specializing in their placement or are independent consultants. Depending upon the current cconomic
state of the industry, the work contracts are cither well-to-well or they involve a longer term
commitment.

The second crosses over the contractual relationship. On occasion, the Operator will request the
Contractor to htre third party personnel to perform services for the Operator. The reasons vary from
ease of accomplishing the task (it’s quicker than gomg through the Operator’s call-out system) to a
greater understanding of the work to be performed on the part of the Contractor. This puts a Third
Party employee (s) in the position of working for one company but reporting to another.



Things Impacting Management of Third Party Crews

I Length of Contract

Third Party crews arc often given only a few days or hours to go to a rig, completc the job and
leave the rig to move on to another. They have very little time or motivation to learn and
understand the safety management system of the rig and what 1s expected of their safety
performance while they are on board. Even if they did, the probability is good that the last rig
on which they worked was owned by a different contractor working for a different operator,
There would be difficultics in shifting gears that quickly and remembering whatever safety
system 1s currently in force.

Longer term contracts allow for greater integration of the Third Party crews into the safety
management system of the Operator and Contractor. In addition, they have more time to form
bonds with other on-board crew members and are much more likely to care about each other’s

safcty.

2. Legal Responsibility

Most offshore contracts for direct or third party service include a “knock-for-knock™ clause.
Although it can get considerably more complicated in the explaination, 1t basically states that
“vou re responsible for vours, I'm responsible for mine and we 're both responsible for our
appropriate third parties”. In the event of an accident, the casing crew hand who s injured
may suc his company, the Operator and the Drilling Contractor. The casing company will
indemnify the Operator against loss and assume the costs of defense. Because the indemnity
agreement between the Operator and the casing company extends to all those working for the
Operator, the casing company will also usually indemnify and defend the Drilling Contractor.
What has this got to do with the safety attitude and performance of all of those 1nvolved?
Stmply put, the more you directly control the actions of vour third party personnel, the more
you put vour indemnity contract in jeopardy. While any legal opinion is certainly anything but
absolute, it 1s safc to say that an Operator that ordered a third party employee to violate a safe
procedurc that the sub-contractor has informed hun 1s unwise has certamly abrogated a
substantial portion of his indemnification from the sub-contractor.

Anv mvolvement by third partics in your safety management system must take this legal
responsibility 1 account.

3 Delegation

The extent to which work activity 1s delegated to a third party must involve consideraton of the
traiming and cxperience of the personnel involved. During usual activities on a rig 1t is not
uncommon for supervisors to ask other third party employees to perform additional services.

4 Moral Obligation

No matter what the legal or regulatory implications are of an nstallation’s Safety Management
System, bath the Dolling Contractor, as the owner of the vessel, and the Operator, as the
lcascholder, have an obligation to all personnel on-board to provide a safe working environment.



Simularly, all personnet on-board have an obligation to cach other to maintain safe working
practices and to watch out for cach other, no matter the cmployer.

5 Degree of Specialization

A number of functions offshore have become highly specialized. In our examples in Section B
the ROV Opecrator and the SCR Manufacturer’s Rep are specific instances where a Third Party
Contractor’s services arc umque within tightly defined parameters. Although their general
safcty conduct while on-board can be addressed it ts very important that their work activity be
understood and integrated into adjacent simultancous operations so that safety can be
maintainced. For example, the SCR Reps™ need to shut down and re-start power in a particular
arca must include an assessment of operations in that area and a full understanding of Lock-
Out/Tag-Out procedures. Also, because of the technical aspects of the job, the Operator and/or
Drithing Contractor might have to take extra steps to assure the competency of the specialist.

0. Control of Process

Along with Degree of Specialization comes the question of who controls the actual conduct of
the work. Certainly, within a highly specialized area, the actual control of the work must rest
with the contractor sent out to complete the task. However, this does not abrogate the Drilling
Contractor’s nor the Operator’'s responsibility to coordinate that work with simultancous
operations that are affected. Similarly, the Operator may be conducting its own simultancous
operations that must be coordinated with the Drilling Contractor. An example might be a
Drilling Contractor drilling over an Operator’s platform while the platform 1s flowing gas.
Extensive controls must be in place to safelv conduct this kind of work and the control of
process activity must be shared by both sides.

7. Size of Contractor

The size of the contractor may be a general indicator of the safety awareness of the contractor’s
cmployees. While there are small companies with excellent safety training programs and large
companies with less than adequate safety performance. the opposite 1s more frequently the case.
With some experience, an OIM or Operator’s Company Man may take some training and
knowledge for granted on the part of, for mstance, a Halliburton employee. More care should
be taken in assuring the safety competency of an employvee of a firm without the apparent
resources to conduct ctfective safety and technical training.

8. Motivation of Contractor

Certainly the amount of motivation a contractor has to create, conduct and monitor safety
programs has a lot to do with the performance of its emplovees. The Drilling Centractor and
the Operator can affect this motivation significantly by including safety performance as a strong
factor in the bid process. Contractors with cffective programs have made significant
investments in these programs and this 1s reflected in their pricing structure. To accept less
than minimum standards from vour contractors mn order to keep the price down will result in an
unequal playing field for those who have made the commitment to dedicate resources to safe



operations. Significant motivation can be found in a pre-bid asscssment of vendor safety
management systems with placement/removal of companics on an “approved vendor list” as the
result of the assessment.

9. Turnover Rates of Emplovees Within the Same Contractor.

A high turnover rate of cmployees can certainly be an indicator of lower safety performance.
Analvses of incidents and turmover certainly demonstrate a strong relationship between the two
factors. Recently, the dnlling industry has experienced very broad and rapid expansion after
years of depressed activity. The peol of available experienced labor is non-existent and turnover
at the entry level 1s very high. It is not unusual to sce current turnover rates at the entry level of
75% or higher. Assessing a contractor’s turnover performance n this market can be difficult
and misleading. Perhaps the best way to proceed is to research the industry average at any
particular time and then look at the relative performance of vour contractor to gauge its
performance. Certainly, a turnover rate of 1.5 to 2 times the industry average 1s an indicator of
many performance 1ssues, not the least of which 1s safety.

10. Geographical Location / Frequency of Use of Contractor

Of course, stability and long tcrm relationships with a contractor will strengthen the mutual
respect for safety between emplovees of the various parties on an offshore location. When the
location of a MODU (Mobile Offshore Drilling Unit) changes, this quite frequently alters the
“mix”" on-board when contractors or their personnel change as a result of the move. Rather than
break up the “crew”, 1t might be more advantageous to work out an arrangement with individual
contractors to maintain the same personnel.  This might cost a bit mere in travel expense and
tume but would be well worth it to maintam the “mix”.  Leng distance moves put considerable
stress on the teamwork built up between the rig crew and third party contractors. Start-up
procedures at the new location should include particular attention to team building the new crew
members to mamtain a high quality of satety performance.

Of additional concern is the frequency with which a contractor 1s used at the same site. A
contractor that conducts frequent business on your site 1s more likely to understand your
approach to safety and the systems used to maintain a safe work environment. Contractor
emplovees who work only occasionally at a site need cxtra attention tn orientation and m the
day-to-day conduct of the work until it ts sure that they are familiar enough with the system to
work on their own,

11. Cultural Differences/Political Climate

MODU’s can work anywhere 1n the world subject only to water depth and harsh environment
limitations. Cultural differences must definitely be taken into account for alf employces on-
board. It usually takes a significant amount of time to intcgrate local employvecs into your safety
systems. In some arcas of the world 1t mayv take significant time to just convince employees of
the need for a safety program or safety management system. In addition, the local political
chimate may sericusly interrupt emplovees” focus on the safety requirements of their jobs. Itis
difficult to keep onc's mind in the game if thetr family 1s in jeopardy from civil uprisings,
mulitary action, political repression and the like. These conditions are undesirable for evervone



on board and particularly for the contract cmployces, who are less connected to any support
groups that may be on the ng.

12, Corporate Philosophy and the Contractor’s Commitmient to It

A crucial element of any successful Safety Management System is top management’s
commitment to that success. Bevond the commurtment, this corporate philosophy must be
communicated fully to all cmplovees and must be scen by employees to be a sincere
commitment. A concept that s difficult to impart to employees 1s certainly much more difficuit
to pass on to contractors, who are not, by definition, a part of the intemal communications
system of yvour company. It has to be up to on-board management and, especially, on-board
company workers to pass on their belief in the commitment to the contractor. We surcly need to
inform contractors of our commitment prior to awarding the work but, 1t feedback on-board
doesn’t support the philosophy, the contractor’s commitment cannot be expeceted to be
signtficant.

13. Participation Requirements and Recognition Systems

Most Operators and Drilling Contractors have requirements for their employees to participate
in a number of reutine safety related activitics. These include Safety Mcecting, Pre Tour Safety
Meetings, Pre-Job (for Job Safety Analysis Review) Meetings, Safety Training, cte. Policics
have been developed to provide extra time and pay for these activities and to log and monitor
their occurrence. However, the same might not be truc for the contractor. Participation should
be required of the contractors on-board and this requircment should be worked out ahead of time
with the contractor so that suitable provision may be made for the extra time and expense. We
cannot hold the contractor responsible for participation and, therefore compliance with our
programs, unless notification is made in advance and the subject of responsibility for time and
expensce 1§ also worked out ahead of tume.

As an adjunct to participation, contractor employees should be included n any recogmition grven
to the rig for safety accomplishment. This 1s not an casy task, given the number of contractors
who simply pass through from one rig to another, spending varying amounts of time on the ng.
To the best of our ability, however, we should endeavor to sclect contractor employees who have
a significant time nvestment tn the rig’s accomplishment and to include them m our recognition
activitics. If we arc to foster a team cffort on the rnigs then we can’t exclude a portion of the
team when it comes time for the pat on the back.

14. Motivation Incentives

A number of Drilling Contractors have ongoing programs to reward employees for successtul
safety performance. They range from cash to apparel to gift certificates. As in the case of the
need for inclusion in anv recognition events as described in #13 above, contract emplovees
descrve to be included in any motivation awards 1f they have made a significant time investment
to the rig’s success. Once again, this is easier said than done from a tracking standpoint and
represents a considerable investment on the part of cither the Drlling Contractor., the Operator,
or beth to conduct such a program,



15. Regulatory Requirements - Skill Competency

A number of rcgulatory jurisdictions have adopted an approach that reguires leaseholders,
drilling contractors and other offshore employers to verify the skill competency of those working
on thetr sites. This takes a step bevond simply checking to sce a license or other certifyving
document and asks that the emplovee actually demonstrate that competency to a supervisor who
is, himself, qualified to asscss that competency. Regulatory inspectors may also ask for a
demenstration of that competency during the course of an audit/inspection of the site. This
opens up some heretofore uncharted territory i the ability of an Offshore Installation Manager
or Opcrator Rep to assess the competency of a contractor’s employee when it is in a function
or discipline with which no one on board is totally familiar. Beyvond questioning a contractor’s
emplovee as to his cxperience and training the OIM or Company Rep must currently rely on the
contractor to actually assess the employee’s competence.

To formalize this asscssment process with contractors many companies have strengthened therr
pre-approved vendor lists by auditing the contractor’s Safety Management Systems, their
training and assessment programs, and their history and experience in providing qualified
employees. Once established, the vendor list must be intact and must constantly be monttored.

A Sugepgsted Approach to Working With Contract Employces

At a recent gathering of Contractors, Drilling Contractors and Operators at an operator sponsored safety
conference, a working committee was formed to discuss the issue of contractor safety and how to
integrate the many contractors on a site into the team already formed by the Operator and the Drilling
Contractor. This working committee included representatives from two Opcerators, one Drilling
Contractor and on¢ Contractor.

In asscssing various methods that had already been tried, the committee found a basic flaw in trying to
intcgrate the short term contract employee into the whole rig’s safety management system. Either the
process was too overwhelming and compressed into a unacceptably short time span or too specific and
limited to a rig entry/induction session that concentrated principally on what to do m cmergency
situations.

While a rig entry/induction is certainly necessary, it doesn’t fit the need for integrating the contract
employee into the rig’s system for operating safely on a personal level. Programs that attempted to
bring a contract employee up to a “rig team safety level quickly frequently only served to confuse the
emploveg.

The committee decided that one approach would be to establish safety teams on the rig based on
functional lincs. Thus, a “Drilling Mechanics Team” might include the operator’s Drilling Engineer, the
Toolpusher, the Driller, Asst. Driller, Derrickman and Floormen.  Similar functional tcams might be
Crane Opcrations, Engine Room, Maintenance and Marine. Each ng tvpe would develop its own team
definitions,

When a contract employee arrived on-board, he would recetve a general induction and then be assigned
to ong of the functional teams. The team would then be responsible for intcgrating the contract
cmplovee into the safety svstem on the rig. Usually, the contract employee 1s asked very quickly leam
how the whole rig is proceeding from a safety standpoint. The “team” concept will let the new contract
emplovee can interact with the people with whom he will work to find out what simultancous operations
are occurring that are of concern to him, and what specific conditions will exist at his specific work sitc.
He will also leam if “rookic” drilling contractor new employees are involved so that he may become
part of the “buddy system™ looking out for such employecs.



The contract employce will attend all the different kinds of safety meetings affecting the team. He will
be asked to participate as well a listen and to keep the team informed of the progress of his own work
and the safety impacts of the work.

The obvious benefit of such an approach ts to deal with the contract employee on a micro level rather
than trying to assimilate him into the Safety Management System of the whole site. Thus, the “tecam”™
becomes instantly responsible for the contract emplovee and vice versa.

Thus far, the idea 1s simply theory The intent 1s to implement this approach on an upcoming project.
The largest hurdle to implementing the project will be to determing the rature of the “Functional
Teams™. They are definitely not that clear cut and will it will require some work with Operations
personnel from both the Operator and the Drilling Contractor to develop workable teams.

1.2 Shift change and work schedules
Introduction

Exploration drilling rigs and production platform facilities run 24-hours a day. The remotceness of the operations
from traditional living accommodations rcquires that workers live, eat, sleep, and work at the facility for
extended periods of time. These schedules tvpically run from one week to multi-week schedules depending on
the cconomics of transporting workers to and from shore.
Within these extended schedules, there are many variations of shift schedules, some similar to the rotational
shifts for onshore 24-hour facilitics. The most common shift duration used offshore 1s 12 hours on duty
followed by 12 off duty (called a *12/127). Some of these *12/12” schedules incorporate rotations from days to
nights, while others do not. Local regulatory standards may limit or otherwise dictate the use of other schedules.
The design and implementation of rotational shifts 1s a significant human factors consideration which affects
both safety and productivity. Studics have shown that shiftwork can have an adversc effeet on worker health,
performance and satisfaction. Human body functions are naturalty regulated by a diurnal physiological system
resulting in peak alertness during the day and peak sleepiness at night. Night and rotating shift schedules reverse
normal wake/sleep cyeles, resulting in reduced alertness at night which can impact night-time performance and
disrupted sleep during the day. Reduced sleep can result in fatigue which can further reduce night-time
performance. Human error is a primary consideration and is a major component of worker performance. In
addition to these potential effects of shift work, the extended periods of time away from home which arc
necessary for offshore work schedules can also disrupt family and soctal relationships, causing domestic
disturbances and mncreased stress.
The goal of selecting shift schedules is to arrange the working hours of ecmployees 1n a way that will increase the
performance of the worker and minimize the impact on their quality of life, while meeting business objectives.
There is no ideal schedule - the design of an optimum shift schedule addresses physiological, social and
operations requirements, as well as any applicable local regulations. Selection and design of shift schedules
should be developed with worker input regarding leagth of the shift and rotation schedules before being
implemented. Shift schedules should also developed by those with training and awareness of the cttects of shift
schedules on employee health and safety.
The objectives of this workshop are to discuss:

the common types of shift schedules,

potential problems with the schedules,

ways to seleet shift schedules, and

ways to help workers cope with shift schedules
reduce the potential human error associated with the fatigue of shift workers offshore.



Features of shift schedules

The most common shift schedule used in offshore oil and gas drilling production operations s the *12/12.7
Starting times may vary, although many use a 6 am to 6 p.m. schedule, resulting in day and night shifts. Some
operations rotate the shift at mid-tour, so that a worker may begin on one shift and then switch to the other
during a tour. There are various means of handling call-outs and overtime, all of which have important human
factors implications related to fatigue and slecp deprivation,

A shift schedule is defined by the:
o [ength of the shift: number of scheduled consecutive hours in one shift (usually 12)
* length of tour: number of consecutive days of the shift schedule
e rotation pattern:  way that the schedule rotates from day to night shift

Length of tour

Perhaps most influential on worker safety and productivity is the length of tour. Commen tours include 7 days
on and 7 days off, 14 on and 14 off, and so on up to tours which in rare cascs may last a month or more.
Variations also mclude “unbalanced” tours, such as 14 on and 21 off, although these arc exceptions rather than
the rule. Other variations in tour and shift schedule are made necessary by laws and regulations governing
working conditions and may become the key determinant for schedule design. For exampie, in Australia the
minimum rest between days or shifts 1s usually 10 hours, and 1.5 to 2 davs of rest are required per week,
Norwegian law allows no morce than 36 hours per week on continuous shift work. Similar prescriptive
limitations may apply in other locales.

The choice of tour length may also be mfluenced by ¢conomics. The longer the tour, the fewer crew changes
necessary and thus the lower the cost of transportation to and from shore, and in many cases, to and from the
workers home base which may be several thousand mules distant.

Some types of work such as hard physical labor, or work that involves exposure to severe environmental
clements such as notse, vibration, or extreme temperatures, may not be suitable for 12-hour or 8-hour shift
schedules unless adjustments are made to reduce exposure to physical risk factors. Adjustments could include
reduction of the physical risk factors by design modification, or adjustment of the work schedule to control
exposures.

Length of time off

Offshore platforms are complex facilities. The complexity of the operation may influence how critical the length
of time-off'is to worker performance. The more complex the process and the longer the length of time-off, the
more resources may be needed to bring the worker up to speed on the events and current status of the facility.
The length of time-off also may also be a factor in the deterioration of job skills and knowledge.

Day-to-night rotation pattern

On the tvpical offshore schedule of 12 on/12 off, the question comes up as to whether it is preferable to keep
workers on the same shift for the entire tour. say two weeks, or to rotate. Although rotating shifts provide the
opportunity for the worker to vary their schedule from day to night, there s no definitive physiological study
which supports onc option over the other. Some data suggest that night workers, who must sleep during the day,
thus tn conflict with the human body’s normal body clock cycle, will gradually develop a slecp deficit, grow
increasingly irritable, and have more trouble concentrating. This may be related to a lower quality of slecp for
the night shift worker, or to other factors. Also, personncl who are permanently on mght shift must continuously



rc-adjust for day schedules during their time off the mstallation. This suggests that a rotation to a day shift may
be appropriate at some point i the tour,

However, there are other data which indicate probiems of adjusting to a different sleep cyvele at mid-tour may
offsct any benefits gained by limiting the Jength of the night shift schedule. Offshore operators have various
approaches to the probiem of dealing with the human body’s circadian rhythm, cach of which has its pros and
cons. More data on the effects of shiftwork on human performance are needed to select a schedule that best
meets physiological constraints of the human body. In addition, overtime and on-call arrangements have the
potential to magmfy the cffects of sleep loss and fatigue.

Criteria for developing shifi schedules

Shift schedules and tour length should be sciected which best meet the following criteria:
Physiological
Soctal
Applicable regulations/contractual agreements
Business {(e.g., costs, distribution of experienced persoimel, time to “re-connect” to process)

Sugeested processes for selecting and evaluating shift schedules

Workers should be surveved approximatcly every two years to determine of the work schedule remains
sattsfactory. In addition, ncar miss reports and other types of audit systems can be monitored to identify
potential problems related to shift work schedules. 1f a change tn work schedules s requured or under
consideration, personnel who will be involved in the decision about shift work should be trained and provided
with objective criteria to evaluate the current schedule based on physiological, social, and operations
requirements, and local regulations.

Issues in supporting shift workers

It has been said that the offshore platform provides the ideal living environment for shiftwork. The sleeping
quarters typically have no windows to lct fight in to disrupt the davtime sleeper. The noise and vibration level on
a platform arc uniform and constant and may ¢ven facilitate sound sleep for many workers. The cating and
rccreational facilities are designed to accommodate 24 hour a day eperation and there 15 little or no change from
night to daytime shifts. There 1s no farmly to disrupt slecp, no phone calls, no houschold repair jobs. Often
when a shift is completed, there is nothing clse to do but sleep. There 1s a goed case that the offshore platform,
like an Arctic outpost or a space shuttle misston, 1s the 1deal environment for shift work.

Counselling can help workers adjust to shift schedulcs

The same factors that make the offshore platform ideal for shift work, are poor for supporting family and social
lives of personnel. These same factors, of course, can have a negative influence on human performance. The
sensc of isolation of being away from family and loved ones for extended periods of time, of worrying about the
welfare of the family, and the general feeling of being removed from the mainstream of daily social activity, all
can have a depressing cffect on the offshore worker. Wl thought out shift and tour schedules give duc
consideration to these factors, make allowances in the work tasks expected of the workers, and include strategies
to lessen the negative impacts on worker performance and safcty.

Workers may be counsclled on ways to cope with shift work. Specifically, the counseliing should have covered
the rccommended diet and eating schedules and the importance of keeping physically tit and advice about how to



get good quality sleep. Families should also receive counscelling on how to support the shift worker in their hife
during the periods when they arc home.

Coping with shift work is a rapidly evolving ficld. There has been a lot of research during the past fow yvears.
This rescarch has resulted in many changes in recommended practices for coping with shiftwork., The content of
the counselling regarding strategies to cope with shiftwork should be based on the most recent information.

Conclusions

In summary, it will undoubtedly continue to be true that shift work, and night work in particular, will represent a
challenge in adapting the human to non-traditional working condittons. However, the offshore oil and gas
industry has an overall enviable record in addressing these challenges. Continued ctfort to rescarch and
understand the human factors implications of shift work will be necessary to sustain a productive and accident-

free record.
1.3 Auditing Techniques for Field Operations
Using tools for finding latent system induced errors in existing offshore facilities

The prevention of aceidents depends on identifving exasting site problems before they develop into situations that
could result in severe adverse consequences. Problems are identified and detatled during in-depth accident
investigations and reports, but since accidents are infrequent this type of information is relatively limited.
information about potential problems is also available from other sources such as near-miss reporting systems,
or other auditing systems that function to identify problems before they are associated with an actual adverse
consequence. Auditing svstems are a general technique for checking how a particular system 1s working and for
identifving potential arcas of improvement.  Existing auditing systems can be modified to incorporate techniques
for identifving human factors related problems, or auditing systems can be developed to address human factors
rclated problems directly.

An auditing technique should include the follewing features:

Practical to apply

Reliable

Has resolution to identify important problems

Incorporates a complete feedback loop that includes features such as:
initial benchmark
measured performance
periodic or as needed audits
comparison of measured performance to benchmark
analysis that peints to potential improvements
tools that assist in prioritizing and cvaluating alternative solutions
approachges to judging the effectivencss of implemented improvements

Effective auditing techniques can be used at cach of the Organizational Levels
organizational levels. Auditing techniques at cach of the Government
organizational levels accomplish different objectives as deseribed | Multi-company groups
by the table. Companics

Sites

Workgroups

Individuals




Table I Auditing Techniques that can be used at various Organizational Levels

Organizational
Level

Technique
or Tool

Example of
Technique or
Tool

Function

Potential
Advantages of the
technique

{from site point of
view)

Potential Problems
with the technrique
(from site point of
view)

government

required
accident
report

required
program
clements

SEMP
PSM

standardizc
critical
information
across industry

basis for formal
investigations
such as accident
causation or
safety case

in depth
investigations vicld
muich technical
information

investigations can
be distributed to
public domain for
sharing
information

identifics
sttuations that do
not mect legal
requirements

may be time
consuming without
dircet benefit to a
site for up to years

emphasis place on
specific incident
rather than gencral
patterns

doecs not usually
address human
factors issues in
detail

multi-company
“consortium’

accident
and
incident
database

Synergy
Databasc
{Rogaland
Research
[nstitute-
Stavanger)

collection of
human-factors
detatls of
incidents

historical data
available for
trending

lcamings available
to member sites

voluntary
participation

no feedback/
assistances

may be time
consuming without
dircct benefit

requires company
support for
database
maintenance and
distribution of
nformation




continued Table |

Potential Potential Problems
Example of Advantages of the with the technique
Organizational Technique Technique or technique (from site point of
Eevel or Tool Tool Function (from site point of view)
view)
company accident GUARD collection of historical data may be trme
proprictary and {Shetl) human-factors avallable for consuming without
incident details of trending direct site benefit
database incidents (e.g., direct problem
leamings available  solving)
to member sites
requires suppoit for
databasc
maintenance and
distributton of
information
SItC incident site incident lcamn from site learn from site may not
investigatio  reporting and  incidents incidents sattsfactorily
1 svstem mvestigation include human
svstem proactively analysis and factors
identify and solve  response to censiderattons
potential mncident directly
problems affects site
can direct site
improvement
efforts toward site
trouble arcas
Site Site’s near proactively potential for much  success is
reporting miss dentify and solve  data because dependeat on site
sysferns reporting potential events happen culture and system
that identify  system problems (latent  more frequently
potential errors)
for crror DUPONT can direct site
STOP improvement
program efforts toward site

troublc arcas




continued Table |

Potential Potential Problems
Example of Advantages of the with the technique
Organizational Technique  Technique or technique (from site point of
Level or Tool Tool Function (from site point of  view)
view)
Tools to TRIPOD proactively does not rely on requires personnel
help site (Shell) identify and solve  events for analysis  time away from
identify potential operations
potential HFAST problems (latent  can direct site
for error (Exxon) Crrors) improvement
gfforts toward site
trouble arcas
sitc systems and  HF HAZQPS with  incorporates HF captures potential  requires training or
work groups considerati  HF considerations for error in relation  specialist support
ons constderations  into an cxisting to process-specific
Incorporate site process conditions
d into
safety
audits
Audits of many teals checks existing confirms that site success 1S
ather depending on safety systems to systems are dependent on site
systems the work determine if working as culturg and system
system of site/workgroup mtended
interest: work  systems are
permitting, functioning identifies site
lock-out/tag- properly specttic problems
out, with safety
housckeeping, systems
training,
procedurcs,
ete.
individual obscrvation programs for  identifies can finc tune SUCCESS 1S
personnel and safec behavior  potential individual safety dependent on site
reporting obscrvation problems with bchavior culture and
on and reporting  safety procedures, implementation
individuals work practices, approach
independent ctc. that
verification individuals
technigues choose to use

Smee the focus of this workshop 1s auditing of field operations, the remainder of this paper addresses auditing
techniques and tools that arc used for the site, workgroups or individuals, to identifv and fix existing or potential
latent errors in ficld operations, which will be further explained in sectien 1.5,

Potential Issues with Implementing Auditing Techniques
There are several potential issucs with implementing auditing technigques. Issues concern the design of the
auditing technique itsclf (such as type of data collected and how it is analvzed and used) as well as how to
mtroduce the technique to site operations. The implementatton plan should mclude an excrcise in which




potential barriers to successful implementation arc identified and then the impiementation strategy can be
adjusted to overcome the barricrs.

Emplovee perceptions

One typical barricr is that site personnel may perecive the auditing technique a “flavor of the month,” or
“another program’” that will come and go. Approaches to overcome this type of barrier include: integrating the
technique with existing site systems, and using a good cmployee involvement strategy to develop and implement
the technique. Other potential barriers include how employees percetve that the data will be used, how
operations will be affected, and the level of technical expertise or time commitment required of the participants.

Selecting scope of implementation: site, site svstem, work group

With regard to the technique itself, several potential 1ssues such as how the technique will be introduced and
how/if it will be tested. Testing gives the opportunity to adjust and improve the implementation of the technique
and the technique itself before 1t 1s applicd widely. In addition, sites should corsider resources needed for the
preparation, training, and follow-up that may be required to implement the various auditing techniques.

Auditing techniques for field operations at site fevel

Identification of latent crrors

At least two types of tools have been developed to help sites identify situations that could contribute to latent
grrors, TRIPOD {Shell) and HFAST (Exxon). Both tools are designed to be used by site personacl, and
categorize the situations to help sites identify underlving safety problems and conditions that could contribute to
latent errors.

TRIPOD (Shell)

The fellowing description 1s excerpted from Gordon's chapter on Contnibution of Human Factors and Human
Error to Accidents.

TRIPOD was developed to highlight the importance of underlying factors in the causation of accidents.
Underlying latent failures are central to the 1dcal of how accidents happen and are referred to as General Failure
Tvpcs, which include

e hardware ® design

® maintcnance ® procedures

» crror enforcing conditions e housckeeping
e incompatible goals ® organization
* communtcation & training

e defenees.

These General Failure Types often lead to specitic unsafe acts and triggening cvents. In order to assess the state
of an organization or activity in terms of its underlving latent problems, an instrument was developed, called a
Failure State Profile, to measure the extent of the underlying problems on the basis of a sample of the General
Failure Types.

TRIPOD is a tool in which rig personnel can rate their rig with a questionnaire. For example, in previous uses
of TRIPOD, rig personnel rated training, defences and hardware as the least important General Failure Types.
In other words, the responscs of the rig personnel to the questtonnaire indicated that they did not consider



training, defences and hardware as significant underlying potential problems for safety. TRIPOD is also used in
a more proactive approach for predicting human errors and is explained in section 1.5,

HFAST (Exxon)

The HFAST tool ts composed of scveral statements that are rated by a site team. The statements are designed to
wdentify various situations from design to behavioral that could contribute to latent errors. (These situations are
also known as factors that can influence human performance, or Performance Influencing Factors). The team
response 1s comptied and opportunities for improvement are categorized into the following topics:

® process control system ¢ ficld workplace

® task preparation & job design » procedures

® fraining e feedback to personnel
* work practice verification e communication

* work group support o shift schedules

e new design & modifications ¢ information systcms
¢ control room design ® ncar miss systems

Each section of the report explains the significance of the topic in relation to potential for human error,
summarizes the tssues relevant to the site, and suggests how to follow up on issues and plan improvements.

More detail on HFAST can be found in another papcr3

Near Miss Reporting

A near-miss system defines a near miss and specifies how near misses are to be reported and managed at the site.

An important human factors aspect of the near miss system s how the near miss reports are analvzed, and how

they are used to identify potential for crror in operations. A near miss reporting system may have the following

objectives:
- Gives msight into methods for reducing the likelihood of incidents by reducing crror inducing tactors

and improving the potential for recovering from an error

Incrcascs the sct of possible incident scenarios through discussion and awarencss. Promotes a

preventive, rather than reactive, mind set.

Functions as a reminder to act safcly through the acts of recognizing and reporting near misses.

The construction of the near-miss system should be based on guiding principles. These principles should be in
place or attainable (f the sitc wishes to pursuc an cffective near miss reporting svsten.

Examples of guiding principles

for a near miss system There are three key components of a ncar miss system:

Provides learning at all organizational levels. I. Near Miss Reporting Process
Focuses on systems, not individual people. 2. Near Miss Analysis
Intcgrated in existing systems. 3. Communication and Follow-up

Includes near misses that involve
technical/human/organizational/mana | There are basically two approaches to near muss systems: a

thorough reporting process which captures many detatls of the
ncar miss occurrence and takes time to complete, or a quick
reporting process which indicates broad areas that relate to the

geral factors,
Requires feedback foops at all levels.
Requires management support.

® Pennycook, W. & Danz-Reece, M. Practical Examples of Human Error Analysis in Operations. 1994

Society of Petroleum Engineers Conference Proceedings.



ncar miss occurrence. Depending on the type of near miss reporting process. the analysis process also varies.
Whatever the near miss analysis process involves, it should provide tools for identifying trends of potential

problems and for prionitizing them.

Auditing technigues for field operations at site systems/workgroups level

Feedback loops

The key to success in auditing site systems 1s to apply a feedback leop that:

1) measurcs performance,

2) identifics gaps by comparing actual
performance to desired performance and,
3) fixes the identified gaps.

Then, the loop starts again with Step 1.

The expected result 1s less potential for error,

achigved by closing the gaps between
expected and actual performance.

Site systems that are in place and operating
may be mussing the “check™ step of the
feedback loop that vertfies that the systems
arc working properly. Completing the

Feedback Loop

—— Measure Performance

¥

Identify Gaps

P

Fix ]Gaps

feedback loop provides confidence that systems arc actually working and provides a basts for improving the
system. This approach can be used to ensure that site systems such as work permitting, lock out tag out, and
cffectiveness of maintenance performance are functioning property.

Measure performance

Common problems:
sclected measurement 1s not speeific
cnough
measurcment 15 not objective
measurcment 1 affected by many other
variablcs

Collecting meaningful data ts the foundation of the feedback
loop. One must know exactly what to measure so that
performance can be objectivelv evaluated against critena, so
that improvements can be measured. Measurements that
indrcate how the system is working should be defined with input
from users of the work practices systems. A site procedure for

colleeting measurcments on work practices can help easure that measurements arc consistent and can be
accurately compared. Periodically the measurement techniques should be assessed to make sure crrors arc not

creening into the measurcments.



[dentify Gaps

Common problems:
structure is not in place to periodically A gap is the shortfall between the actual performance and the

identify gaps desired performance. With assessments, it is important to think
desired pcrformance has not been defined about tests of both pCDplC and the svstem. Ifa person 1s not

using the work system properly, retraimning may be the answer.
However, if several people arc not using the work system properly, then fault may lay with the svstem itself and
more fundamental changes may be required. If more than one person is having problems with a site work
system, 1t 1s probably not the fault of the individual person, but rather the fault of the system itself

Decvelop Appropniate Solutions

Common preblems:

the effectivencss of solutions are not Develop and implement solutions that are targeted to close the
systematically evaluated gap  Check the cffectiveness of each solution by measuring the
insufficicnt plans in place to share system performance when the solution 1s implemented.

lessons lcarned Compare this performance with the desired performance. Then,

adjust the solution to address the remaining gap.

Examples of site systems that would benefit from feedback loop

The feedback loop is well suited as a framework for implementing auditing techmques that can identtfy potential
problems in many site systems, for example, work permut, lock out tag out, and procedures.

Work Permit

The feedback loop can be used to audit the work permit system and potential human factors related problems
with the work permit systern. For cxample, test the usc of hot work permits by contractor personncl. Although
construction personncl arc given imtial training for the use of hot work permits, only through follow up can cne
verify that this initial training is adequate, and that aspects of hot work are being complicd with.

Lock out - Tag out

The feedback loop can be used to audit the lock out tag out (LOTO) system.

Define measures that can be used to indicate the performance of the LOTO system.

Examples of Measurements

Number of violations on inspection

Number of LOTOs executed properly over a specified time period
Number of near misses and/or incidents in which use of the LOTO
system identificd as a contributing factor

Scores by LOTO users on tests about their knowledge of sork
permit practices

Develop a process to compare measured performance to critenia for effective LOTO systems. The
process should include methods to collect and address feedback from the users of the system.



Ensure that an established methodology exists to address gaps and implement improvements to the
system.

Onc approach is to ask a supcrvisor to review the LOTO of the most recent work performed by a member of the
crew. Some things that may be identified are poor training, improper locks, mmadequate aumber of locks, unclear
or poorly written tags. or poorly documented procedures. One test each week by a different supervisor will
provide cnough data to verify that this system 1s working properly.

Procedures

Procedures should be pertodically audited to ensure that they are being used as intended. There are six types

of audits that can be conducted on procedures:
. Technical - Determing if procedures are accurate and complete.

2. Quality - Determine if the appropriate format and style is used.

3. Effectivencss - Determing if procedures are used as intended and are crrors infrequent.

4. Intcmational Standards Organizatien (ISQ) - Determine if vou are doing what you wrote. (Note:
ISO audits don’t address if what vou arc doing is right, only 1f you are doing what you wrote.)

5. Compliance - Determine if you are complying with the letter of the law and industry practice/norms.

6. Combined - Includes two or more above the above types.

To identify potential human errors that may be overlooked by the more traditional audit techniques and those
arising from a fatlure to follow the intended procedural steps, a process hazard evaluation technique may be
nceded. A HAZOP or what-if analysis that is structured to address procedures can be used cffectively for this

purposc.
Auditing techniques for fleld operations at individual personnel level
Behavioral

The feedback loop can be used to help improve compliance with safety practices. Check safety practices to
determing if there are problems with implementing them. For example, personnel may not perecive some safety
practices as practical to apply.

Dcfine measures that can be used to indicate compliance with safety practices.

Examples of Measurements for Site Safety Practices

Pereentage of work obscrvanions where personnel are using proper
safety practices

Number of near misses or incidents in which “safety practices™
was a contributing factor

Scores by personnel on tests about their knowledge of site safety
practices

Number of safety practices identificd as not practical to apply

Number of safety practices identified that could be improved




Develop a process to compare measured actual performance of site safety practices to the desired
performance. The process should include methods to collect and address feedback from the users of
the system.

Establish a site process to address gaps and implement improvements to the system. For cxample,

behavior medification programs contain components which modify behavior through positive
reinforcement to emplovees for proper safety behavior,

Independent verifications

A more structured obscrvation approach called “independent verification” can be used for monitoring LOTO of
equipment with potentially severe consequences, such as high voltage cquipment. Independent verification is the
practice of checking the LOTO for conformance to established criteria by a qualified person other than the one
who performed the LOTO. 1t s preferable that the venifier checks the LOTO after it has been set up, instead of
obscrving the other person setting up the LOTO . The independent observation by the verifier increases the
probabthity that he/she will detect a problem with the LOTO. If independent verification 1s not possible, then the
verifier and the person who is exccuting the LOTO can simultancously check the LOTO steps as they arc
performed and concur that cach step has been completed correctly.

Example: STAR

Closcly related to the practice of independent Stop -- Think - Act - Review
verification 1s self-checking, a nisk management = - = -
tool designed to reduce human crror. By teaching 1. Stop before performing the task to

workers to focus their attention on the details of the
task at hand self-checking becomes an ingratned
work practice. Self-checking helps to ensure that 2
the correct unit, train or component is identified for
work, and the intended action ard expected
responses arc revicwed before performing the task. 3
One cxample of scif checking 1s called STAR:
Stop--Think--Act--Review. 4

climunate distractions and focus
attention

. Think about the task, the expected
response, and the actions required if
the response docs not oceur

. Act by reconfirming the planned task

and then perform the task

Review by comparing the actual

response to the expected responsc

1.4 Using human error classifications schemes to predict error and tmprove behavioral safety processes in
offshore operations

Rescarch has shown that in the oil and gas industry there is a continual presence of error-producing factors.
These factors do not cause incidents but they do indirectly contribute to their occurrence. In recent years most
organisations have implemented comprehensive safety measures. Initiatives such as ESM and Unsafe Act
Auditing (UAA) have contributed to a fall in recordable incidents. However, almost no organisation has reached
a consistently flawless level of incident occurrence. This is because no matter how well an operation 1s run, error
producing factors will always extst. Factors mclude tume pressure, continual operational changes i a dynamic
environment and the fact that over time, kanown risks are underestimated.



Although these factors ensure that incidents will contmue to occur their ¢nd result can be controlled to a certain
degrece. If the organisation is working safcly and cfficiently the potential of incidents arising from such factors
will be reduced. High quality operations are more adept at dealing with crises than organisations pushed beyond
their limit. In poor quality operations a small crisis is often the straw that breaks the donkey's back, and
something that started out as relatively insignificant becomes a full scale disaster.

Addressing the problem

Error-producing factors can result in ¢ither technical or human failures. Over the vears much work has been
done to improve the technical aspects of operations. As technology has progressed machinery and equipment
have become more reliable and safer to operate.

Very little, however, has been done with regard to failures of a human nature. If anything, human error has been
used as a scapegoat when no other causes for an incident could be identificd.

Rescarch has confirmed that humans will always commit errors. This docs not mean that all humans commit the
same types of errors. Inexperienced people, for instance, tend to make ships or lapses, e.g. fumbled gear change,
exiting a motorway one junction too carly or late. Highly experienced people, on the other hand, arc more likely
to commit viclations. Violations are deliberate deviations from a planned action sequence. They are often caused
by a persons superior understanding of an operation. It is therefore impossible to label a particular type of
individual as prone to making crrors. Often, the best personnel make the worst mistakes.

Howgever, since crrors can never be entirely eliminated, organizations must learn how to manage them
systematically. An organization can cither take a proactive or reactive stance against crrors. Two proactive
approaches arc auditing cxisting svstems and redesigning systems to be human error tolerant. A reactive
approach would take the form of 1dentifving generic root causes in incidents that can give risc to similar
problems in the future.

The proactive approach of auditing existing svstems along with examining types of human error is the primary
focus of this section.

Incident causation: active and latent failurcs

Analysis reveals that there ts rarely one single cause for an incident. Most incidents are caused by a combination
of two types of fatlures. Those that are made at the sharp end of the organisation (active failurcs) and others that
have their ongins in the decision-making part of the company (latent faifures).

Although incidents are caused by a combination of active and latent failures they arc often blamed on human
error as 1t 1s casier to find fault in an individual rather than with an organisation.

Active failures (human errors) come in many different forms, and are therefore hard to predict. Active failurcs
occur at the worksite, e.g. rig or production floor and most are attributable to human errors, committed by shop
floor personnel. Since active failures are hard to predict, they are and therefore hard to cradicate.

Latent faiures are continually present in the organisation and normally remain hidden untid an icident occurs
and draws attention to them. Latent failures often stem from decisions made at a much earlicr time. These
decisions may have been correct at the time they were made, however, in a dynamic environment such as the ol
and gas industry, vesterday's best decision can be tomorrow's worst source of crror.



Even though the occurrence of some active failures will be inevitable, therr effects can be reduced considerably
by climinating as many latent failures as possible. An organization should aim at dentifying and reducing latent
failures so that when the inevitable active faiture (human crror) occurs, it does not result in an incident.

By cxamining a typical incident the difference between the two types of failure becomes clear:
frxample: Accident description

To meet a production deadlinc a supervisor assigns a man to help ancther team of workers loading sacked
chemicals. The man has been newly employed, and has not yet received his full HSE induction. Due to the
urgency of the work he 1s given only a brief site induction and is not aware that the chemicals arc corrosive. One
sack 1s damaged, and while cleaning up the spillage the worker suffers burns to his hand from coming in contact
with the chemicals through a torn working glove.

Active failures
damage to the sack containing chemicals
fatlure of the glove to protect the worker's hand

Latent failures
lack of compcetence (failure in HSE induction and site induction)
preduction goals promoting short cut in site induction

In the example there 1s questionable work practice and poor decision-making. The reasons for this may be
numecrous, ¢.g. lack of procedures, pressure from management to meet deadlines, lack of training, ete.
Furthermore, over time in a changing world with work practices continually advancing the effects of decisions
previously made can be reduced.

Human error classification schemes

Part of being human is to crr. Extensive rescarch in the ficld of human error has revealed what we all know;
that human beings have always and will continue to make errors. There arc scveral types of human crrors:

Shp: An unintended deviation from a correct plan of action, ¢.g. knocking over a glass
while attempting to pick it up.

Lapse: Omission/ repetition of a planned action, e.g. forgetting to wear a hard hat.

Mistake: Intended action mappropriate to the circumstances, ¢.g. attempting to open the front
door with the back doer key.

Violation: Deliberately breaking a rule to achieve a goal; e.gr. exceeding the speed Lt

Human error is often the trigger of an mcident and 1s implicated in four out of five active fatlures. Another crror
classification scheme by Embry (1990) categorizes error into these categories:

Action crrors: Examples include actions which are too long or too short, right actions carried cut on the wrong
object, actions, omitted, etc .

Checking errors: Omissions of required checks., carrying out the wrong check on the right object, cte.

Retneval errors: Errors concerned with the retrieval of information from visual displavs, procedures or memory.
Transmission errors: Errors which occur during the transmission of information between individuals.

Selection errors: Errors in sttuations where an objeet has to be selected or a choice made when there arc
altcrnative objects which could be erroncously chosen.



Embry uscs a Human Error Analysis combined with a task analysis for systcmatically predicting errors in tasks
which lead to quality lapses.

The task steps which are sclected for cvaluation are first subjected to a pre-analysis to climinate broad classes of
crrors which are ruled out by the specific task conditions. For example, if no checking is involved during a task
step such as closing a valve, then checking error is not possible. The detailed analysis then asks the analyst a
serics of questions relating to cach of the task steps 1 order to identify whether any of the error modes specified
in the error classification described 1s possible.

This method of analysis 1dentifies hum errors within a task but docs not directly deal with outlining solutions.

[n order to help an organization systematically prevent human crror, a more macro approach rather than a task
approach must be used. The macro approach must analvze the orgamzation/operation as a whole unit in order to
understand where the major classes of crror lic, so that predicting error docs not have to be task dependent.

Some of the major classes of latent errors or faults in an organization can be easily linked back to human error,
while others arc much more difficult to trace but arc ultimately the result of human error.

Assessing error and systematically tackling it within an organization

One of the most well cited error classification schemes is called Tripod. Shell International Exploration and
Production sponsored this rescarch effort. The Tripod Theory originated from rescarch by the Rijks Universiteit
Leiden 1n the Netherlands and the Victoria University, Manchester England into the contribution of human
bchavioural factors in acerdents. Currently, two applications have been developed based on the research: Tripod-
DELTA, a diagnostie tool for accident prevention and Tripod-BETA, a PC-based tool for analysis during
accident investigation, explained in section 1.3

Tripod-DELTA distinguishes itsclf from other safety approaches in that it docs not concentrate on preventing
active failures. 1t concedes that humans are bound to make crrors and that equipment can fail. Instead 1t focuses
on latent failures that cause incidents. Tripod-DELTA s a system that exposes latent failures and facilitates
therr removal from an organisation.

Accident Cawsation Sequence

The line of causality connecting from crrors to latent fatlures and the main intervening factors are tltustrated in
Figure 1
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Figure 1+ Acaident causation scquence

Top level decision makers and fallible decisions

The people responsible for initiating, designing, constructing and resourcing of a particular company, facility or
activity are the strategic apex of the system Beeause their decisions have a wide-ranging impact, they are the
principal organisational sources of latent fatlures. Thetr decisions measured against risk management objectives
may have unfortunate conscquences, often vears later, which may or may not have been forescen at the time.

Line management and latent failures

The decisions of top management are transiated into specific forms and disseminated throughout the organisation
along departmental pathways (technical, production, training, maintenance, hazard management, ete.). It 1s here
that fallible decisions impose the constraints (¢ g lack of time or financial resources) that can lead to the sceding
of latent fatlures, as in design, poor procedures or inadequate training. These latent failures need to be seen in
conjunction with, or as causing. preconditions that lead people to commit unsafe acts.

Line management and preconditions

Preconditions are the psychological and situational (c.g technical) precursors of unsafe acts. They comprise
such things as poor motivation, inadequate perception of hazards, high work load, ignorance of the system, poor



tasking, distracters, dangerous working conditions. They arc the ingredients from which individual unsafc acts
arc made.

Operators, maintenance crews and local triggers

Local triggers arc the inherently unpredictable events which interact with unsaft acts to circumvent the system
defences. Triggering events may be duc to a wide variety of causes (atypical conditions, technical faults,
environmental conditions}, but arc usually outside the control of those directly involved.

General Failure Tvpes

Tripod rescarch has classified latent fatlures into 11 General Failure Types (GFTs). which provide a
comprchensive hazard management picturc that is valid across the diversity of offshore activitics:

Hardware Error-entorcing Conditions Organisation
Design Housckeeping Training
Maintenance Management Incompatible Goals Defences
Procedures Communication

Some of these GFTs reach back over the development history of the organisation (¢ g incompatible poals and
organisational failurcs); others assess the current quality of its specific functions (¢ g design, maintenance,
procedures, cte).

GET Definitions

Hardware (HW)

Failures due to madequate quality of materials or construction, non-availability of hardware and failures due to
ageing (position 1n the life cvele).

Design (DE)
Deficiencics m layout or design of facilities, plant. equipment or tools that lead to misuse or unsafe acts,
increasing the chance of particular tvpes of errors and violations.

Mantenance Management (MM)

Failures in the systems for ensuring techmical integrity of facilitics, plant, cquipment and teols, e g. condition
survevs, corrosion controls and function testing of safety and emergency equipment. Issues relevant to the
¢xecution aspects of maintenance are considered in the GFTs: Error-cnforcing Conditions; Procedures; Destn;
Hardware; Communication.

Procedures (PR)
Unclear, unavailable, incorrect or otherwisce unusable standardised task infermation that has been established to

achicve a desired result,

Error-enforcing conditions (EC)

Factors such as time pressurcs, changes in work patterns, physical working conditions (heat, cold, noise, shift
patterns, etc.), acting on the individual or in the workplace, that promote the performance of unsafe acts - crrors
(unintended deviations) or violations (intended deviations).

Housekeeping (HK)
Tolerance of deficiencics in conditions of tidiness and cleanliness of facilitics and work spaces or n the
provision of adequate resources for cleaning and waste removal.




Incompatibic goals (1G)

Failure to manage conflict; between organisational goals, such as safety and production; between formal rules
such as company written procedures and the rules generated informally by a work group; between the demands
of individuals. tasks and their personal preoccupation or distractions.

Communication (CO)

Failurc in transmitting information that 1s necessary for the safe and effective functioning of the organisation 1o
the appropriate recipients in a clear, unambiguous or intelligible form. Transmession failures {system) means the
nccessary communication channels do not exist or the necessary information 1s not transmitted.

Reception failures (local) means the communication channels exist and the information 1s transmitted, but the
message 1 not understood (e g. because of language). 1s musinterpreted by the recipient, or is sent too late to be
of use.

Organisation (OR)
Deficiencies in either the structure of a company or the way it conducts its business that allow safety
responstbilitics to become 1ll-defined and warming signs to be overlooked.

Training (TR)

Deficiencies in the system for providing the necessary awareness, knowledge or skill to an individual or
individuals in the organisation. In this context. traiming includes on-the-job coaching by mentors and supervisors
as well as formal courses. Awareness means the process of understanding the hazardous conditions present at

the worksite.

Dcfences (DF)

Failures in the systems, facilitics and equipment for control or containment of hazards or for the mitigation of
the consequences of cither human or component failures.

lailure State Profiles

Tripod rescarch has demonstrated that assessments of the degree to which these GFTs are present 1n an activity
or facility provide an accurate picture of its overall 'health’. These assessments may be quantified 1n several
ways. The relateve presence or absence of cach of the Tl GFTs may be represented by the height of a bar ina
histogram format (sce Figure 1.3). This histogram 1s called a Fatture State Prefile (FSP).

Increasing concern

HW DE MM PR EC HK IG CO OR TR ©Df

Figure 2: Farlure State Profile




The two main applications of Failure State Profiling, proactively in the Tripod-DELTA technique and
retrospectively in Incident Analysis, Tripod-BETA, are described briefly below.

Interpreting and Using [5Ps

Examination of the FSP for a given activity by the activity manager can generate the following results:
1. Determinc the organisation's performance in the individual GFTs and establish in which order of priority the
GFTs should be tackled for improvement.

2. Compare profiles of the same activity taken from previous assessments to determne if improvements have
been made.

3. Comparc profiles for ene site, or activity against another similar site or activity.

In the case of the lower-order GFTs, 1t 15 often possible to spelt out precise corrective actions within the
operational unit, particularly where the problems anse from failures to appreciate human strengths and
weaknesses. In the case of the higher-order GFTs, such clear-cut prescriptions are neither possible nor desirable.
The aim here is to make clear the adverse hazard management effects associated with these more strategic
decisions, normally requiring management involvement.

The importance of management action agamst GEFTs 1s that 1t demonstrates corporate motivation to improve
hazard management performance and shows that hazard management and production goals are compatible - both
involve domg the job well.

Conclusions

Humans will always make mistakes, that is unavoidable. However, an organization can manage human error by
several approaches. These approaches fall into two broad categories: proactive and reactive.

The twe proactive approaches are design and auditing existing installations. Designing a system should consist
of making the svstem human crror tolerant. This means that the system should accommodate and moderate
incorrect operator actions. However the desten option s only relevant for offshore ticld operations when there 1s
a major upgrade on the installation. A proactive measure which can oceur is an audit of a the cxisting system or
mstallation with a tool like Triped in order to wdentify characteristics (latent errors) which can induce quality
failures.

The reactive approach consists of performing a detailed aralysis of incidents to identify generic root causes that
can give rise to similar problems (¢rrors) in the future.
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1.5 Using management systems to improve field operations

An effective management system typically has at least three key clements: a data-based feedback system,
management involvement, and a process for involving employees in continuous improvement efforts.  The
fecdback process 1s a system of communicating performance data through all levels of the organization. Such
data 1s usually summanzed n a simple, casy to understand report that provides a profile of key measures that
reflect each of the following measurement parameters:

Safety

Quality

Production

Costs

Schedule
The purpose of the feedback process 1s to provide information about current performance that guides future
performance. The information helps those within an orgamzation know when they are on track and when they
nced to do somcthing different. It helps clarify responsibilitics and establish priorities within the organization.
Generally, the information 1s summarized in a weekly or monthly report that is distributed through all levels of
the organization. The primary purpesc of the information 1s for use by employees, while the secondary use 1s for
management revicw.

In safety, the feedback system provides information from three different sources: statistics on accidents and
injurics, results of audits conducted by management and staff personnel, and data from observations conducted
by cmployees. The truc value of this information comes from how it 1s used by teams of emplovees. Employees
should review data from all of these sources and usc it to develop action plans to improve safcty on their rigs or
in their work arcas.  Of the three types of data mentioned above, the observation data collected by the
employces themselves are the most important. Observation data helps employees identify practices that are
putting employees at risk of injury. The team can then decide whether the risk is a result of a failure to follow
procedure, a procedure that needs to be rewritten, a poorly designed job task {for example, poor valve placement
that requires bad body posttion), or other root cause, and develop appropriate actien plans for improvement

Employces can use the data more easily when it is presented on graphs. Parcto charts that reflect the arcas of
concern that occur with the greatest frequency or in the greatest percent of observation can help the team dentify
the arcas that need the most attention. In additzon, run charts illustrate trerds and can help anticipate problem
arcas or show that improvement efforts are working.

Often these data are reviewed by safety tcams that function at two different levels. The first level is the natural
work tecam of employees that works together on the rig or within an arca. The natural work tcam is usually the
same group of employecs that gets together for safety mectings. The sccond level s a Steering Commuttee that
reviews the data for an entire region or division. This tcam takes a broader look at the risks that are affecting
the entire organization and develops action plans appropriate for this level. The Steering Committee also 1s
responsible for maintaming the safety obscrvation process, so they review data on how well the process is
function on cach ng and in every location and develop action plans accordingly. Thus, in addition to reviewing
data from obscrvations, they review data on the number of observations being conducted versus the number
planned, and the percent of employees conducting obscrvations on each rig or location.

Data from incident and accident investigations arc also important for several reasons. First, the accident
investigation obviously pravide information on practices and conditions that need attention.  Such information
must be shared throughout the organization, usually through discussion in safety mectings so that everyone has
the opportunity to learn from the incident . Often, such investigations will have implications for the safety
obscrvations process and the Steering Commuttee should modify the observation process to emphasize a
particular practice or condition that contributed to the incident. The investigation may reveal that this partrcular



task was not one that was commonly obscrved, or it mav suggest a safety practice that should be added to the
obscrvation checklist. Second, they allow a team to assess the extent to which the observation process 1s
wentifving the practices that are causing incidents and accidents.

The obscrvation process 1s distinet from safety audits conducted by management or the safety staff
Observations are conducted by employees who then review thetr observation checkhist with the co-worker they
Just observed and give feedback on their observations. The focus of such ebservations 1s practices first,
conditions second. Safcty audits on the other hand, arc conducted by line management or the safety staff and
tyvpically focus primarily on conditions. In addition, unsafe conditiens identificd during audits are formally
tracked until they are resolved. The audit process s part of the organization’s formal safety system and focuses
on addressing regulatory requirements, while observations arc less formal and locking for ways to reduce risks
that typically arc not addressed formally 1n written procedures or regulatory requirements.

2. Facilitating operations on the platform

2.1 The management of change in upstream exploration and production

Introduction

[t has been said that the only constant in life is change. While change may be constant, it comes i many
different shapes and sizes, though most forms can be categorised as either radical or ncremental.  Radical
change (such as Business Process Re-engincering) involves the rapid removal of the old ways of doing things
and replaces them with new or unique ones, this type of change represents a complete break with the past for the
entire organisation. I[ncremental changes tend to be small scale and localised often designed to solve a specific
problem. Thts type of change is likely only to bring about ad hoe and localised improvement in performance
{Burncs, 1992). There arc numerous different motivations for change, some of which may be perceived as
positive {1.c. company cxpanston) others as negative {(i.¢. reduction in profitabilitv).  Irrespective of the stze of
the change or whether it is perceived as positive or negative it will still nced to be managed cffcctively to avord
having a negative umpact on safoty.

In the current cconomic environment in the UK, the primary aim of most corporate change is to do more with
less, duc to increased competition and the need to increase profitability. In the o1l industry these cconomic
pressurces have lead to an ot industry initiative called CRINE (Cost Reduction Initiative for the New Era). The
primary aim 1s to ensurce the continued existence and profitability of o1l and gas production m the North Sea
[t’s two primary objectives are to achieve a thirty pereent saving n capital costs and halve operating costs within
threc vears. An initial report by the CRINE working group produced six key recommendations: 1) Use standard
cquipment, 2) Use functional specifications, 3) Be more critical in deeiding documentation needs, 4y Sunphify
and clarifv contract language, avoiding adversanal clauses. 3) Rationalise reguiations on certification production
consents, pipeline works authonsation and field development programs. 6) Make quality qualifications more
credible. Specialist groups have been sct up to establish best industry practice in @ number of specific arcas:
Culture change, Safety and environment, 1T systems, Quality, Specification, Technical, Project and
Documentation. In addition to this, CRINE has encouraged oil companies to form partncring alliances to move
away from the adversarial stvle which characterised the way the operating companies worked with their
contractors  The existence of the CRINE organisation in its¢lf is not making companics restructure their
organisations but 1t is a clear manifestation of the pressure oil companies are under to find now and more
etfective ways of managing their business. This paper is going to focus on the 1ssucs surrounding the challenges
in managing some of the radical changes which many oil companies are currently experniencing.  Imtially the
rclationship between cconomic factors and satety wili be discussed, then some of the changes that have occurred
offshore will be described. following this suggestions on the management of change will be given and finally an

cxample of citective change witl be presented.



The relationship between economic factors and safety performance

[nvestigations into a number of major disasters such as Piper Alpha, Zecbrugge, Flixborough, Clapham juaction
and Chernobyl has revealed that they were not caused by a coincidence of independent failures and human errors
but by a svstematic migration of organisational behaviour toward disaster under the influence of pressure toward
cost-cffectiveness (Rasmussen, 1993, 1994} [t is therefore vital that high hazard organisations effectively
manage change and cost reduction. It 1s fikelv that cost reduction and organisational change could also increase
the likelihood that an individual worker will have an aceident. Figure | describes the dvnamic relationship
between cconomie, werkload and safety boundaries and the possible cffect of increased economic pressure. It
can be scen that increased economic pressure for cost cffectiveness moves the boundary of cconomic failure
downwards, which will increasc management pressure on the work force toward cfficiency. As workers have
great freedom to select thetr level of performance within the boundaries of economic failure and workload, this
increase in workload on emplovees (who tend to migrate toward least cffort) will lead to a migration toward the
boundary of safe operations, which could lead to an increase in the number of accidents.
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Figure I A dvnamic model of the boundaries of operation
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Activity in a work situation will show great vanability duc to mdividual, situation and organmsational factors.
Activity will then be characterised by freedom of movement within the workspace (similar to the movement of
gas molccules). This will provide ample opportunity to the work foree to wdentify “an cffort gradient” and for
the management to identify “a cost gradient”™ The result 1s likely to be a systematic migration toward the
boundary of acceptable safety performance (Rasmussen, 1996).

Recent research into nisk perception and safety i the UK offshore oil industry carried out by Flin, Meamns,
Fleming and Gordon, (1996) provides some empirical support for the above theoretical model.  This study
involved sending a self complction questionnaire to 1330 offshore employees on six participating installations,
40% of which (622 gquestionnaires) were completed and returned to the rescarch tcam.  The data from the
questionnaires was statistically analysed and a number ot LISREL models were developed, figure 2 1s onc model
from the study. This model indicates the direct cffect of management commitracent, the balance between
production and safety, management prioritics. fatalistic attitude to safety and social support have on the abstract
concept (latent variable) safety satisfaction. Rehability of the variables were found to be satisfactory for all the
variables in the model. Please refer to Flin et al (1996) for a full description of LISREL analysis and for a more
complete description of this model.
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Figure 2. Associations between safety attitudes, social support and satistaction with safcty and contingency
factors

The results of the analysis indicate that the respondents’ perception of management commitment to safoty, thew
perceptions about the balance between production and safety, their perceptions about management priontics,
fatalism and the amount of social support they recetved explained nearly half the variance in satisfaction with
safcty and cmergency response measures (R2=0.43). The two most important predictors were perception of
raanagement commitment to safety (v]1=.43), and perceptions about the balance between production and safety
(+21=.30). Respondents™ attitudes to management prioritics and fatalism were found to contribute the least to

their satisfaction wath safety (y31=-.06, v41=-.05 respectively).



It has been arguced by Flin et al (1996) that work force perceptions of safety can be taken as an indictor of real
level of safety. If this argument is taken further then it could be suggested that the factors that influcnce their
pereeptions are also some of the factors that influence the actual level of safety on the installation Thus the
above LISREL mode! suggests that management commitment to safety and the balance between safety and
productivity have a direct effect on level of safety.  Which indicates that cconomic factors can have a direct
impact on safety. These conclusion 1s consistent with the theoretical model proposed by Rasmussen (1996).

Specific changes in the UK oil and gas exploration and production industry:

1. In recent vears a common factor in nearly all organisational change in the oil industry has been to reduce
staff costs Staff costs have been cut by 1) reducing the number of offshore pests by delayering (removing
an entire tier of management) or redundancy (reducing the number of positions), n1) changing the offshore
rotations to reduce the amount of time onshore (c.g. going from 1wo weeks on and three weeks off to two on
two off), 1ii) replacing operating company staff with contracting staff on the installation 1v) reducing the
onshore support staff by redundancics.

2. The adoption of multi-skilling to maximisc the productivity of the work force and reduce the number of staff
on the installation.

3. Out sourcing of entire functions such as logistics to reduce the number of staff emploved, reduce cost and
increase efficiency.

4. Set up partnering arrangements with major contracting companics to reduce waste, reduce the amount of
duplication of cffort and to remove the need to have operating company personnel to supervise contractors.
These relationships encourage contracting companies to reduce the overall cost of a project as they will get a
sharc of any savings madc.

R ]

Alliances with other operators to share project and operating costs (¢ g. sharing supply boats).

6. The number of helicopter flights are reduced by extending the period of time workers spend offshore (c.g.
from two weeks to three weeks).

7. The maintenance program may be changed from a planned maintenance schedule to a relability based
maintenance or to a breakdown repair only,

8. Procedurcs may be revised to reduce down time
9 Reduction in amount of money spent in traiming or carcer development,

10. Change in the reward structure by increasing the amount of performance related pav while also reducing
some bonuses (e.g. safety bonus)

It is clear from the above that the Oil industry in UK has been going through a peried of change. This change
has been managed differently and with varying amounts of success across the industry.  The impact that this
change has had on safety s difficult to establish as accident rates for the cntire UKCS arc published as the
number of accidents per 1000 employees and not as a rate per man hour exposed. There has been a certain
amount of debate about the accuracy of the figure for the numbers cmploved offshore. It 1s difficult to know if
the figure considers individuals who have only worked for two weeks in a vear in the same way as they consider
an individual who has worked 24 weeks. If they do then the figures for those employed are going to be inflated,



because in recent years there has been an mcrease in the numbers who are only employed when they arc
required. This may therefore give a distorted picture of the accident trend for the UKCS. It 1s ¢lear from the
above discussion of the relationship between cconomic factors and safety that it 1s vital to manage the change
process effectively in order to avold an increase in the hkelihood of accidents or a major disaster occurring.
There have only been a limited number of articles which have addressed the potential effects of organisational
change on satety and none, that the author is aware of, that have focused on the oil and gas industry.

Considerations which may aid in the management of change

The theoretical model developed by Rasmussen would suggest that the two factors which should be considered
are the effects of the organisational change on the safety management system and on worker motivation.
Rasmussen’s model suggests that thewr will be inercased likelihoed of individuals vielating the procedures
spectfied by the SMS, which may lead to an increased number accidents. This suggests that the SMS needs to
be adapted and developed in ight of any changes to the organisation. The changes to the SMS may include a
review of procedures to sec if they are still practicable or an increase in the number of audits to the svstem. In
addition 1t 1s important to maintain or increase work force motivation to combat the work forces™ tendeney to
minimisc their work load which may lead them to taking short cuts or viclating procedures.

The literature on the safety implications of organisational change appears to be very sparse.  One article by
Witheral and Kelak {1996) entitled “Is corporate re-engincering hurting vour emplovees?” has identified five

factors that increase risk during re-cnginecring.

[ f-car in the oreanisation

The primary fear for most emplovecs is loss of their job. In the carly stages of most recorgamsations, the senior
management announces that significant cost reductions are required to keep the business competitive.  The
employces realise that this usually franslates to a reduction in the work force, this fear increases as the lay-offs
begin. To reduce their internal fechings of tension employecs will attempt to obtain some scnse of control over
the situation, this may lead to workers believing that the only way to secure their job (s to become more
productive cven if this requires them to compromise their personal safety. Because accidents are a combination
of exposure and risk then compromising safety procedures will pay off in the short term as it is likely that they
will be able to complete the task faster by ignoring some rules, thus employees will continue to break procedures
until an accident oceurs.

Fear of losing onc’s job can lead to stress, and stress can lcad to increased accidents (Dessler, 1991). Fear can
also causc emplovees at all levels to refrain from identifying problems for fear of being seen as negative and
resisting change To combat these problems management must clearly communicate that safety is of primary
importance and that no punitive actions will be taken against anyone who reports a safety problem. It may be
uscful to cmphasise that the safest way of performing an activity 1s also likely to be the most ctficient in the long
run, but that if any employce has identified a more efficient method of performing an operation that this wall be
examined and the safety implications asscssed. The change team should have safety performance as onc the
factors which their success 1s measured against.  People only tend to attend to safety if 1t part of ther
performance evaluation (Wygal, 1973).

2. Emplovees can become confused and frustrated

The act of restructuring implics that employees roles, responsibilities and reward structures are likely to change.
Unfortunately due to the iterative nature of the change process individuals job tasks responsibilities and
reporting structures may change many times during the transition period. These changes increase the demands
on employees who are likely to be leaming new skills and being asked to work harder. This may lead to an



increased number of crrors which in turn increases frustration.  The tone of this type of environment can be felt
from a quote by an employee expertencing these conditions “we never have the time to do it right, but we always
have time to do it over” (Withenll and Kolak, 1996). This frustration nceds to be addressed in some way
possibly by having an open form for emplovees and management to get together to discuss problems and allow
the management to update the emplovees on progress to date.

3. _Morale declines

The above situations are likely to reduce ¢mployees morale as the fear of losing their job increascs and as they
feel incompetent in their constantly changing roles as they encounter frustrations. A direct relationship has been
found between decreasing morale and increasing accidents (Byars and Rue, 1991).  Scnior managers must
become aware of the fear that a proposed change process may cause in some employvees. Management must
cndeavour to reduce this fear by providing time for emplovees to voice their concens and address these concerns
honestly and as accurately as possiblc.

4. Emplovees become overwhelmed by work loads

As employecs workloads increase they will attempt to prioritise their tasks and responsibilities to cope with their
increased work load. This may lead to “cutting corners’ or a reduction in safety monitoring.  These types of
behaviours are likely to be reinforced because as Heinrich (1939) indicated, an employee wall be able to breach
safety procedures numerous times before any negative consequences are realised. Thus the employee will feel
that they have become more productive at no cost. In fact it is possible that the emplovee will be rewarded for
breaching safety procedures. To avoid this management must stay focused on safety and convince the work
force that cffective performance is more important now that previously for the compantes survival. The
management must highlight the cost of accidents to the company.

3. _Accountability tor safety can be lost

Supervisors and managers may be taken away from their usual responsibilitics to form part of the redesign
group. Their responsibilities may be shared among other supervisors or others mayv be temporally promoted into
their position.  There are a number of potential risks with this situation, firstly there 1s going to be a loss of
knowledge that only the moved persen had. also activities that this individual performed on an informal basis
may no longer be performed. The loss of this type of informal corporate knowledge can have a significant
impact on safetv. If the supervisors responsibilitics are shared among a number of other supcrvisors it is
possible that accountability for safety 1s lost. Employees who are temporally promoted to supervisor may feel
mtimidated by the position and be unable to votee safety concemns to senior management.

Additional nisk factors identified during confidential semi-structured interviews which were held with a number
ol industry experts, which included safety manages from both operating and contracting companies and
members of the Health and Safety Executive.

[ The mcreased amount of commurication and focus on cost reduction and increased productivity can dilute
the safety message even if safety has not decrcased in importance.  If the work force ts continuously
bombarded with cost reduction information and attending courses to improve efficiency, it would not be
surprising 1if the believed that increased ctficiency at any cost was what s¢nier management wanted.

2. A primary objective of certain radical organisational change processes 1s to develop a new corporate culture.
A number of rescarch studies such as Donald, Canter & Chalk, (1991). Lee (1993); Zohar, (1980) have
concluded that safety culture is one of the main determining factors for the level of safety in an organisation.



It 1s therefore very important when attempting to alter the culture of an organisation to consider the impact
that this will have on the existing safety culture which s a subcomponent of the organisational culture. It
may therefore be uscfil to measure the safety and organisatronal culture prior to any change process and
attempt to identify how they interact so that the organisational culture change does not have a detrimental
effect on the safety culture.

3 With delayering and redundancy tt may no longer be possible to follow procedures because the position (¢ g.
Senier mechanical technician} that is supposed to be consulted no longer cxists. This can lead to confusion
and 1t is possible that it may lead the individual to ignore the sct procedure. It is thercfore important to
review all the company safety procedures to ensure that they can still be adhered to after the changes.

An additienal risk with the loss of individuals and positions from an organisation s the associated loss of
informal activitics which may be critical for safcty. The inercase in the adoption of multi-skilling (workers
performing tasks m more than one discipline) is particularly prone to the loss of informal safety checks. For
example if a mechanical technictan has been tramed to perform isolations, so that when they remove a valve
they will be able to perform their own isclations. This may remove the informal checks that the mechanical
technician may have dene on the production department’s isolations as he has done the 1solations and
therefore may feel that they are unnecessary.

(9]

With restructuring it 1s important that individuals who are given new responsibilitics are awarc of what they
are required to do and that they have the required skills to perform their duties in a competent manner. IF it
has been identified that individuals will require additional training, it 1s tmportant that this 1s provided during
the transition period.

h

Lxample of best practice in the Oil Industry: 4 case study

To illustrate how radical organisational changes can be cffectively managed to prevent a negalive impact on
safety a bricf summary of how one North Seca operator has succeeded will be presented. This company under
went a radical restructuring without increasing thetr accident rate, in fact their aceident rate actually decreased.
This company is part of a large multi national o1l corporation which operates a number of production platforms
in the Neorth Sea. Over the past five years it, like many other North Sca operators has undergone a number of
cost reduction and reorganisation exercises. The most recent reorganisation involved direct changes to the safety
department, including redundancies and the outsourcing of some activitics.  Other sections of the orgamsation
including the offshore installations also saw redundancies, outsourcing of complete departments, changes in
work processes, a decrcase 1n the ratio of company to contract staff and the cstablishment of partnering and
alliances refationships.

As this crgamisation had been through previous reorgamsations, the process of change was managed by an
internal team as opposed to extemal consultants. This small multr disciplinary team (which mcluded an
individual from the safety department) was put together 1o focus on changing the organisation to reduce
operating costs. The optimisation team considered a wide range of changes to the organisation that would
achicve the desired cost reduction, such as: decreasing number of employees: increase outsourcing; cxamination
of all precedures (including safety procedures): reducing the number and size of onshore support groups; Setting
up partnering agreements (1.¢. one large contracting company to manage all contractor agreements) and alliances
with other operators (v.g. sharing supply boats). As the team were considering the most effective way forward,
representatives from cach department met with the optimisation team to identify ways their departments could
change to reduce costs.

Through the above process the optimisation team developed a defined plan of how the organisation would be in
the future. Once the tcam had dentificd the changes that were going to be made for cach department a safety



transition plan was developed. The safety department had an input nto the plan and a reviewed the final draft.
The safcty transition plan provided a structurc to manage the possible cffects that the changes may have on
safety. Firstly 1t clearly sct out the changes that were going to be made and the possible safety implications of
these changes. It identificd any additional training that people may require to fulfil any new responsibilities. It
clearly identified individuals responsible for specific aspects of safety during and after the period of change. A
SMS audit was performed at the end of the change process to ensure that nothing had been lost or had slipped
through the net. Then the system was audited again after nine months to cnsure that the new systems were stil
in place and functioning correctly.

Conclusions

The above clearly indicates the complex:ity of 1ssucs surrounding the management of change. It is difficult to
provide list specific guidelines for the management of change as cach organisation will approach the change
process from different perspectives and motivations.  Having said that there arc a fow factors that should be
worth of consideration for the majority of situations. These are: 1} Safety performance should be one of the
indicators of change tcams performance, ii) Consideration of the possible safety implications of any implications
of structural changes for procedurces and guidelines changes, 1ii) Awareness that the change process may effect
morale and motivation, iv) The safety culture of the organisation may be damaged by the change process
{productivity at any cost may be pereeived as the objective of scnior management), v) Open and honest
communication with the work force can minimuse the potential cffects of the change process. To momitor the
effects of the change process it may be useful to survey work foree opinion prior to any announcement about the
organisational change and to re-survey the work foree at set intervals or after change milestones have been
reached.
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2.2 Using behavioral techniques to ensure safe operating practices

Creating a process that actively involves employvees in conducting safety obscrvations helps ensurc that
employees work safcly m several ways. First, observations benefit both the observer and the emplovee being
obscrved. The more obvious benefit is for the emplovee being observed who benefits from an independent
observation. The feedback makes the cmployee more aware of the risk of injury that results from a particular
approach to the task 1s at hand, and ideally w:ll prompt a ditferent approach that reduces the nisk. In addition,
the observer benefits from conducting the obscrvation. Conducting an observation sensitizes the observer to
such risk for the next time he has to do that task. In addition, our cuiture values “walking the taik” and once the
obscrver has been talking to other emploveces about a particular safety practice, the social dynamics increase the
likelthood that the obscrver 1s going to perform the job in a safe marner. In other words, for most of us, if we
preach to others about using fall protection, we are morce likely to use fall protection the next time 1t 15 required,
even 1f no one 1s around to obscrve us.

Further, a behavioral observation process benefits both new and scasoned employees. It ensures (1) that
experienced emplovees remain aware of the risk associated with short-cutting safety procedures; and (2) that
new employees come gain a better understanding of the risks involved in their work.

The kev to an cffective behavioral observation process 1s designing a process with a high level of employee
ownership. The way to ensure employee ownership s to involve emplovees in designing the behavioral
safcty process. This 1s done by selecting emplovees that arc representative of all aspects of the operation to
serve as a design tcam. Design team members should generally be employees that have a strong personal
commutment to safety and are informal lcaders among thewr fellow employees. Typically the design team will
complete the following steps:

b, Asscss the orgamzation to identify factors that must be addressed to ensure the success of the new
process.

2. Design an observation checklist based on (a) an analysis of accidents that have occurred within the
orgamization over the past three to five vears, (b) accidents experienced by similar orgamizations,
and (c) mnput from employees and safety professionals within the company.

[V]

Develop a procedure for conducting observations that is realistic give the nature of the work.

. Plan a team process for using the data that includes revicwing the data in safety mectings and
sending the data (or a summary of the data) to the Steering Committee for review and analysis.

T

. Creatc an obscrver training workshep and plans for training all cmplovees on how to conduct
obscrvations.

th

6. Dewvise a plan for recognition to support the process. This plan should encourage participation,



completion of observations, quality feedback during obscrvations, and imprevements achieved as a
result of the process. Ideally, it should provide recognition to both individuals that champion safcty
and teams that achicve success through the process.

7. Gain management’s support for the process by planning their role, reviewing the process with, and
incorporating input from the management team

(For a more detailed treatment of the design proccss, scc MeSween, 1995 )
A behavioral safety process usually has several key elements:

A systematically developed checklist

A process for conducting observation

Immediate behavioral feedback based on observations

A review of observation data in tcam safety meetings on each hitch

A Steering Committec that reviews data and develops plans for continuous improvement that mects
quartcrly at the base camp or division headguarters.

A Fictional Example

The following story llustrates a typical cbservation process.

At the end of Monday’s safety meeting, the tool pusher, Randy, announces that on Tucsday he will conduct a
safety obscrvation of the rig. On Tuesday afternoon Randy gets Jim, onc of the hands, and says “Come along
with me. I want to do a safety observation of our rig and would like for you to come sce how these are done so
that you can do them later on. Your participation is completely voluntary butit'll help ensure a safer place to
work for all of us”

Jim agrees to go along. As they start their tour of the rig, Randy and Jim discuss the fact that very soon, cvery
employee on their hitch will finish observation training and be participating m the observation process.
Evervone will be partners in safcty and sharng responsibility for achieving it.

When Randy and Jim arrive on the rig fleor, Randy takes a detailed, one-page checklist out of a folder. Without
referring to it, the two men first scan the work arca and ask themselves (after Randy explains the procedure to
Jim) “What do we see the employees doing that could cause someone to get hurt?” They note one such practice
on the checklist. They then review the checklist and mark each safe practice and cheek areas of concern. They
do not record the names of any of the employees they observe on the checklist.

After completing their observation, they approach the employees and review the checklist with them. “We
noticed that vou were 100% safe on the your use of personal protective equipment.” Randy says. “Your tools
are well organized and vou were using the right tools for the work you were performing. However, we also
noted a small puddlc of oil of to onc side your work arca. [ was concerned that soraconc might ship in the o1l and
injurc themselves.” Randy and Jim answer a fow questions after which Randy asks the group to clean up the onl.
Randy and Jun then return to the office where Randy shows Jim how to complete the checklist by calculating a
“0/, safe” index. He records the safety percentage on a running graph on the safety bulltin board and put the
completed checklist into a three-ring binder. All told, the two men spent about 30 minutes completing the
observation and documentation process.



On Monday morning at their safety mecting, Randy shows his tcam the data from the previous week's safety
observations. Jim and another cmployee who had served as an obscrver report the data from their obscrvations,
beginning with naming those practices on which employvees were 100% safe during all obscrvations. Randy tells
them he appreciates their efforts and to keep up the good work. He then discusses his and Fred’s concern about
keeping the work arcas clean of oil that could create a shipping hazard and importance of not allowing oil to be
released nto the environment. The employees as a group agree to try to ¢liminate such hazards for their next
four tours. Onc of the crew summarizes the obscrvation data at the end of the month and sends 1t into the
division effice where a sccretary enters it into a data basc.

At the end of the quarter, the division’s Steering Commuttee meets at the base camp to review the observation
data and any accident or incidents that occurred during the quarter. The Steering Committee 1s made up of an
emplovee representative from cach rig. While this 1s normally their time off, they are paid to come in for the
meeting. The data basc provides a summary report to the Safety Steering Committee.  After reviewing the data
and comments about spilt oil on diffcrent observation forms from several different rigs, the committee decides to
provide a video and training materials on cleaning up hazardous materials for review in safety meetings on cach
rig during the following month. They hoped these training materials would assist rig personnel in their efforts to
provide a safe work place and protect the environment.

Final comments

While this fictional case study illustrates many of the kev clements of the process, the actual logistics vary
extensively depending of such factors as the size of the crews, the remoteness of the nigs, and a host of other
factors. In some cases, for example, emplovees have to conduct self assessments because the number of
employees 1s too small to allow peer observations. Never-the-less, such observation based, behavioral safety
processes have proven to be an effective tool for achieving continuous safety improvement in a wide varicty of
organizations both on-shore and off-shorc.

2.3 Facilitating Better Communications Between Operations Personnel

Svstematic communications between operations personnel is an integral component in our cfforts to improve
safety and productivity of offshore operations. Substantial and relevant improvements can only result through a
tecam based approach to the communication eftort. Teamwork, the co-operative effort to realize a common goal,
requires a unificd commitment to achieve and maintain cffective communication. When considering operations
in the o1l and gas industry, this challengg is even greater because of barriers such as cross functional areas,
contract labor as well as crew and shift changes. These types of barriers require clearly established
communication matrices designed to maintain performance drivers such as understanding, co-ordination,
continuity and commitment among all operations personnel.

Performance Drivers

In offshore operations, teamwork is an all-important concept. It is critical that all members of the tcam move
toward a shared objective. This is accomplished by utilizing performance drivers such as those listed above. A
performance driver may be described as an objective that guides a member's individual actions and specifies a
protocol for team interacticns.

One of thc most fundamental performance drivers i1s understanding.  Each member must have a clear
understanding of the shared goal and the role that they play in accomplishing that goal. Also, there must be an
understanding as to the interrelationship between all tcam members and cach functional arca. [n most cases, the
implementation of a comprehensive training program directed towards familiarizing workers with the overlap
that cxists between various job descriptions 1s an integral part of facilitating their understanding of these



relationships. Recommended practices for development of a safety and environmental program suggest that the
synergistic progression towards the integration of process and safety issucs is cructal to its cffectivencss.

Oil and gas related operations require a tremendous amount of co-ordination between all functional arcas. There
must be continuous status reports at predetermined intervals followed by evaluations and adjustments in
projections to ensure safe and productive operations of facilitics. Also, continusty in process must be maintained
from shift to shift and during ecach crew change.  Establishing modes of communication that are required as a
function of changes m personnel s the primary arca of concern with respect to maintaining continuity of
process. These avenues for exchange of information should limit the possibility for miscommunication and at
the very lcast cnsure that a smooth transition occurs with a minimum of disruption 1n process flow.

Finally, there must be commitment from cach member to maintain the continuity of the team and its cfforts.
This is the most challenging of the drivers because of the functional barriers assoclated with offshore operations

such as crew and shift changes.

Communtcative Drivers

Effcctive team communication is the impetus behind safe and successful offshore operations.  The key to
cffective communication is the selection and usc of a proper communicattve driver. That 1s, the most effective
method of transferring pertinent information to each team member. A communicative driver is any mcans of
transferring information from one source to another. In operations, this can range from a flow level indicator to
tool-box mectings which communicate safety concerns.  As with the proper selection and placement of
equipment read-outs, choosing the proper driver in interpersonal communication is fundamental to 1ts success.
Two things must be determined when choosing the appropriate driver: What s the message which needs to be
communicated; and who needs to know the information”?

In a tcam approach, communicative drivers provide a pathway for the convevance of the objectives and roles and
responsibilitics leading to tecam proficiency.  Some of the typical drivers for communicating this type of
information arc shown below:

Team mectings
Memorandums
E-mail

Bulletin boards
Newsletters
Progress reports

As tcam members, we should constantly asscss how personal behaviors relate to the team’s cfforts. In an
effective tcam environment, other tcam members are consulted during the decision making process to ensure that
affected cross-functional arcas arc involved when necessary. This requires a tremendous amount of effort and
co-ordination. To assist in accomplishing this objective, most tcams have clearly defined networks for the
cffective flow of information  The key to the success of these networks is their case of use and limited time
requirements.

Onc aspect of team communication which is typically overlooked ts the “why” factor. When a communicative
driver with limited interactive features is utilized, the reasons for the decision are usually not expressed. Too
often this results in a breakdown of team communication which hinders mutual understanding and team
cohesiveness. There is no other solution to this problem than providing explanations for decistons which impact
tcam members. This can be accomplished by assigning an accessible point of contact who can effectively detail
the cvents or reasons leading to the decision. Additionally documentation may include a brief summary of these
saime reasons to accomplish the same effect.



Currently, there are world class orgamizations who have refined methods and drivers which assist in maintaining
a tcam based operation.  These matrices have proven very effective in addressing aforcmentioned arcas of
concern.  We offer a sclection of these methods and suggest potential improvements that may be incorporated
based on team necds.

World Class Team Communication Matrices

Pre-shift team meetings — An open meeting 1s held before cach shift with required
representation from all functicnal arcas. This ensures that current and projected operational
status 1s communicated to all affected areas.

Standard meeting agenda — A standard meeting agenda is used which solicits input from cach
functional arca. Also, open discussion 1s encouraged to answer any questions which may arisc.

Point of contact — Contingency planning should be a factor in maintaining a designated source of
informatien in the cvent of disruptions in the scheduling of personnel changes.

Rotation of facilitator responsibilitics — Some organizations are now realizing the importance of
utilizing traincd faciitators to maintain the flow of mectings. These organizations offer and
encourage their ecmplovees to take advantage of this training. This allows tetal team mvolvement
while maintaining productive meeting flow.

Posted meeting minutes -—— Meceting 1ssues are maintained on a large crascr board for casy reference
by all tecam members. Each dav these munutes are updated as neeessary. Minutes also include a
look ahead for projected operations and operational contingencies. This component is a
wondertul tool in maintaining the performance drivers.

Information sharing — Representatives from cach functional area 1s responsible for sharing all
pertinent information with their co-workers. They must be committed to their role of
mamntaining the corununication link both during and after the meeting,

Maintaining operations log ~ Documenting progress, problems, procedural changes, cte. s key
to maintaining the performance drivers when considering crew changes. Team members who
have been “out of the loop™ for as much as two weeks need to know what has occurred during
thetr absence.

Formaf crew-chanpe meetings — Helicopters and crew boats are grounded for a short period of time
during crew changes for team updates.  Outgoing team members have a tremendous amount of
information that must be shared with incoming members. This  requires  preparation  on  the
outgoing tcam members part but it is time that is well invested  toward  the  success  of  the
operation.

E-matd —With the accessible nature of home computers, teams can maintain contact during thetr oft
time. Another avenue which can be used is providing computer terminals at various transportation
terminals so that team members can download information before heading offshore.  Both of these
enable team members to orient themselves before reaching the platform.  In the end, this approach
facilitates a more effective transfer of information during crew changes with mimimal down-time of
transportation.

The key to achieving world class organizational success is a concerted effort towards maintaining the highest
tevel of productivity and safety through cffective team communication.  This can be accomplished through
development of communication networks which focus on a sensitivity to the mherent differences in the abilitics
of work force personnel to assimulate information.  With this in mind, it is evident that variations in modes of
communication can assure that the process remains evergreen.



A SAFETY MANAGEMENT ASSESSMENT SYSTEM (SMAS)
FOR OFFSHORE PLATFORMS

Robert G. Bea
Department of Civil & Environmental Engineering
University of California at Berkeley

Many different types of safety management assessment methods have been used by offshore
structure engineers. These range from qualtative (Hazard Operability Studies, Failure Mode and
Effects Analyses) to quantitative (Quantified Reliability Analyses, Probabthistic Risk Analyses, Formal
Safety Assessments) (Center for Chemical Process Safety, 1995; Bea, Roberts, 1995; Bea, 1994). The
method that will be discussed here 1s identified as a Safety Management Assessment System (SMAS)
for offshore platforms.

SMAS is a Safety Indexing Method (Bea, 1996) that is intended to provide a level of detail
between the qualitative / less detailed methods (Arnold, et al, 1995) and the highly quantitative / very
detailed methods (Groeneweg, 1994). SMAS has been based on an approach similar to that used in the
Tripod Delta and Tripod Beta systems (Groeneweg, 1994, Hudson, et al, 1996a, 1996b). SMAS
includes a qualification and training protocol for platform operations assessors. These assessors
include representatives that have daily responsibilities for safe operations of the offshore platform.
SMAS serves as both an external and internal auditing instrument and provides a bais for continuing
improvement of the safety of offshore platform operations.

SMAS is based on the precepts developed in the U.S. Minerals Management Safety and
Environmental Management Programs (SEMP) (Bartholomew, 1995; Federal Register, 1991), the
American Petroleum Institute Recommended Practices for Development of a Satety and
Environmental management Program (API RP 75) (1993), the U. S. Coast Guard Prevention Through
People (PTP) program (U.S. Coast Guard, 1995), the Health and Safety Executive (1996) Prevention
of Fire and Explosion and Emergency Response (PFEER) Regulations, the International Standards
Orgamzation Health , Safety, and Environmental Management Systems (1995), and the International
Maritime Organization International Management {(ISM} Code (1993).

SMAS encompasses two levels of safety assessment: ) coarse qualitative, and 2) detailed
qualitative. The objective of SMAS is with the least effort possible, to identify those factors that are
not of concern relative to safety, to identify those mitigation measures that need to be implemented to
improve safety, and to identify those factors that are of concern that should be relegated to more
detailed quantitative evaluations and analyses.



COMPONENTS

The SMAS system is comprised of three primary components:

) a laptop computer program and documentation that is used to help guide platform

assessments and record their results,

2) an assessor qualification protocol and training program, and

3) a three stage assessment process that is started onshore with information gathering and

identification of FOC, then proceeds offshore to observe platform operations, and is
concluded onshore with a final assessment and set of recommendations,

The surveying instrument 13 in the form of a laptop computer program that contains interactive
algorithms to facilitate development of consistent and meaningful evaluations of existing facilities. The
instrument includes evaluations of the categories of facility factors defined earhier: operating personnel,
organizations, hardware (equipment, structure), procedures (normal, emergency), environments, and
the interfaces between the categories of factors.

Standardized and customized written, tabular, and graphical output reporting and routines are
provided. This instrument 1s intended to help identify alternatives for how a given facility might best be
upgraded so that it can be fit for the intended purposes.

The SMAS process has been developed so that it can be used effectively and efficiently by
those that have daily involvement and responsibilities for the safety of offshore structures. The SMAS
system 1s intended to help empower those that have such responsibilities to identify important loss of
containment hazards, prioritize those hazards, and then define warranted or needed mitigation
measures.

EVALUATION STEPS

There are five major steps in the SMAS (Fig. 1). The first step is to select a system for
assessment. This selection would be based on an evaluation of the history of Loss of Containment
(LOC) events and other types of high consequence accidents on the platform, the general likelihood
and consequences of LOC, and the schedule of assessments for the facility.

The second major step is to identify an assessment team. This team would be comprised of
qualified and tramned SMAS assessors indicated as Designated Inspection Representatives (DIR’s}.
These DIR’s normally would come from the owner / operator organizatton, regulatory or classification
agencies, or consulting engineering service firms. As in the commercial aviation industry, appointment
of DIR’s would be approved by the responsible regulatory agency. DIR appointment would be based
on technical and operations experience. DIR’s would be qualified based on SMAS specific training and
experience. To avoid conflicts of interest, DIR’s would be allowed to request replacement by the
responsible regulatory authority when such conflicts arose.

The third step consists of a coarse qualitative assessment of the seven categories of elements
that comprise a platform or terminal system. This assessment is based on the general history of LOC of
similar types of facilities and operations, and details on the specific system. These details would consist
of current information on the structure, equipment, procedures (normal operations and maintenance,
and emergency / crisis management), operating personnel (including contractors), and organizations /
management. Results from previous inspections and hazard studies would be produced and evaluated
in this step. [nterviews would be held with representatives of the owner / operator organizatton and the
operating crews.

The product of Step #3 is identitication of the Factors of Concern (FOC) that could lead to
LOC events. As a part of the assessment process that will be described later, the assessment team
records the rationale for identification of the FOC. The assessment may at this stage also identify
suggested LOC mutigations. The results are reported in user selected standard textural and graphical



formats (SEMP, PFEER, [SM) and in user defined
textural and graphical formats (that can be stored
in the computer or produced each time).

For some systems, the information at this
stage may be sufficient allow the system to exit the
SMAS with the implementation of the mitigations,
recording the results, and scheduling the next
assessment.

I[f it is deemed necessary, the SMAS
proceeds to Step #4; development of scenario/s to
express and evaluate the FOC. These scenarios or
sequences of events are intended to capture the
tnitiating, contributing, and compounding events
that could lead to a LOC. They help focus the
attention of the assessors on specific elements that
could pose high risks to the system.

Based on the FOC and the associated
scenarios, Step #5 proceeds with a detailed
qualitative assessment. Additional information is
developed to perform this assessment and includes
more detailed information on the general history
of the facility, its details, results from previous
inspections and hazard studies, and management
and operating personnel interviews. In recording
results from the interviews, provisions are made
for anonymous discussions and reporting.

The product of Step #5 is a detailing of the
mitigation measures suggested for mutigation of
the FOC confirmed in Step #5. The rationale for
the suggested mitigations are detailed together
with projected beneficial effects on the FOC. As
for the results of Step #3, the results of Step #4
are reported in standard and user defined formats.

At this point, the assessment team could
elect to continue the SMAS in one of two ways.
The first option would be to return to the FOC
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stage and repeat Step #5 based ‘new’ FOC and the assomated scenarios. The second option would be
to proceed with some of the FOC and the associated scenarios into coarse quantitative analyses and

evaluations.

If the assessment team elected, the SMAS could be terminated at the end of Step #5. The
results would be recorded, and the next assessment scheduled

EVALUATION PROCESS

The SMAS evaluation process is organized into three stages: (1) background information
development and initial assessment (onshore), (2) visiting the faciity and observing operations

(oftshore), and (3) final evaluation (onshore).



The first stage is organized into three activities. The first activity is to assemble background
information on the facility. The second activity is to identify FOC in the facility. The third activity is to
develop preliminary evaluations of the FOC.

Information for Phase comes from both verbal briefings and written material. Verbal briefings
by personnel from both the corporate office and the platform, followed by a question-and-answer
period, provide insight into the organization. Written information, such as oil process flow diagrams,
maintenance procedures, results from previous assessments and inspections, information on previous
loss of containment events, and emergency action plans, are examined to determine FOC and to
familiarize assessors with the platform / terminal. General background on accidents and failures
associated with similar types of facilities are used to sharpen perspectives and insights of what to look
for.

The purpose of the second stage, visiting the platform / terminal, ts to confirm information
gathered during the first phase and to observe the actual operation of the facility. A typical visit will
include a tour of the entire facility, followed by observing, at a minimum, the following critical
procedures: (1) maintenance, (2) emergency drills, (3) shift changes, and (4) contract crew operations.
A tour is conducted to familiarize assessors with the characteristics of FOC 1dentified during Stage #1
and perhaps reveal additional FOC. Maintenance FOC will be the first component focused on because
poor or improper maintenance ts the cause of many accidents on marine systems. The second
component, emergency drills, focuses on how the platform personnel respond to loss of containment
events, because once it has started, humans must act either to bring the loss of containment under
control or to escape. The third component, shift changeover, is observed to examine communication
between platform operating crews and personnel. Of particular concern are communications between
contract crews and platform operating personnel and coordination of their work activities.

During the final evaluation stage, the evaluations and comments are re-examined, and the final
assessments are developed. These assessments are input to the SMAS computer instrument and output
reports generated that summarize the results of the assessment in appropriate formats (e.g. SEMP
audit report). This report contains a summary of the FOC that were identified together with a summary
of the rationale for their identification. The assessors notes on justifications are included in the final
report together with suggestions for reducing the risks of LOC through, lowering likelihoods,
consequences, or a combination thereof.

SMAS LEVELS /\

AS 1 gani t 1
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Figure 2 - Safety components, factors, and attributes



identified: communications (1.1), selection (1.2),
knowledge (1.3), tramming (1.4), skills, (1.5),
limitations / impairments {1.6), and organization
/ coordination (1.7). If in the judgment of the
assessment team, additional factors should be
considered, then they can be added. Using a
process that will be described later, the assessors
develop grades for each of these factors.

The third Level identifies attributes
associated with each of the factors. These
attributes are  observable (behaviors) or

measurable. These attributes provide the basis or
rationale for grading the factors. For example,
for the communications factor (1.1) six attributes
are included: clarity (1.1.1), accuracy (1.1.2),
frequency (1.1.3), openness / honesty (1.14),
veritying or checking - feedback (1.1.3), and
encouraging (1.1.6). Again, if in the judgment of
the assessment team, additional attributes are
needed, they can be added to the SMAS.

Four sources of information were used to
compile these component factors and attributes:
regulations and industry guidelines (ASTM, AP,
1SO, MMS, HSE, ISM, USCG; Center for
Chemical Process Safety), individual company
guldelines, experience and history with LOC on
offshore structures (Moore, Bea, 1993; Bea,
1994), and results from current research (Bea,
Roberts, 1995, Bea, 1996, Groeneweg, 1994,
Hurst, et al, 1992).

GRADING FACTORS

The method for addressing SMAS factors and attributes relies upon experienced and trained

Table T - Level 1 evaluation categories

and factors

Operating Teams
Communications
Selection
Knowledge
Limitations &
Impairments
Management
Experience
Training
Skills

Organizational
Process Auditing
Safety Culture
Risk Perception
Emergency Preparedness
Command & Controls
Training
Communications
Resources

Procedures
Operating
Maintenance
Safc-work
Contractor coordination
Shift / Crew change
Emergency response
Management of change

Hardware / Equipment
Drilling systcms
Production systems
Piping, hoses
Pumps / compressors
Flanges / gaskets
Electrical systems
Pressure vessels
Storage tanks
Lifting / crane facilitics
Fire protection facilities

Structure
Operational loadings
(vertical)
Operational loadings
(honzontal}
Environmental ldgs.
Fire / explosions prot.
Collision protections

Interfaces
Operators & other
Organizations & other
Procedures & other
Equipment & oiher
Structure & other comp.

Environmental
External
Internal

assessors who assign grades for each component factor and attribute.

Each of the attributes for a given factor are assessed based on a seven peint grading scale (Fig,
3). An attnbute or factor that is average in meeting referent standards and requirements is given a
grade of 4. An attribute or factor that is outstanding and exceeds all referent standards and
requirements 13 given a grade of 1. An attribute or factor that is very poor and does not meet any

referent standards or requirements is given a grade of 7. Other grades are used to express
characteristics that are intermediate to these. The assessor is allowed to indicate upper and lower

bounds to the grade for each factor. This allows a variance on the grading of each factor to be

developed.

The grades for the attributes are summed and divided by the number of attributes used to

develop a resultant grade for the factor. The assessors review this resultant grade and if it is

acceptable, the grade is recorded. 11t is not, it is revised and the reasons for the revision noted.




In the same manner, the grades for the factors are summed and divided by the number of
factors to develop a resultant grade for the component. Again, the assessors review this resultant grade
and if it is acceptable, the grade is recorded. 1f'it is not, it is revised and reasons for the revision noted.

A “Braille’ chart is then developed that summarizes the mean grades developed by the
assessment team for each of the factors (Fig. 4). The ‘high’ grades (those above 4) indicate
components and the associated factors that are candidates for mitigation. Based on the upper and
lower bounds identified by the assessors for each of the factors, a resultant variance expressed as a
coefficient of variation is given for each of the resultant grades. This gives the assessor an
understanding of the overall uncertainty associated with the gradings.

ASSESSORS
The single most important element in the SMAS system is the assessor. It does not matter how

good the SMAS assessment instruments and procedures are if the personnel using the instrument do
not have the proper experience, training, and motivations. The SMAS assessor must have experience
operating platforms, blowout, fire and explosion training, safety auditing experience, and training in
human and organization factors.

An important aspect of the qualifications of assessors regards their aptitude, attitude, and
motivation. It is very desirable that the assessors be highly motivated to learn about human and
organization factors and safety assessment techniques, have a high sensitivity to safety hazards
(‘perverse imaginations’), be observant and thoughtful, have good communication abilities, and have a
willingness to report ‘bad news’ when it is warranted.

Very poor, does not
7  meet any standards
or requirements
I Interfaces |
6 Poor Environments |
£
ch Structure §
5 Below average S  Equipment }
Q.
Good, average, g Procedures
4  meets most standards QO
and requirements Organizations §
3 Very good Operators §
L T L e Ut BV S
S 0 1 2 3 4 5 6 7
Excellent Grades
2 Figure 4 - Example component mean grades
Outstanding,
1 exceeds all standards o TP S
and requirements An ass_essor Just—.m—tlme tral.nmg lp‘rogr‘am has been
developed. This program includes basic traming in human and

organization factors and the SMAS assessment process.
Example applications are used to illustrate applications and to
help reinforce the training. A final examination is used to help assure that the assessor has learned the

course material and can apply the important concepts.
The assessor training program has two parts: 1) informational, and 2) practical exercises. The
informational part contains background on the SMAS assessment process and computer instrument,

Figure 3 - Grading scale
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REAL-TIME PREVENTION OF PLATFORM DRILLING BLOWOQUTS:
MANAGING RAPIDLY DEVELOPING CRISES

Robert G. Bea

Department of Civil & Environmental Engineering
University of California at Berkeley

INTRODUCTION

The single largest cause of major -accidents on
offshore platforms today is blowouts that occur during
drilling and workover operations (Fig. 1) {Bea, 1993).
There has been a significant reduction in blowout related
accident rates over time. Most of this reduction has been
achieved through improvements in drilling and workover
equipment, operating procedures, and training of drilling
and workover personnel.

Examination of the causes underlying current
drilling and workover accidents (Sonneman, 1992;
Rosenbert, et ai, 1994; Lefebre, Mutr, 1996; Andersen,
1996, Miessner, 1996) indicates that they have ‘root’
causes founded tn errors committed by operating

personnel, deficiencies 1n driling and workover
equipment, and operating procedures. Figure 2

summarizes the distribution of initiating causes in drilling
and workover blowouts that have been investigated. The
single dominant initiating cause is due to errors made by
the drilling and workover operating personnel. The single
largest source of personnel errors are mistakes. These
mistakes are errors that develop due to incorrect
cognitive processing of information or signals that
develop during the drilling and workover operattons.

Blowout
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Explosion
Fire j
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Other |
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Figure 1: Major accident rates on fixed
offshore platforms (1983-1993)
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Figure 2: Blowout initiating factors



Figure 3 summarizes the distribution of
contributing influences that background the initiating
causes. Contributing causes are the influences that
played major roles in the initiating events. In this case,
organizational  influences and deficiencies In
procedures and equipment are all about equal
contributors. Most of the deficiencies in equipment are
due to neglected maintenance and inappropriate design
/ configuration of the equipment. The majority of
procedure factors are associated with use of early
warning signals that the well 1s kicking. The majority
of the organizational factors are associated with
contlicting incentives that are provided to the drilling
and workover personnel. These conflicting incentives
most often are those of production and safety.

Figure 4 summarizes the distribution of
propagating factors. Propagating factors are those
elements that allowed the initiating event/s to coatinue
to develop and escalate until there was a blowout.
Again, the leading factors are due to orgamizational
and procedural deficiencies. The majority of the
procedural deficiencies are failure to use appropriate
emergency responses. The majority of the
organizational deficiencies are associated with
deployment of personnel (team work) and
communications.

Figure 5 summarizes the results of current
drlling rig inspections and shows the distribution of
equipment defictencies that have safety implications
(Lefebre, Muir, 1996). The vast majority of the drilling
equipment deficiencies are associated with the derrick
(30 9%). The safety defictencies are chiefly due to
drilling facilities (20 %) and extinguishing facilities (15
%). The well control deficiencies are primarily due to
BOP system deficiencies (54%). Mud pump
deficiencies account for 48 % of the mud system
deficiencies.
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Figure 3: Blowout contributing factors
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Figure 5: Rig equipment safety
deficiencies

This information clearly indicates that the primary factors that result in blowouts are due to
Human and Organizational Factors (HOF), If significant improvements are to be made in the
frequencies of these accidents, then the implication is that the HOF involved in imitiating, contributing,
and propagating phases of blowouts must be addressed. The major challenge posed for equipment 1s to
improve the human ‘interface’ aspects (micro ergonomic aspects).



STRATEGIES

Development of safety in complex technological systems has traditionally used two
fundamental approaches: proactive and reactive (Rasmussen, 1996). The proactive approach is
analytical, depends on the predictability of the system, and is focused on infrequent accidents. A major
difficulty with most proactive approaches (e.g. probabilistic risk analyses) 1s that they can not
adequately characterize and analyze complex future human and organizational interactions with
systems. How can one develop an analytical model of what one can not characterize and predict?
Hudson, et al (1994) have developed an instrument and protocol identified as Tripod-DELTA that has
been used in proactive safety management of drilling operations.

The reactive approach is fundamentally empirical, based on experience, focused on fixing the
last accident, and primarily addresses frequently occurring accidents. Much of the field of worker and
system safety has been built on the reactive approach.

The author proposes that there is a third approach to achieving safety in complex technological
systems. This is real-time management as the accident unfolds. This is management based on OODA
(Observe, Orient, Decide, and Act) ‘loops’ (recursive trials), migrating decision making, divide and
conquer deployment, and requisite variety in problem identification and solving. This is management of
rapidly developing crises that can have significant consequences, such as a blowout on an offshore
platform (Bea, Roberts, 1997).

Experience with complex technological systems indicates that behind each major accident is
something of the order of 10 to 100 near-misses, and perhaps 100 to 1000 hazardous acts or events
(Groeneweg, 1994). 1t 1s obvious that people frequently interact with systems to produce safe
operations. We want to learn how to increase the proportion of successful interventions, particularly as
potentially high hazard or consequence events unfold.

CRISIS DEFINED
A crists is defined as a rapidly developing sequence of events in which the risks associated with

the system rapidly increase to a hazardous state (Fig. 6) (Huey, Wickens, 1993). The crisis begins with
a surprise warning of some type that the system i1s moving from a safe to an unsafe state. Crises
tnvolve potentially grave life and property threats.

Lagadec (1993) describes crises as "events that do not play by the rules." These destabilizing
breakdowns seem to feed on themselves and overwhelm normal problem solving resources. Crises are
characterized by a threatening of normal values and goals, pressures to decide quickly, short times to
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act, unexpected events that shock, confusion, pressures to innovate in solving the crisis, development
of limited options, developments i which inaction produces undesirable consequences,
incomprehensible developments, information overload, ambiguity and uncertainty, increased numbers
of important demands, conflicts, limited resources, problems lumped together, exaggerated deviations,
intense scrutiny, and loss of critical functions. Crises are traumatic affairs.

Lagadec further observes, "the ability to deal with a crisis situation ts largely dependent on the
structures .. developed before chaos arrives. The event can in some ways be considered as an abrupt
and brutal audit: at a moment’s notice, everything that was left unprepared becomes a complex
problem, and every weakness comes rushing to the forefront. The past settles its accounts.” Sarna
(1996) charactenzes crises as "...not the kind of inctdents that occur on a regular enough basis to allow
incident commanders to build a personal data base of experience."

In 1ts stmplest terms, a crisis can be divided into three general stages (Fig. 6): 1) perception, 2)
evaluation, and 3) action. The first stage requires individuals to perceive and recognize warning signs
of the evolving crisis. The second stage involves processing information to identify problems and
causes, alternatives that might bring the system back into a safe state, consequences associated with
each alternative, evaluation of alternatives, and the choice of alternative or alternatives to be
implemented. The third stage involves implementing the alternative, and observing the results. If the
observation indicates that the alternative is not working, the process must be repeated selecting a
different alternative. If the system cannot be brought back to a safe state, an accident happens. If the
system can be brought back to a safe state, a ‘near-miss’ or “incident’ occurs.

This characterization of crists raises issues about strategies that can more frequently bring
marine systems back to safe states and to understand how to have more ‘near-misses’ than “direct hits’
{accidents). To do this, we will explicate in greater detail what we have learned from the various
communities how they have learned to successfully manage rapidly developing crises.

Rasmussen (1986) defined a crisis decision making model involving six steps: 1) monitoring
and detecting, 2) interpreting the current state, 3) determining its implications, 4) developing a control
plan, 5) implementing control actions, and 6) observing and obtaining feedback on the effectiveness of
the control plan. This 1s a process that has been identified as OODA {Observe, Orient, Decide, Act)
loops (Orr, 1983).

Fig. 7 summarizes the key steps in managing rapidly developing crises, based on Rasmussen
and results from our research. Fig. 6 can be interpreted as a more detailed breakdown of Rasmussen’s
six steps and the three phases identified in Fig. 6. Figure 7 details several additional important aspects
of crisis management that are focused on the critical decision making and implementation aspects of
developing a successful crisis management strategy. These include such activities as integrating
information, establishing goals and priorities, reflecting and debriefing, etc. Weick (1995b) summarized
this process as: “1) here is what [ think we face, 2) here is what [ think we should do, 3) here is why I
think this, 4) here is what and why we should watch, and 5) now, talk to me!”



Note the potential effect of training in
Fig. 7 (other ‘short-cuts’ are possible but not
shown). Training can help eliminate much of the
cogmnitive processing required to determine what
should be done. This allows effective alternatives
to be rapidly definred and implemented.

Also, note the importance  of
observations. Observations provide clues to
determine if implementation is producing the
desired results. If it is not, the processes of
identification and evaluation need to be repeated
to help arrest the crisis. If clues indicate the crisis
is being arrested, the process must be continued
until the emergency is over. The process should
not be stopped until adequate safety has been
achieved.
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Figure 7: Primary steps involved in managing a crisis

Perhaps no stage in a crisis is as important as the first stage: recognition or perception. This is
typically where well kicks develop into full fledged blowouts (Sonneman, 1992). Because the crisis is
just unfolding, if the situation can be quickly and correctly recognized, there will be more opportunity
and time to bring it under control. However, there are often a variety of organizational constraints that
delay this recognition including conflicts in incentives: production versus safety: “I will catch hell if I
close the well in.” Ambiguous information on the state of the well compounds this problem.

Three classes of cognitive factors seem to govern how and how well people percetve a crisis

(Cook, Woods, 1994):

1) knowledge - background that can be accessed when solving problems,
2) attention dynamics - control and management of mental workload, maintenance of situation

awareness, and avoidance of fixations,

3) strategy development - successful trade-off between conflicting goals, dealing with
uncertainty and ambiguity, avoidance of organizational double binds, and development of

good priorities and decisions.

Feltovich, et al., (1989) identified a number of factors or biases that tend to suppress quick and

accurate recognition of a crisis. These include:
- treating a dynamic situation as static,

- assuming that some general principle accounts for all of the observations,
« seeing different entities as more simtlar than they are,

* treating multidimensional phenomena as uni-dimensional,

» treating continuous parameters as discrete (uni-valued),

= treating the whole as the sum of'its paits,

» treating highly interconnected elements as separable.

Other factors can be added to this list (Bea, 1994; Bea, Roberts, 1997) including:

- failure to revise assessments based on new information,

- evaluation that the desired state or outcome is very likely when it is not likely (wishful

thinking),

» over estimation of control over the developments and outcomes (supermen/women),
» over estimation of the predictability of the sequence of events, and



+ ‘garden path problems’ in which strong ‘signals’ suggest plausible but incorrect answers;
weaker signals that suggest plausible and correct answers are ignored or not detected.

Developing and maintaining an awareness of potentially hazardous situations involves a
constant process of detecting anomaties; things that are not right or don’t fit. This requires constant
shifting of attention, a very limited resource, to modify a picture (mental model) of a system as a
whole. Building and maintaining the picture of the system requires cognitive effort, which when it
breaks down is called ‘loesing the bubble’ (Roberts, 1994). It is here that team work can provide
additional information, attention capacity, and requisite variety (Weick, 1995a) in insights and
potential solutions and enable the team to recognize the early warning signs of the developing crisis
and quickly implement effective control strategies.

IMPROVING REAL-TIME CRISIS MANAGEMENT
Two fundamental approaches to improving crisis performance are: 1) providing people

support, and 2) providing system support (Bellamy, 1994).

People Support
People support strategies include such things as selecting personnel well suited to address

crises, and then training them so they possess the required skills and knowledge. Re-traiming is
important to maintain skills and achieve wvigilance. The cognitive skills developed for crisis
management degrade rapidly if they are not maintained and used.

Crisis management teams should be developed that have the requisite variety to manage the
crisis and have developed teamwork processes so the necessary awareness, skills and knowledge are
mobilized when they are needed Auditing, training, and re-training are needed to help maintain and
hone skills, improve knowledge, and maintain readiness. Crists management teams need to be trained
in problem ‘divide and conquer’ strategies that preserve situational awareness through organization of
strategic and tactical commands and utilization of ‘expert task performance’ (spectalists) teams. Crisis
management teams need to be provided with practical and adaptable strategies and plans that can serve
as useful ‘templates’ in helping manage each unique crisis. These templates help reduce the amount
and intensity of cognitive processing that is required to manage the crisis. Such a template could
include:

a) throughout, question, anticipate, and take initiatives,

b) avoid radical responses, be moderate in seeking gains;

¢) capitalize on the opportunities offered by the crisis;

d) look for anything that may add flexibility and slow escalation,;

e) avoid making irreversible commitments:;

d) do not forget the post-crisis period (recovery, rescue), and

e) keep all communications channels open.

System Support

Improved system support includes factors such as improved maintenance of the necessary
critical equipment and procedures so they are workable and available as the crisis unfolds. Data
systems and communications systems are needed to provide and maintain accurate, relevant, and
timely information in ‘chunks’ that can be recognized, evaluated, and managed. Adequate safe haven
and hife saving measures need to be provided to allow crisis management teams to face and manage the
crisis, and if necessary, escape. Hardware and structure systems need to be provided to slow the
escalation of the crisis, and re-stabilize the system. Safety system automation needs to be provided for
the tasks people are not well suited to perform in emergency situations.



One would think that improved system support would be highly developed by engineers. This
does not seem to be the case. A few practitioners recognize its importance (Kleitz, 1991), but
generally 1t has not been incorporated into general engineering practice or gutdelines. Systems that are
intentionally designed to be stabilizing (when pushed to their limits, they tend to become more stable)
and robust (damage and defect tolerant) are not usual. Some provisions have been made to develop
systems that slow the progression of some crises. Fire deluge systems, heat insulation on critical
structural elements and fire walls, and blast pressure relief parels are examples of some of the
provisions. Our work indicates that system robustness is achieved through a combination of
redundancy (alternative paths to carry the loads), ductility (ability to redistribute loads and deform
without compromusing safety), and excess capacity (to carry the redistributed loads). These guidelines
also apply to the organizational or people components of systems.

Effective early warning systems and crisis information and communication systems have not
received the attention they deserve in providing marine system support for crisis management. Systems
need to be designed to clearly and calmly indicate when they are nearing the edges of safe
performance. Once these edges are passed, multiple

barriers .need to be in place to slgw further Tabte 1 - Crisis management personnel
degradation and there should be wamings of the —— -
breaching of these barriers. M ki th Criteria Competencies
breaching ese barriers. More work in this area [iroep ) sl and profes- ~Teadership
ts definitely needed. sional qualifications * communications
+ managerial & leadership|+ delegating
The Right Stuff qualifications + tcam working
. . + demonstrated abilities toj stress management
N Selection and training of personnel are command and control{-situation evaluation
critically important in building effective crisis emergencies + planning
management teams. Selection and training of crisis YT t- implementing
‘ . Attributes
management personnel are discussed by Flin and [T orienied - status leveling
Slaven (1995) for offshore platforms. The ‘right |- goal oriented + sclf confidence
stuff consists not only of leaders, but as well |*flexible _ * emotional control
foll Both lead d foll b « information seeking |+ self rehance
ollowers. Both leaders and followers must be team |, sanctifying -strength of personality

players. As the nature of the problem changes,
leaders can become followers and vice versa.

Slaven tdentified selection criteria (Table 1) as: technical comprehension, intellectual capacity,
perceptiveness, sociability, self-control, and stress tolerance. Psychological tests were developed to
shed light on the capacity for logical thinking, stress- tolerance, perceptiveness, technological
comprehension, the capacity for simultaneous performance, understanding instructions, self-
assertiveness, responsibility, emotional stability / self-control, vigilance, accuracy, sociability, and
tempo.

Flin and Slaven organized the selection criteria into three general categories: technical and
professional qualifications, managerial and leadership qualifications, and demonstrated abilities to
command and control emergencies. Based on research regarding a wide variety of types of
emergencies, inctuding those on offshore platforms, they identified eight key competencies (Table 1)
and ten key attributes of ‘the right stuft” (Flin, Slaven, 1996).

All research on crisis management indicates the importance of training. Training 1s intended to
help reduce the amount of cognitive processing required. Training is intended to help prevent cognitive
‘traps’ that can develop during an emergency and develop key competencies needed in managing
crises.

The how’s of crisis management training are tricky. Training should not endanger the trainees.
However, training should be realistic. Training in the field with the system of concern is the most



desirable form of training as long as the training can be realistic and the danger to personnel and the
system minmmized.

Training in simulators is the next most desirable form. Simulators must develop realistic and
physical mental images of an actual system in emergency situations. Danger to personnel must again be
minimized And, it is here that simulators have one of their major limitations: the trainees know that it
is not likely that they will die in the simulations. The trainees also know that the most desirable
reactions and actions in the simulation are those that will produce safety; thus, the trainees are relieved
of realistic production versus safety goal identifications and resolutions. Another major challenge for
simulator tramning is to capture the unfolding and interactive nature of unpredictable events and the
organization - crew interactions so important in such events.

CONCLUSIONS
The primary purpose of this discussion has been to point out the importance of three

approaches to reduce the incidence of platform drithing and workover blowouts. These are reactive,
proactive, and real-time approaches. The reactive and proactive approaches have been used
extensively by industry. The approach that needs more attention and further development is the real-
time approach that has been identified here as ‘crisis management.’ In addition, it 1s obvious that even
with the reactive and proactive approaches, not enough attention has been given to HOF. The HOF
aspects of equipment design (ergonomic or people friendly design) and maintenance, emergency
procedures, inherently safe design (robust systems), and providing suflicient and effective people and
system support have been highlighted.
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Application and Implementation of Human and Organizational Factors into
Management Systems to Reduce Human Error and Improve Offshore Platform Safety
and Productivity

*** DRAFT #2.2***

Preface

It 15 often stated that “human error” accounts for approximately 80% of marine casualties. Maring casualtics
such as Piper Alpha, Ocean Ranger, Glomar Java Sea and others have demonstrated that these problems are
not as simple as ‘operator crror’. Each of these disasters were compounded by management related factors that
influenced their operations and emergency preparcdness. Upon review of both offshore casualtics and casualtics
from other industrics, although casualties occur in many different ways, most have similar “signatures’. That is,
most casualtics arc contributed to by breakdown of communication, incentives, emergency preparcedness,
selection of properly tramned, experienced personnel and other contributing factors. However, onc key element
has been that the vast majority of causcs of casualtics are rooted mn the management system of the organization
{Bea and Moore, 1990; Libuser, 1994; Robcerts, 1990).

Most all organizations have two distinct leng-term operational goals: production and safety and in the long-term
arc both within the interest of the orgamization to stay viable. However, short term goals may not necessarily be
compatible i light of limited resources and therefore conflicts may arise in balancing safety and production
(Reason, 1990). This was the case with Prper Alpha, to continue production while performing maintenance on
the production systemn (Moore and Bea, 1993). An cffective safety management system 1s a key clement to the
success of an organization to balance both safety and preduction at all fimes.

There arc threc key clements that impact safcty offshore: technology, the human operator, and the operational
management.  To ensure safety and production, these three elements must be properly managed. To manage
these factors in unison requires a strong safety culture that incorporates these three core elements. Within the
last 5 years, considerable effort has gone into developing standards for safety management.

APL RP 75, the Safety and Environmental Management Program (SEMP) and the International Maritime
Organization’s (IMO) International Safety Management Code for self-propelled MODUs are making valuable
strides in that dwection.  Nevertheless, there 1s a strong need to cnsure that human and organizational factors
(HOFs) are both explicitly and implicitly included in the development and implementation of offshore safcty
management systems.

Objective

The objective of this paper is to focus upon effective means by which to ensure proper consideration of HOFs in
the development of a safety management systems for offshore oil and gas exploration and production. This will
be described by demonstrating how standard management techniques can be applied to incorporate HOFs which
are the most critical clements for proper umplementation of a safety management system.

Background

The Piper Alpha disaster has led to significant changes in the way we address oftshore safety. The Cullen
Report laid forth 106 recommendations of how to enhance offshore safety with key clements related to safety
cases. As a result, the U.S. Minerals Management Scrvice (MMS) requested the National Academy of Sciences
Marine Board to assist them in investigating alternative strategics for inspection and safety assessment of QOCS
platforms, with a view toward improving operational safcty and inspection practices (National Rescarch
Council, 1990).

Considerable effort was made to select members of the working committee, known as the Committce on
Alternatives for Inspection (CAl), who not only had both the requisite expertise in OCS operations and safcty
management, but would also bring a balanced viewpoint with respect to public interests in ¢nvironmental



protection and safety. CAI members reviewed the current OCS inspection program and practices, appraised
other inspection practices for “lessons-learned” including those of platforms in state waters as well as inspection
practices in other industrics, reviewed MMS databases and the OCS safety record, and developed evaluation
criteria and alternative recommendations for consideration by the MMS.

The CAI developed inception recommendations focused upon key issucs to characterize and measure potential
for human failure such as hazardous cvents, ncar misses, inspection and repair, maintenance, location, platform
age. ctc. Another key clement was a means by which to determine cvidence of a lax attitude towards safety by
managers, supcrvisors or operating personnel representing a lack of a “safety culture’ and nsk awareness
onboard.

The CAI stressed the tmportance of management’s safety culture and suggested that MMS make this explicit in
its safety management and inspection philosophy, The CAI cautioned against a ‘compliance culture” in which
some operators may perceive their responsibility and objective as simply ‘to pass inspection’. The CAI
emphasized its belief that mere compliance with requirements and regulations does not equal safety, and that
practice and by law, operators bear the primary responsibility for safety.

Management System Design and Development

A management svstem represents an organizations explicit arrangements for planning, organizing, implementing,
and controlling its work processes. The management system itself is an organized assemblage of intcrdependent
activitics uscd to manage the work processes. Managing and improving processes have been cvolving since
humans began perfecting their crafts and passing them down from generation to generation.  As organizations
formed, and processes became more complex, higher levels of risk were introduced and other clements such as
standards and regulations, word of mouth, on the job training and apprenticeship were not cnough to achicve
desired results (e.g. in terms of quality, safety, environment and business).  Organizations had to begin
documenting and controlling their activities to achicve multiple objectives, ensure reliably, fulfili customer
nceds, protect employeces, public, the environment, and even increasc profitability.

The ANSIISO/ASQC A8402-1994 Quality Management and Quality Assurance vocabulary states that a
process is a set of interrclated resources and activitics which transform inputs into outputs. Inputs can be
transformed into desired outputs both “lingarly”, and “‘systematically”. The linear or one dimensional approach,
focuses on each process beginning at point “A” and ending at point “B”. The systems or multi-dimensional
approach focuses on the process, related processes (up and down stream), and factors that influence or can
influence the process.  There arc fow guidelines or consensus standards published on how to design, develop,
implement and contrel a management system.  There are numerous publications on what should be included in a
management system such as the clements outlined in various management system related regulations and
performance standards {¢.g. API RP 75, ISO 9000, etc.). Therc are also numerous publications that provide
guidclines on controlling processes, mapping processes, analyzing process hazards, total process management,
system re-cngincering and system communication within an organization.

Where does the management system development process begin? How do we integrate human factors into the
system?  What changes will be required?  Will the management system effect the way the organization
operates? How do we ensure we haven’t left out clements important to our organization? To what level of detail
must the documeniation be developed? What elements arc needed to ensure that the system meets the
requirements and delivers the desired results? The answers to these and many more questions do not appear to
be readily available or are still evolving. Beforce designing a management system 1t is important that the systems
components arc understood.  Figure 1 represents a hicrarchy of management system components discussed by
the working group. At the apex, are the values and beliefs that shape the culture and character of both
individuals and an organization (ref. Edward Wenk Jr. working group support paper “Safety, Corporate Culture
and Corporate Character™. Individual values and beliefs (c.g. morality) play an integral part on the decisions
and actions of individuals and individuals working as groups in organizations (Moorc and Bea, 1993)



Individuals do not nccessarily make the same value judgments when working as groups than they would
individually.

WHY?

Policies \
Frocedures \

Work
Instructions

WHAT? WHO?
WHEN,

FIOW?

ATY Records

Figure 1 - Components of a Management System

At times, ‘group think™ are in conflict with the valucs and belicfs of individuals. Values and beliefs of an
organization can overtake the individual’s ability to influence the organizational value and belief system.  An
example of this 1s the military. The military works on breaking down a person’s individuality to make them part
of a fighting untt. Under these circumstances, this is arguably a good system to maintain discipline and develop
a well organized fighting unit. On the other hand, a military recruit also has the value and beliet system that
he/she grew up with and that is maintained by the individual. At times, these values and beliefs may come into
conflict (cg. killing during a wartime situation) where individual beliefs arc sacrificed to a degree. It 1s
important to establish what is desirable and undesirable and ensure that undesirable ¢lements are prevented from
undermining (either internally or externally) the organizations fundamental values and principles.

Organizations establish mission statements based upon the business they are in, the customers they serve, the
safety and environmental standards they wish to establish and how they wish to be known. For many
organizations, the mission is to increase revenues and profits and to ensure 1t 1s done safely. The mission should
be defined as clearly as possible to cnsure the nussion represents the overall intentions and direction of the
organization.

Policies are thosc documents that represent what i1s needed to complete the overall mission.  Policics should
answer why cach process 1s needed.

Procedures are those documents developed to communicate the approach to meeting the requirements outlined tn
the policy documents Procedures communicate to the stake holders what, where and when activities are done

and by whom.

Work instructions, where required, are developed to communicate how activities are carried out related to the
specific procedures. Work instructions may also be further refined into task instructions {c.g. a work tnstruction
would describe the activities to inspect, test and maintain rotating cquipment and what the acceptance / rejection
critcria 1s. A task instruction would provide the tasks nccessary to change the oil on a specific type of
COMPressor).



Records are those documents that verify conformance or non-conformance to the requircments. Records arc
used to measure performance of activities carried out so that adjustments can be made, if necessary, to meet the

requircments.

The volume of documentation required is subject to the complexity of operations, number of cquipment and
engincered systems, the knowledge and experience of the employcces, and the level of performance (¢.gr. quality,
safety and environmental) that is appropriate.

The mussion statement 1s normally brief and concise, understood by all employees and casy to remember. The
policies are typically brief, coherent and clearly establish what needs to be accomplished to meet the
requircinients. Procedures provide details on the approach to the work and management responsibilitics. Work
instructions arc activity and or tasked based and usually require a higher level of detail to communicate how
specific work is to be performed. If records are meticulously kept, the volume of information collected over time
can be quite substantial. Hence, clectronic forms of document and records control arc now commonly used for
information management.

Generic Work Process

The key element for the development of effective implementation of policies, procedures and work instructions
described above is the proper mapping of each work process. Figure 2 is a diagram iltustrating a generic work
process we wish to manage. The inputs required to begin the process are identified, as well as the desired
outputs. Activities and resources used to plan, organize, implement and control the process as well as who
manages, performs and venties the work are also documented to ensure that the requirements are met.

REQUIREMENTS
INPUT(S)
RESOURCES ACTIVITIES
Human————| 1. Managing
Info/Data e |

Methodology ——— a. Planning

Technology ——» b. Organizing

Equipment memew s g ¢. Implementing
Facilities —————— d. Controlling

¥

e OUTPUT(S) & QUTCOMES
work ;:mcessu

Figure 2 - Generic Work Process

Core elements of a Safety Management System (SMS)

A comprchensive listing of the clements of a SMS was developed during the Workshop and are included in
Table 1. The primary source of these clements are API RP 75 Safety and Environmental Management Program
(SEMP) and the Intemational Maritime Organization’s International Safety Management Code (ISM Code).
The usc of both the SEMP and ISM Code reflect the considerable cffort and expertise to ensure all core ¢lements
of a safety management system are in place. In addition, SEMP and the ISM Code cever both fixed structures

and MODUs.



Table 1 - Elements of SMS

o Safety and environmental policy statement s Documentation

o Company responsibility and authority s Auditing

o Designated persons s Hazards analysis/risk assessment

e Responsibility and authority s Management of change

e Resources and personnel e Training

o Operations plan o Pre-startup review

s [Fmergency preparedness s Ensuring control of contractors

s Reports of non-conformities, incidents and e  Safety and environmental information
accidentis

o Proper maintenance and inspection e Continuous improvement

Safety and Envircnmental Protection Policy

The safety and environmental protection policy is to be a clear and concisc statement of the SMS's goals and a
general outline as to strategics to attain these goals. This outline should include the company's philosophics
regarding health and safcty in the work place and environmental protection policies. It is also mmportant to
ensure that these concepts arce consistent with the company's operating policies and procedures.

To ensure commitment from top-level management, the policy statement should be signed by the company's
executive officer (or equivalent senior management personnel). There should also be a means by which senior
management personnel can review and update the SMS as necessary. It is also tmportant to ensure that all
employees arc made aware and have a clear understanding of the company's safcty management policies.

Company Responsibility and Authority

It 1s imperative that cach and every emplovee involved in the operations aspects of the platform have a clear
understanding as to their safety management responsibilitics. The level of competence, responsibilitics, and
authority of each job should be clearly defined. It is also the responsibility of top-level management to ensure
that personnel assigned to cach job are property tramed and qualificd for the duties to be performed.

Designated Person(s) for Access Between Platform and Top-Level Management

A key clement of operational safety 1s communication. To ensure that top-level management 1s awarc of
operational factors that affect safety management, designated individuals in the organization should be the direct
nterface between management and operating crews. The responsibilities of those personnel arc to cnsure that the
policies and procedurcs of the SMS are properly implemented, It is also those individual's responsibility to
resolve non-conformities, carry out ntcrnal safety audits, and have direct access fo top-level management
personnel to cnsure expedient resolution of non-conformities to the SMS.

Responsibility and Authority

The individual or individuals responsible of ensuring SMS policics are cffectively and efficiently conducted on a
day-to-day basis should be properly defined. For example, for MODUs underway, may be the master's or thetr



designee(s) responsibility to ensure that cach individual aboard the MODU is awarce of the policies and
procedures of the SMS and performs his or her dutics in compliance with the SMS. On the other hand, while the
MODU s on station the responsibility may shift to the tool pusher or their designee(s) with different risks and
operations to be concerned with than that of the MODU when underway.

Comparies are encouraged to develop specific guidelines and strategics regarding how to promote, encourage,
train, and momtor platform personnel in the policics of the SMS. In additien, the company should also
encourage the master / management and crew members / employees to participate in the development of the
safety management system. This can greatly enhance the performance of platform crews. Another important
issuc is to ensure that the responsibilitics for managing, performing and verifving the work is clearly specified
and that all stake holders are aware of their authority to ensure safety and potlution prevention.

Resources and Personnel

Moorc and Bea (1993) point out that proper resources be applied to safety management as well as the best
personnel to implement it. To ensure this it i1s important that platform crew arc well trained, cxperienced,
knowledgeable, and physically and mentally fit for the duties their jobs entail.

Each member of the crew should be familiar with the specific duties of their job. It is the responsibility of the
company to determine the most effective methods by which to familiarize the crew with the SMS (shoreside and
in-service training, videos, written material, ctc ). Crew members should be familiar with other relevant rules
and regulations (local and international) that relate to crew safety and environmental protection (e.g. guidelines
on safe working routines).

Managers need to be knowledgeable and experienced in making decisions concerning safc operations of their
platform. Not only is it important that these personnel be cognizant (know where problems exist) of problems,
but also competent (know how to solve the problems). These individuals should have a good working 1dca of the
constraints and limitations of a platform’s operations and crew. It could be to the advantage of the company to
have individuals who have substantial saifing cxpericnce assist in making safety related suggestions,
recommendations, and decisions in the day-to-day operations of the platform.

A wvaricty of traming cxists in the form of classroom skills traiming, through role plaving to cnhance
communication skills, simulations for team development and wvirtual reality. The more comphicated the
company's platform operations, the greater necessity for proper resources to be put towards training.

Development of Plans for Offshore Operations

It is the responsibility of the platform operator to develop safety plans for the platform during all of its operating
modes (e.g. during drilling, workovers, production, etc.). Instructions should be issucd for key operations to
ensure that the operations are consistent with the SMS philosophies. The instructions should be simple and

unambiguous.

Emergency Preparedness

It is imperative that cach platform have written procedural guidelines on how to handle emergency situations
required by national and international regulations as applicable. Crew members should have traming and a good
working knowledge of how to handle emergency situations,

Both the platform and shoreside emergency plans should be consistent and properly integrated to ensure
prevention or mitigation in the cvent of an accident. Communication of critical information between the platform
and shore based personnel should be properly maintained. The emergency plan should include allocation of



dutics and responsibilitics aboard the platform in crisis situations, method of communication, procedures for
notifying the company and relevant regulatory authorities, cte.

Reports and Analysis of Non-Conformities, Casualties, and Hazardous Occurrences

It 1s the responsibility of all offshore personnel to report any accidents, hazardous occurrences (near misscs),
non-conformitics with the SMS, and suggest modifications for improvement to the SMS. There should be
established written procedurcs and instructions on how this information should be disseminated throughout the
company. Currently, there is no formal industry wide information system that documents hazardous
occurrences. Historically, accident reports have been written with an emphasis on establishing blame instead of
trying to gain better insight into how to prevent complex interactions of accident causing scenarios (Moore,
1991; Reason, 1990).

To improve any SMS, an effective and efficient svstem of reporting non-conformitics must be established. Non-
conformities with the SMS need to be brought to the attention of the company and the platform operators and
should be eradicated in an expedient manner. In addition, the master of the platform should play an integral part
in providing suggestions for modifications and improvements to the safety management system. The platform
crew has the best understanding of the detailed day-to-day safety issues aboard the platform. It is important that
the company use this valuable information to the best of its ability.

Maintenance of Platform and Equipment

The responsibility of each company 1s to provide cach platform with adequate reference material to allow critical
maintenance of both the platform and its equipment. Proactive maintenance of the platform and equipment can
lead to longer platform life, lower long term maintenance costs, and a higher level of safety.

Each platform should have sufficicnt maintcnance manuals that are casy to access, use, and understand. These
instructions should describe the procedures by which to properly mantain all platform systems in accordance
with industry accepted practice. In addition, it is imperative that all safety related systems are kept in proper
working order,

The platform and company should have an effective system by which records are kept on testing, inspections,
and pertodic maintenance of all critical operating systems. This information should include the datc and depth of
inspection, actions taken, results, corrective actions, and dates of the next periodic and extensive inspections.

Documentation of Compliance with Safety Management Concepts

A Safety Management Manual should be developed and be simple to understand by any person in the
organization. The Safety Management Manual should also be consistent with relevant references and
interconnections between other refated marine fife safety and environmental policies. The document should be
easily accessible to any and all members of the organization associated with safety management. The company
should ensurc that all new and updated material relevant to the SMS is distributed to all affected partics in the
organization. Any revisions should be easily identificd as a revision to outdated policies or procedures.

Auditing

One of the most important aspects of any SMS is to have a means to verifv, review, and cvaluate the
effectiveness and cfficiency through periodic auditing, Audit plans should be cstablished to capture all of the
important aspects of the SMS for each platform in the company's fleet. It has been recommended that the plans
include (ISF, 1993): (1) spectfic arcas to be included in the aundit, (2) qualifications of personnel performing the
audits, and (3) procedures by which the audit findings, conclusions, and recommendations arc reported in the
organization. It should be the responsibility of management to review accident and hazardous occurrences (near



misses), non-conformitics, audit findings, and recommendations following both internal (company) and external
(coastal statc - ¢ g USCG or MMS) tnspections.

Hazard Analysis / Risk Assessment

Hazard analvsis and risk asscssment are intcgral parts of the operation plan and emergency preparedness
described above. Some of the major risk assessment techniques are preliminary hazard analyses, hazard and
operability studies (HazOps), failurc modes and cffects analyses (FMEAs), fault trec analyses and event trec

analyses.

In any case, there are two approaches to incerporate into risk assessment methodologies: gualitative and
guantitative. Both of these approaches have particular advantages. Qualitative modeling forms the basis from
which to address the problem through design, operational maintenance, operational procedures, and regulation.
Quantitative mcthods provide a means from which the effectiveness of procedures and regulations can be
evaluated. One approach is not a substitute but a supplement to the other.

The objective of a risk assessment 1s not to produce numbers; it 15 to preduce insights that can assist in
improving the platform safety. Any quantitative asscssments should be used as a decision support tool for
qualitative judgments and not a replacement for the sound judgment and common sense approach of the FSA

methodology.

Various innovative risk asscssment tools have been developed for the industry. These nisk assessment tools have
been developed to capture particular clements of human factors, safety managemcent issucs, and other
‘intanpible’ factors that are not readily captured in other formalized risk assessment techniques.  This scction
provides short descriptions of some of these techniques that bave been developed and deemed useful for
identifving, assessing and managing risk for the offshore o1l and gas industry. Such techniques will be used in
the future as a means by which to capture HOF factors that are not captured through traditional risk assessment

means.

FLAIM can best be described as a quantitative indexing methodology in which selected key factors relevant to
firc safety, life safcty and safety management are identificd, assessed and assigned numerical (weighted) values
(Gale, et al., 1995). Risk contributing factors are thereby indexed and ranked wsing a weighting system
algorithm, keyed to relative (comparative) risk, to yield a sct of risk indices specific to particular fire and life
safety 1ssues,

Key topside risk factors, identified on the basis of scenario analysis, expert opinion, and historical records, are
sclected and evaluated by the user together with provided or planned-for risk reduction measurcs. Life safety 1s
assessed independently from fire safety using risk factors specific to each, but accounting for their close
interdependence. The adequacy of risk reduction measures and overall platform safety management can be
assessed and provisions for risk mitigating and safcty management can be evaluated. A second generation of
FLAIM (FLAIM 1) is currently under development.

A risk asscssment program called Tripod was developed to highlight key underlying and latent casualty causing
factors (Hudson, et al., 1991, Groeneweg, 1994). As described by Reason (1990), latent factors arc thosc
factors with adverse consequences that may lie dormant in a system and will only become evident if combined
with other factors and/or an initiating factor activates it. The intent of Tripod is to identify latent factor
contributors to casualtics in a system. These indicators include hardware, design, maintenance, procedurces, error
enforcing conditions, housekeeping, ncompatible goals, organization, communication, training and defenscs.
These factors generally lead to unsafe acts or trigger events that create an acaident scenario. An instrument was
developed called a Failure State Profile that measures the extent of how problematic the underlying indicators
may be for a particular system.

In 1986, the International Loss Control Institute, a subsidiary of Det norske Veritas, developed the International
Safety Rating System (ISRS). The ISRS has been widely used in the nuclear power and offshore industries to



describe casualties from a human and job facter perspective, Similar to both TRIPOD and FLAIM, the ISRS is
using a quasi-quantitative/qualitative approach to determine underlying human crror and management factors
contributing to casualties.

Management of Change

Change is specific to all three core clements that arc to be managed: technology, operational personnel, and
management (API, 1993). This includes changes in process and mechanical design, effects upon upstream and
downstream facilitics, necessary revisions of procedures, work practices and personnel training programs.
Changes in personnel onboard the platform, particularly contractors, personnel rotations, shift work or tour
rotations necessitate cnsuring that safety 1s maintaned during these changeovers. Changeovers in management
such as company or platform acquisition, restructuring of a company or the acquisition or loss of personnel
directly responsible for safety personnel should be considered as it affects safety.

Training

Training applics to personnel with direct or indirect safety responsibilities both onboard and shore side. This
applies to cnsuring personnel onboard and shore side arc properly familiarized with their job, qualified,
experienced and knowledgeable of their responsibility.  This includes initial and periodic training as required.
For example, required periodic training may be nceessary for personnel to learn operations of new technologics
or unfamiliar operating conditions. Familiarization training for contractor personnel 1s absolutelv necessary and
operators should properly determine the minimum familiarization training required.

Pre-Startup Review

For new and modified facilitics, it is important to cnsure all cquipment and machinery are in accordance with
destgn specifications, personnel are properly familiarized with their responsibilities, normal operating and
emergency procedures are in place and hazard analyses have been performed to ensure adequate operation and
emergency planning,

Contractors

The company should ensure that all contractors have safety and environmental protection that are consistent
with the organtzation’s policies. Contractors should have proper documentation of their injury and illness
reports. Experience Modification Rates for Workers Compensation Insurance for the last three years should be
readily available. Contractors should also have available an outline of famiharization training in safety and
environmental protection, an outline of required safety programs for the contracting company and a description
of safcty programs and refresher training program that is required for employment.

Safety and Environmental Information

Both shore side and platform personnel should have available any valuable information that can assist them in
ensuring platform safety  This includes seminars, safety bulletins, safety meetings, written and multi-media
matcrial that can further enhance personnel s ability to ensure safety.

Continuous Improvement (explicit)

The primary objective of any safety management system is to strive for continuous improvement. This should be
the commitment of management and line personnel.  Errors can be defined as controllable, inherent and non-



controllable.  The objectives of the SMS should be to reduce controllable and inherent crrors to the lowest
possible degree.

Organizational Research Findings on Safety Management

Considerable research in the arca of safety management has identified five factors common to ensuring safety
across many industries (Libuscr, 1994 Libuser and Roberts, in prep.}. All but one of thesc factors 1s reflected
above to be critical elements of SMSs in various forms.

l.

LTS

L

Process auditing: An established system for ongomng checks designed to spot expected as well as unexpected
safety problems. Safety drills are included in this category as is equipment testing. Follow ups on problems
revealed in prior audits are a crittcal part of this.

Reward system: The reward system is the payoff an individual or organization receives for behaving in one
wav or another. Organizational theory points out that orgamizational reward systems have powcrful
influences on the behavior of individuals in them. Simularly, inter organizational reward systems also
influence behavior in organizations.  In the SMS requirements discussed throughout, this is the only item
that is not explicitly provided, since it is at the discretion of the organization to provide personnel with
appropriate awards. However, it is interesting to note the influence it has on ensuring safety.

Degradation of quality and/or inferior quality: This refers to the essential quality of the system as compared
to a referent generally regarded as the standard for quality.

Perception of risk: There arc two clements of risk perception: (1) whether or not there is knowledge that risk
exists and (2) if there is knowledge that risk exists, the extent to which it 1s acknowledged appropriately
and/or minimized. Part 2 is a logical outgrowth of part 1.

Command and control: Roberts (1989, 1992b) outlines command and control as separate factors, but we
combine them herc and list sub-factors of the broader construct. The command and control elements are:

o migrating decision making (the person with the most cxpertise makes the decision who 1s not
necessarily a higher ranking manager);

s redundancy in people and technology (i.c. sufficient backup systems cxist);
e senior managers who see the 'big picture’ (i.e. they don't micro-manage);

o jformal rules and procedures (a definite existence of hierarchy but not neccssarily an over burdening

burcaucracy); and

s sufficient training.

Incorporating HOFs into an Offshore SMS

Above we have described the core key ¢lements of a safety management system and SEMP. Now the question
is: How do we take a safety management system and ensure that HOFs are properly taken into account in the
core elements of a SMS?

This requires five steps:

1. define the human error inventory to provide a means to identify eritical crror types to be managed,
2. identify opportunitics to address HOF both explicitly and implicitly within a SMS;

3. assess the HOF management opportunities to determine if they significantly impact safety;

4. apply HOF selected enhancement alternatives; and

measurc the impacts of the SMS cffcetiveness and perfermance.

h



These factors can be addressed within the generic work processes for a management system that has been
described.

Human error inventory

As shown in Table 2, a human error inventory was developed at the Workshop that reflected the primary causes
of casualties based upon the experiences of individuals in the group. In the development of this inventory, three
tvpes of errors were considered: (1) individual human crrors [H], (2) errors by groups of individuals or teams
[G] and (3) crrors by management [M]. A number of human error inventories specific to the maritime and
offshore industry have been developed that could also be used for investigation of casualty causes (Moore and
Bea, 1993; Pate-Comell and Bea, 1990; Bea, 1994; National Research Council, 1978, Det norske Veritas,

1995, Anglo Eastern, 1997).

Table 2 - Human error inventory

o Commupication (H.G M) o [Fatigue (H)

s Joh security (H G,M) s Inattention (H)

o Jobdesign (H (G M) s Human system interface (H)
o Competence (H G M) o Personality variations(H, G)
o Stress (HM) s Motivation (H,(G,M)

e Situational awareness (H,G.M) Industry culture (H . G.M)

o Fxperience (H G M) o Cultural differences (H,G.M)
Incentives (H,G M)

s Management of change (H.G,.M)
Viotations (H.(G.M) o Values and beliefs (H.G.M)

To address these factors, there are implicit and cxplicit management alternatives to cnhance safety.  For
cxample, communication is a critical matter that all orgamzations face. These communication factors include
communicatton between shifts, between supervisor and operator (verification), operator to operator (cross
functional), within and between groups, upper management to workers, inter-organizational (c.g. contractors)
+ and the medium means of communication

For example, a means to explicitly impact communication problems are to provide better radio systems, sound
mutigated areas in critical focations to let workers plan and organtze work. These are explicit items that directly
impact individual’s abtlity to communicate.

On the other hand, implicit management alternatives arc thosc that impact human errors mdircetly.  For
example, providing an incentives for workers onboard a platform for a reduction in loss time injuries while
cnsuring that all incidents and accidents are reported.  That is, you would like to have an incentive structure that
promotes safety and allows crews to report icidents without concern that it will affect thetr job security or their
ability to receive their incentives. This would indireetly impact communication onboard. Crew members would
be more willing to report mmor incidents and other safety concemns to superiors and superiors would be more
willing to communicate these issues to shore side personnel.

In many cascs, if possible, hazard analysis or risk asscssment techniques should be applied to determine
whether, the impact of human and organizational factor management opportunitics would be beneficial. This



would include preliminary hazard anatyscs, qualitative risk analysis, personnel questionnaires and/or any other
means to evaluate or measure whether the proposed management alternatives are worth the cost investment.

The next step would be to apply thosc alternatives that have been sclected.  This would include planning
organizing, implementing, controlling and performing these imitiatives.  The last and very critical element is to
measure the impact of the cffectiveness and performance of the alternatives sclected. This can be a very difficult
thing to do. One of the most critical means to determine the impacts arc to look at the reduction in injuries,
fatalitics, incidents and accidents. However, significant reductions in these areas may take considerable time and
arc not easily mcasurable over the short term.  Therefore, when possible, 1t 1s beneficial to identify “easily’
definable indicators that can be measured through time that will assist in measuring and evaluating the
effectiveness of the SMS.

Incorporating HOFs into an Offshore SMS: An Example

A key element of a SMS as defined above is the reporting of incidents and accidents. Historically, most accident
investigations have focused on the technical aspects to the failure and what the person did wrong that affected
the technical system. However, the requirements of accident investigations should be dirccted at the root causcs
of accidents to determine how an organization could address systemic human and organizational errors if they
extst. The following is an example of how to incorporatc HOFs within a SMS’s non-conformity, incident and
accident framework using the generic work process deseribed above.

Figure 3 is an example of application of the generic work process to, incident and accident reporting.  First, the
general inputs are the people, positions, parts, information and any other relevant mformation that are relevant to
the accident. Collecting the information of an accident can be a very time critical and time consuming job.
People tend to forget specific details of incidents and accidents they were involved in after a relatively short time,
hence the importance of defining the requirements for the incident investigation process, ensuring the approach
for conducting incident investigations meet the requirements and are recorded.

REQUIREMENTS

Peapie, positions, parts,
paper (i.e. information)

Investigative team | ACTIITIES
1. Managing
Reports/data/records ——— g | a. Planning
b. Organizing
Root cause analyses ——— |  C- Implementing
- d. Controlling
Equipment (e.g.camera, ——»] 2. Performing
recorder) 3. Verifying

Findings {root causes) &
Recommendations for
corrective action

Figure 3 - Application of Generic Work Process to Incident Investigations



In this case, the resources required for the incident or accident investigation discussed by the working group are:
the investigative team (human), reports, data and records (info/data), root cause analysis techniques
(methodology) and relevant cquipment ¢.g. cameras, audio and visual recorders).  The following items werc
identified as key considerations when  developing policics, procedures and work instructions for the incident
Investigation process.

Investigative Team

The critical clements identified for the investigative team are: The team must be technologically competent in
the system in which they are evaluating. In cases where the company may not have the in-housc expertisc (e g.
small companies that out-source most of their maintenance and operation) may need to look elsewhere to acquire
the proper knowledge of the system being investigated. The team should have good communication skills to
facihitate asking the rnight questions and be able to communicate to management to cnsure they convey the correet
message and acquire needed information and resources.

The team must be competent in investigative techniques and human factors issues. These techniques include
how to question individuals in a ‘non-blame’ manner that will encourage individuals to share their experiences
even though it may show they were responsible in some way for the accident. There are means to ask compound
questions of pcople that help to bring out root causes to accidents that may otherwise not be possible by other
lines of questioning.  Also, when severe injury or fatality occurred, the investigative team neceds to be sensitive to
those being questioned 1f the victims were close associates since they may be traumatized by the incident and
necd to be handled in a certain manner to get the relevant information.

The team must also have the “requisite variety” of personncl to provide a well balanced insight into the incident.
This may require individuals from all faccts of operation and management of the operation, cross industry
representatives to provide expertise on how other industry deals with similar problems. For example, an
investigative tcam for a gas process system incident may include a human factors cxpertise, risk asscssment, an
offshore installation manager, a manager of the downstream pipeline operatien and a maintenance contractor.
The team should also look to have a variety of personalities that cnhance each other during the mvestigation
process. You do not want too many of one type of individual such as too stoic or too aggressive.

The sclected team must also be motivated and be provided with proper incentives to ensurc an unbiascd
investigation. They must have an interest in solving the problem and not just arriving at solutions to direct
blame or trivialize systemic human or organizational problems. The team must also be independent and
credible. In order to ensure that all or most partics involved will believe in a balanced solution, the team must
have abselute credibility and respect within the industry and organization. The tecam must be independent to
prevent against biased assessments and conclusions.

The team should apply stress management techniques when appropriate. At times, particularly after catastrophic
casualties, there 1s sigmficant pressure from management, workers and socicty to act swittly to armve at
expedient conclusions lcading to solutions that may not be effective and cost efficient over time. The team needs
to be able to disassociate itself from these pressures to arrive at the appropriate solutions.

Reports, Data and Records

To properly cvaluate an accident or incident, it is necessary to provide all relevant reports, data and records that
will facilitate and provide clarity to the investigation. The folowing items were discussed as key information
that should be included:

e Personnel training records;

¢ Personnel records (e.g. drug and alcohol testing, psychological evaluations);



¢ Occupational health information;

e Near miss & casualty information (platform specific, equipment specific, company specific,
industry specific and/or application specific);

» Previous inspection reports (audits, non-conformities and corrective action reports);

o Platform and relevant system design (i.e. design of system that led to incident or accident),
o Specitic procedures applicable to the incident that occurred,

e Hazard analyses that have been performed on the system; and

e Technical, human and organizational changes trends and histories.
Analysis of Root Causes

The team must be familiar with thosc teols that are used to evaluate the root causcs of casualtics. A number of
techniques that are available and used to cvaluate accidents and determine the cvents that occurred and their
relevant cavses were discussed such as:

o Event/incident tree

» Event/causal factor chart (ECFC)

o “Why’ tree analysis

o Tap Rdot

* Root Cause Tree (good on HFE, fatigue, inattention, stress)
e Management oversight and risk tree and

e TRIPOD that addresses design, hardware, procedures, error enforcing conditions, housekeeping,
training, incompatible goals, commumeation, organization, maintenance management and defenses
of a system (Groweneweg, 1994).

These or any other usetul technique can be applied to the investigation process. However, it 1s important that as
many team members as possible (all if possible} have expertise in these techniques.

Proper Equipment

Providing the team with the proper equipment necessary to perform the investigation was also discussed. This
includes items such as cameras, tape recorders, video recorders and relevant measurcment instruments. Having
these instruments at the disposal of the team can greatly impact the investigation, conclusions and
recommendations. In addition, m the event of a lawsuit, the information could provide valuable ewvidence to
financially protect individuals and organization.

Investigation Case Study Summary

The application of this gencric work process to incident and accident investigations and taking both explicit and
implicit account of HOFs was deserntbed. It is interesting to note that HOFs needed to be determined and their
impact upon the casualty, but also the impact of HOFs on the investigation process itself. In performing an
incident or accident investigation, it is important to incorporate all of these relevant factors as they apply.



Incorporating Sub-Contractors into a SMS: A Case Study in Success

Beginning in 1993, Shell Offshore Inc. developed and presented a series of workshops to core vessel contractors
to intreduce the principles of Bridge Resource Management - Human Factors (BRM-HF) and to explore how
best to make the concept a practical reality for the offshore service vessel flect. As a result of these initial
cfforts, Shell Offshore, Inc. and Tidewater Martne, Inc. mitiated a dialog to minimize incidents of unsafe
behaviors/unsafc actions that have historically Ied to personncl mjurics, resulting in a joint effort to establish the
concept of BRM-HF as the comerstone for the development of a safe, effective, efficient vessel management
system. The principle of BRM-BF is coordination and practical application of all of skills and resources
available to the vessels' crew to achieve and maintain Situational Awarcencss.

An increasingly demanding marine environment requires that vessel officers and crew possess additional skills
that arc not routinely addressed in traditional marntime tramning and education. Combined, these skills form the
practical concept of BRM-HF, and require the ability to:

» dentify and recognize behavioral traits;

e process the increasing flow of information and data recetved from shore side, as well as that generated
aboard;

» understand and operate increasingly complex control, propulsion, monitoring and communications systems;,
¢ avoid complacency in conduct of routine tasks critical to the efficicncy of vessel and safety of crew;

» cope with additional business pressures and meet more stringent schedules;

e deal with changing skill and experience levels, differing work ¢thic and multicultural work force; and

e meet and achicve heightened expectations for safe operations by customers, regulatory agencies and the
public.

To effectively meet the increasing demands placed on their officers, Tidewater Marine, Inc., with assistance and
support from Shell Offshore Inc., has embarked upon a series of Vessel Officer Seminars to enhance the
professional development and managerial skills of their officers.  The scrmnars focus on human error, the
primary cause of mishaps (near-misses, errors, incidents/accidents, ctc.) and the contributing, or underlying
causes resulting in flawed decision-making. The USCG has determined that over 96% of the maritime casualties
experienced over the last decade can be attributed to human crror. Clearly the elimination or reduction of human
error will yield the greatest safety dividends. The Vessel Officer Seminars incorporates the principles and
philosophy of BRM-HF to establish a foundation for the proactive management of operations. The seminars
utilize the skills of Situational Awareness that have proven successful in anticipating and mitigating errors
before they develop inio near-misses or aceidents,

The seminars introduce a number of concepts and skills that directly impact the Masters' ability to safcly and
effectively complete their assignments while safeguarding their crews, cargo, vessels, and the natural
environment.  Shell Offshore Inc. and Tidewater Marine, Inc. recognize that Auman factors (HF) play an
integral part in the causation or aveidance of human errors. Because of its importance, the seminars address
topics and issues that relate direetly to HF, which includes:

o Situational Awareness (SA): the accurate perception of what is going on with the individual, the crew, the
vessel, and the working environment, both now and in the ncar future. Maintaining SA 1s critical, as the
perception by officers and crew members greatly impacts how aware they are of conditions around them and
as a result how they respond/perform in a given situation. SA can differentiate human error from exccllence
In marine operations.

e Team Development builds on the principle that a vessel's crew, performing as a team, is much more effective
than individual effort. Shell Offshore Ing. and Tidewater Maring, Inc. believe that teams, specifically vessel
crews, will work together more effectively and therefore more safely, As team members, the crew becomes




more aware of individual or tcam limitations, preventing unsafe work practices and identitving training
opportunitics, thercby, enhancing the ¢fficiency and safety of the entire crew's perfermance.

e Stress Management recognizes that stress can degrade human performance and reduce SA that, in tum,
increases the risk of human crror. The vessel Master and crew who can handle stress effectively are less
likely to make mistakes and arc more likely to be aware of the mistakes of others.

e Fatigue Management focuses on scheduling watches in relation to vessel activities and work loads. Work
demands may causc officers and crew members to attempt to perform beyond their physical capabilities
basced on length and quakhty of rest or the number of rest periods available to the crew. By educating crew
members on the exposure resulting from fatigue and by creating opportunities to better schedule rest periods
and duty schedules, fatigue related errors can be mitipated.

e  Good Communications Skills arc critical to cstablishing and maintaining a high level of SA. Crews that
communicate cffectively make fewer mistakes, identify and resolve problems faster, and are more likely to
recognize and prevent crrors, all of which facilitate enhanced SA at the group level. Good communication
skills ensure that the message and its meaning are transmitted and understood accurately.

¢ (ood Decision Making Skills arc critical because of immediacy and ramifications. In opcrations, there is
often liftle time to consider decisions, and available time must be shared with other operating tasks.
Necessary information may not be available or may be limited, and alternatives may not be fully recognized.

e Interpersonal Skills are critical to achieving a safety conscious, cffective work group. People needs and
expectations change with experience, time and circumstance.  Masters must become skilled at managing
peopie, developing an awareness of differeat personalities and their appropriate motivators, and be aware of
the dvnamics of command and leadership.

e Continuous Improvement 1s critical to the process of learning and improving. It should be used as a means
to identify and mitigate an immediate nsk, to incorporate new information acquired to create and to maintain
a knowledge base to minimize opportunities for recurring errors.

This effort is inovative in its philosophy of developing individual and team skills and the criticality of a
discipline of awareness at the operations level in order to achicve pro-active safe working behaviors, as opposed
to focusing on incident-driven responses. BRM-HF is superior to traditional safcty methods and practices in its
development of the core skills of the individual vessel officers and crew. This foresight has direct tmpact on the
approach to task analysis, how officers direct their crew members and the ability to recognize and deal with
potential influences on safe, successful outcomes.

Achievement

Critical to the development of the principles of BRM-HF 1s the skill and discipline of Situational Awareness.
SA is established by effectively processing all of the influences, positive and negative, that challenge vesscl
officers in the course of performing their duties and achieving objectives. The development of a discipline of SA
requires cultural change and it is here that SA stands apart from a "conventional” incident based program. It is
a proactive and methodical discipline that employs nsk identification and risk manmagement concepts to prevent
or mitigate incidents or accidents. It remnforces the concept of loss controb by recognizing and addressing the
critical clements of risk that determine the success of an orgamization's safety efforts.

Shell Offshore Inc. and Tidewater Marine, Inc. have cstablished BRM-HF as a foundation for the development
of the discipline of Situational Awareness. Tidewater has accomplished the iastitution of the discipline through
traditional means of instruction and reinforcement, as well as by nitiating sernars, Safety Teams, assignment
of Safety Captains and development and issuance of their Safety Operations System (SOS):



» Development of a framework of SA relationships that makes sense to the organization. The discipline draws
from the cxperiences and cexpertise of the individuals within the organization. When 1t 1s demonstrated that
the discipline can make a significant difference and that it is not " another program” bemg overlaid on the
organization, resistance 1s diminished and a learning/improving environment can be established.

¢ Scnior management’s leadership and commitment to renforce and encourage correct utilization of the
discipline and to recognize and understand why decisions have been made.

s Identity education and skills nceded to facilitate a behavioral, and ultimately, a cultural change in safety and
opecrational effectivencss.

¢ Development of reliable performance data to allow valid measurcments, assessments, lcamings and
improvements to bc made. An organization can only be sure of its accomplishments, or of its shortcomings,
if they're demenstrable and valid.

The BRM-HF workshop was developed as a vehicle for comprehensive and meaningful change to a behavior
based process; 1.¢., "cultural change” for effectively managing the complex, high risk operations found in the
offshore service vesscl industry. The principles of BRM-HF and Situational Awareness can be utilized in any
business or organizational mode. The elements of SA, as they arc presented here, deal with a marine operational
setting but they are applicable to anv facet of the offshore industry. The goal 1n mind is to facilitatc an
organization's ability to change from a safcty objective of "accident avoidance” to the develepment of a culture
of "safety assurance”.

Summary

To reduce human error and improve offshore platform safety and productivity, intcgration of human and
organizational factors into ¢xisting risk management programs is essential.

Applying human factors to processcs unique to offshore exploration and production and marine environments is
a new challenge for both offshore owners and regulators. To be etfective, human factors need to be intcgrated
into formal risk management systems as opposed to developing individual practices and procedures that address
human factor issucs. The baste difterence is that individual practices and procedures are developed to simply
comply with established human factors requirements. They often are missing administrative controls required to
ensure effective implementation, arc missing or do not link with key elements that should include human factor
considerations and or do not take into account the actual human dynamics of the organization. An effective
management system provides site specific policies, procedures, and work instruction documents necessary to
ensure human factors play a key role in process safety, meeting SEMP requirements, and business results. In
addition, management systems provides the framework needed to integrate and optimize human factor elements
necessary to reduce incidents related to human failure(s).

To improve performance, managing human factors must become a part of the way offshore facilities are
operated. Management systems define how decistons are made that either directly or indtrectly effect humans,
who make those decistons and by what criteria. Management systems provides the ideal means to gather
information nceded to understand human factors site specifically, have the information analyzed, and adjust
operations accordingly.
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SAFETY, CORPORATE CULTURE AND CORPORATE CHARACTER

BY
Edward Wenk, Jr.

--Abstract--
To help understand organizational as well as human factors in causing accidents, some interlocking
mternal elements of corporate culture are examined to identify which qualities of an authority structure
promote safety and which undermine it. Special emphasis is placed on the role of “organizational
character,” the matter of internal integrity.

--The Notion of Organizational Error--

Media headlines snap readers to attention when announcing disasters, especially those involving human
error in operating 20th century technology. Brought to mind are the Titaric, the wreck of the Ixxon
Valdez, the Bhopal chemical catastrophe, Chernobyl’s nuclear accident, explosion of the Challenger
space craft, the crashes of TWA flight 800, United flight 585, and long ago, the Corvair automobile.
All these events raised critical questions about safety and accident prevention. As in over 80 percent
of such disasters, cause was attributed to those human perpetrators directly designing or operating the
wayward equipment, beset with ignorance, error, blunder, folly or even mischief. That flaws in host
organizations could set the contextual stage for casualties was wigwagged decades ago but ignored
until recently [1,2,3]. Now, we are trying to extract lessons about organizational factors--macro-
ergonomics--from recent accidents, and from systematic research to facilitate safety of complex
technological megasystems [4,5,6]. In both operational and regulatory regimes, more attention has
been focused on enhancing a “safety culture” in all system organizations, but the scope has often been
fimited to better trained operating personnel and teamwork. In what follows, the corporate culture is
probed, and a new element introduced of “Corporate Character”.

--Pathologies in Organizational Behavior--

People readily grasp human factors causing accidents with risky technologies; most have had close
shaves with automobiles. Understanding how organizational cultures influence safety is more
complex. The commission investigating the Fxxon Valdez made the case that this was an accident
waiting to happen because of management protocols [7]. Choices were made to design the largest
possible ship with the thinnest hull plating, lease compartmentation, single instead of double hull
except in way of the engine room, no redundancy in power or steering. The ship's master with a
history of alcohol abuse was retained.  The ship was operated with the smallest permissible crew
despite periodic exhaustion from sleep deprivation when loading and unloading under pressure to
minimize turnaround time.



Events of a totally different nature also deserve analysis because they reveal other pernicious
weaknesses 1n orgamizational cultures that have less obvious but nevertheless powerful
implications for safety. We spotlight the role of trust, truth and integrity.

We are reminded of this breach all too often. Government captured headlines for its misdeeds
with Watergate, dissembling on the Vietnam war and on the Iran-Contra episode, for exaggerated
effectiveness of smart bombs in the Iraqi war, support of the School of the Americas to train
agents in torture and mayhem, a cover-up of the Navy's Tailhock scandal and of deliberate
exposure of citizens to radioactive fallout. The Legislative Branch added its share of offenses
with the recent criminal conviction of Dan Rostenkowski, and questionable ethics of the 104th
Congress that allowed vested interests to draft legislation for their direct benefit and collaterally
failed to limit campaign contributions.

Industry, however, readily matches government in betraying the public trust. Failures of Savings
and Loan institutions were largely due to fraud. Wall Street's geniuses Milken and Boesky were
indicted for criminal insider trading. Most major brokerage houses and insurance companies have
been charged with cheating. Tobacco and asbestos companies denied that their products
threatened human health while they hid contrary evidence developed from their own studies.
Exxon has been charged with negotiating under-the-table kickbacks from plaintiffs harmed by the
Alaskan oil spill as the price for settling out of court. Archer Daniels Midland was fined $100
million for price fixing. The New York Times adds to this noxious list daily.

--All Technologies have Unintended Consequences--

These two universes of government and industry are oddly linked by another set of ethical
dilemmas triggered by technology. All technologies spin unintended consequences. These
impose risks on some sector of the population, somewhere, now or at some time in the future {8].
Such side effects are more intense, far reaching, swiftly injected, affect more innocent bystanders
and are more ecologically or socially irreversible than in the past. A nagging problem then
surfaces that the private sector catering the hard building blocks of technology faces a highly
competitive global market. Accident preventative measures are neglected because mitigating
externalities adds to their costs.

The public must thus seek protection of life, health, property, social and economic fairness
through public policy. Only by government’s involvement can property rights and human rights
be balanced. This 1s the rationale for the U.S. Coast Guard, and globally the IMO, to safeguard
maritime safety, and for analogous public institutions.



--Conflict and Healthy Tension—

That public/private association, however, 1s torn with conflict. Regulated industry fights all
imposed constraints, and tries to block measures that would enhance safety of ships and of
navigation. A lfong history of tradeoffs of safety for profit continues. Indeed, commercial
shipping firms have adopted an array of techniques to avoid responsibility--single ship
corporations, flagging with countries having feeble safety requirements, deferred maintenance
through successive sales. This condition in the maritime industry can generate tense dilemmas for
engineers, naval architects, lawyers and accountants who seek to fulfill parochial, corporate
interests that often violate codes of professional conduct to protect the public interest. As
employees, however, they are coerced to assume the values of their employer or risk punishment
as whistle blowers [9].

The same tension appears in all private functions regulated for the public interest--safety of food,
pharmaceuticals, chemicals, water supply, hazardous waste, work-place dangers, other modes of
transportation, banking, radio transmissions, security of information services, and environmental
quality. In its public tactics, industry often treats government as the enemy rather than as a
legitimate and essential partner, and it plays out that antipathy by funding political causes thought
to be more congenial to a business philosophy of laissez faire. Their anti-government scenario is
reinforced by other ideologically congenial groups to undermine government's role to balance
who wins and who loses. Unfortunately, the revelations of lying by government add to public
dismay and distrust, to believing everything they hear or nothing. Neither extreme is healthy for
democracy.

Accidents often expose these lapses of ethical standards by management that range from
irresponsible negligence to willful deceit  The corporate culture that bonds people at all levels
within an institution to a common set of values all too often violates standards of society as a
whole. What goes awry in the secret life inside?

--Describing Corporate Cultures--
Organizations, public and private, are like people. Individuals are readily distinguished by their
appearance, voice, age, resume of accomplishments, reputatior as to character and net worth, by
their fingerprints and social security number. Less visible and requiring more time to discover are
their personality traits--values of integrity, compassion, and sense of justice, their common sense
and sense of humor, emotional stability under stress, their understanding of the social contract,
political tdeology and spirttual fife.

Corporations aiso have public persona and private behavioral patterns. Deliberately publicized are
logos, mottos, slogans and stock exchange symbol, growth, agility in responding to transient
market preferences, distinction in quality or price of product or service, ingenuity, sales volumes,
reputation as to quality of output, prospects for the future.

Far less apparent 1s their secret life. Staff cventually learn that score, although mapping may take
a while. They read the obligatory mission statement, learn the structures of authority, its symbols,



equity in fringe and retirement benefits, golden parachutes and handcuffs. They check out the
system of rewards and punishments, ladders of upward mobility. They calibrate management’s
imperatives of efficiency and definition of excellence, capacity to manage risk and to manage
crisis, commitment to social responsibility, vision of the future, openness to innovation or
resistance to change, tolerance for dissent, strategy and tactics to meet competition. Staft are
taught techniques of internal communication, public relations, dress code, acceptable levels of
socializing with peers and collegiate mentoring. They know the politics and biases among
organizational leaders, and how much decisions are driven by economics and [aw to win the Wall
Street beauty contest while living at the edge of or beyond the tax code, crimimal laws, and limits
of legal liability. They perceive whether employees and clientele are treated with respect and
dignity as humans or only as profit centers and as controllable system components.

Although not detailed here, the internal culture of government agencies ad on not-for-profit
organizations is remarkably similar.

--Corporate Character, Trust, and Safety--
Buried deep in that complex culture is the factor of integrity, a specific code of ethics based on
the honoring of truth and trust [10]). This 1s Corporate Character.

The corporate culture and corporate character clearly matters to nsiders, but it also matters to
outsiders because internal cultures have external consequences. Conspicuous examples lie in
tradeofts of safety for cost or for deadlines. The practice of safety is not simply a set of protocols
using the latest in technology or in the art of human relations. It is a state of mind, of individuals
having their hands on the hardware, and of corporate executives isolated on the top floors.

A sincere commitment to safety is a necessary condition for its attainment, but it 15 not sufficient.
Elements of corporate character having the greatest potential to enhance safety arise from social
responsibility made operational by a sensitive regard for integrity.

It often takes an accident to agitate a complex system and expose the internal culture and the
strengths of organizational ethics, or violations that shape individual error. The Valujet crash
provides a recent case where the accident whose cause is still unresolved illuminated major safety-
related weaknesses within the organization that resulted in a temporary shutdown by the FAA.
The Seattle Times recently ran five articles by an investigative reported on crashes of Boeing
737's [11]. Details were made public of longstanding recommendations of the National
Transportation Safety Board that had been shelved by the FAA in a dual position of airline
promoter and regulator. The articles highlight Boeing's delay in responsibility to make changes
derived from suspicions of defects in steering controls because of concerns over lability and
reputation. They refused an interview prior to publication. Twao days after publication, the FAA
acted and Boeing discovered some shattering evidence of their own of faults in steering
machinery. That the three organizations have vastly different attitudes related to safety culture is

obvious.



Unfortunately, after alarm bells ring with a technology-related disaster, public relations are
substituted for problem solving, often seasoned with deceit.

Although difficult to confirm in most accidents cause records are protected by privilege or by
impetuous shredding, the internal culture 1s tutored from the highest level of management.
Watergate 1s a government example. The expose in "On a Clear Day You Can See General
Motors” illustrated the industrial counterpart [12]

--Steps to Strengthen Corporate Character--
These ethical predicaments were anticipated 1n principles and canons published by the National
Society of Professional Engineers and the American Society of Mechanical Engineers, and in
publications of this author [13]. Here is a summary:

#rx%*Hold paramount the safety, health and welfare of the public.
*x#**Uphold the law, beginning with the Constitution.
*x***Be honest; serve the public, customers, clientele and staff with fidelity.

¥****Be vigilant of malfeasance and corruption; do not pumsh dissent and
legitimate whistle blowing

=x#**Recall that all technologies have unintended consequences, many harmful;, so make
a practice of looking ahead to anticipate and prevent loss in human life, health, property,
mntended function or the environment.

**x**In daily operation, demonstrate from the highest levels of internal management
truth, openness and equity in benefits when making tradeoffs.

*rxkCounter one-way communication and loss of personal relationships by the growing
reliance on electronic communications.

The power of such philosophy is confirmed in case studies. Researchers at the University of
Califorma [13] explained why accident rates are conspicuously low in certain high risk
environments, in particular aircraft operating from carriers and submarines.

Answers lie in a deliberately nurtured atmosphere of trust, horizontally and vertically. Among
other factors, senior personnel have “been there” and "done that”, so that they are not simply hired
guns trained in tax law or signs and symbols of business administration, pressured by shareholders
to turn a quick profit while reducing risk of corporate liability.

There are other examples where integrity paid off in public safety and esteem. Admission of
oversight in checking the strength of structural steel used in the Cities Service skyscraper required



swallowing pride and even hazard of lawsuit to protect public safety. Companies have pulled
products from the shelves when there was suspicion of tampering.

It would be interesting if organizations chose to post mission statements for staff’ with principles
such as listed above, along with usual admonitions to wear hard hats.

--Technological Delivery Systems are Organisms, not Mechanisms--
Most management decisions regarding goals, capital formation, product design, organizational
structure, atlocation of resources, recruitment of talent, and marketing are based on criteria of
efficiency. The problem is that technological delivery systems behave more as organisms than
mechanisms and thus are subject to uncertainties, diversity and ambiguities of human behavior, the
blurring of cause and effect, change from dialectic interactions with other organizations, and
response to an intense environment of global economics, media attention and public policy [14].

A rigid doctrine of efficiency may suffice in the short run to do things right, but ultimate success,
even survival, depends on doing the right thing, integrating a broad range of social-psychological
factors. These have been examined in a flood of treatises dealing with the pursuit of excellence,
but surprisingly few emphasize that the most crucial ingredient of any human enterprise is trust
and 1ts revelation in many forms.

There is a related problem arising from the new complexity of technological megasystems. The
number and diversity of interlocking organizations that must be synchronized for a particular
function have increased. Each participant has its own narrow goals and cultural attributes. For
mutual understanding, all must speak the same language. But in the face of increasing diversity,
successful collaboration depends on mutual trust in each other and in the information exchanged.

--Summary--
Tragic as are technology-related disasters, we can learn from failure. Especially, we confirm that
the practice and achievement of safety depends on a safety culture, and that is activated by more
than technical virtuosity. Paramount is a corporate commitment to integrity and open, two-way
communications by all members of the team and inspired from the top. Technology is driven by
economic market forces, and steered by public policy, but the majestic 1ssues n both private and
public institutions are starkly ethical and beyond the teaching in economics and law.

At the highest level of abstraction, technology, democracy, public policy, and private enterprise
are linked to and by moral vision. The national union succeeds only in the presence of truth and

of trust. In the long run, the same things 1s true of all enterprises.
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ACCIDENT AND NEAR-MISS ASSESSMENTS AND REPORTING

Robert G. Bea
Department of Civil & Environmental Engineering
University of California at Berkeley

INTRODUCTION
The author’s experience with the major marine accident databases and accident investigating

and reporting protocols that underpin these databases indicates that generally they do not adequately
capture the important human and organizational factors that underlie the majority of these accidents. In
the course of seven years of research on this topic, the author has not been able to locate and access
one fully functional near-miss and incident reporting and database system. This is due to a variety of
reasons that are firmly rooted in the history, culture, and organization of the industry, its regulatory
agencies, and the societies in which the systems of offshore platform activities exist. This is not unique
to the marine industries. Other industries {e.g. commercial aviation, nuclear power, chemical refining,
insurance, medicine, finance) have recognized many of these same problems. Most of these industries
are taking significant steps to improve the situation.

This attention to accidents, near-misses, and incidents is clearly warranted. Studies have
indicated that generally there are about 100+ incidents {oop’s), 10 to 100 near-misses (that was close),
to every accident. The incidents and near-misses can give ‘early warnings’ of potential degradation in
the safety of the system. The incidents and near-misses, if well understood and communicated provide
important clues as to how the system operators are able to rescue their systems, returning them to a
safe state, and to potential degradation in the inherent safety characteristics of the system.

INCIDENT AND NEAR-MISS INFORMATION SYSTEM

The author’s research indicates that ditferent approaches, protocols, and information systems
need to be developed to properly understand and utilize this important information. In particular, the
near-miss databases need to be call-in or write-in systems that encourage operator partictpation and
that are designed to protect the information and sources of the information. The Awviation Safety
Reporting System (ASRS) provides some good experience on how to establish, maintain, and utilize
such an early-warning system (Connell, 1996).

The ASRS possesses ‘elegant simplicity.” The developers and users of this system recognize
that it is not perfect, but it has proven to be very useful in providing early warnings of potential system
degradation (Connell, 1996). Even at the present time, efforts are underway to further expand and
improve the ASRS (e.g. to include ground and maintenance operations). Studies are being conducted
on a ‘world wide web version of this system that would permit integration of information from the
international commercial aviation community.

All of the ASRS operations are conducted outside the FAA and in a ‘secure facility ” Much
attention is paid to avoiding conflicts of interest between the regulatory agency/ies and the sources of
the information. Even more attention is paid to protecting the information sources. The ASRS is
Federally funded.

When information is initially submitted to the ASRS, a structure and protocol 1s provided for
the source of the information. Initially, the information source is identified. If a *scan’ of the incoming
reports indicates that a ‘call-back’ is necessary to develop further information, the source is contacted.
The scan and the call-backs are conducted by a small team of very experienced pilots (generally
retired, well trained, and highly motivated). The number of call-backs is dependent on the availability
of personnel and funding for hiring that personnel. The call-backs are intended to develop a more



complete understanding of the incident or near-miss. Once the information has been verified and
completed, the source identification is destroyed. ‘Cry wolf” (false} reports have not proven to be a
problem in the ASRS.

The information is then encoded nto a database. All information introduced to the database is
anonymous. [f the information indicates some potentially important emerging trends, the information is
distributed to all of the concerned sectors of the aviation community. Users can contact the
administrators of the ASRS and have special searches and studies performed. The database can be
made available to researchers that are conducting studies to improve air safety. Given sufficient
Federal funding, the ASRS administrators are able to conduct research with information from the
database. All of this information is distributed freely to those that ‘have a need to know.” Only in the
case where there are clearly legal violations are the violations reported in any formal way, still
preserving the anonymity of the sources of the information.

The system is obviously successtul. There are demands to expand its scope. There are demands
to improve its protocols. The primary demands come from those that use the system on a daily basis
and have daily responsibilities for the safety and integrity of air safety. A few devoted and highly
qualified people make this remarkable system work, it is really not ‘high tech.” The system is spelled
‘integrity.’

There have been some efforts by the marine community to develop tncident and near-miss
information systems. In some cases, early indications are that the system can be useful. Our experience
with several of these systems indicates that they likely can not be successful in the long-run. Reporting,
verification, archiving, and analysis protocols are seriously flawed.

This system provides a good starting point for development of an Offshore Platform
Operations Reporting and Information System (OPORIS). The need for elegant simplicity, experienced
verifiers (it takes one to know one and understand one), protection of the sources and information
from legal and employment repercussions, and an active reporting system that possesses integrity are
key aspects of such a system. A simple (not dumb) OPORIS system needs to be developed, detailed,
tested, and implemented.

Those that act safety in the face of pressures for production (‘on-time’, ‘on-budget’, and
‘happy customers’) need to recognized in positive ways so that compromises in the safety of the
system are avoided by the people responsible for the safety of these systems. Our experience clearly
indicates that the primary goals should be ‘satety’ and the ‘quality6 of the system and its processes.’
Integrity and trust should be built, earned, and recognized. Productivity, profitability, and the other
goals of organizations need to get in line behind the goals that can help ensure the viability and
longevity of offshore platform operations.

ACCIDENT INFORMATION SYSTEM

The author’s research indicates that there is also a need for an industry wide accident
information system. Here, I will call it the Accident Assessment and Reporting System (AARS)
However, this system needs to be designed from the ground-up taking fuil advantage of private
industry, Classification Society, insurance, U. S. Coast Guard, U. S. Minerals Management Service
and other regulatory and industry accident information systems (Schmidt, 1996). Patch jobs based on
existing systems should not be encouraged. We have seen some very good starts at good accident

6 Quality results from the combination of serviceability (suitability for intended purposes), compatibility {meets
economic, schedule, and environmental constraints), durability (free from unanticipated maintenance), and safety
{Ireedom from undue exposure and harm to people and the environment of which they are a part). Refer to SSC Report
378 for additional background on this crucial point,



information systems. But, also, we have not encountered .
- : : Accident
one system that is really working or entirely workable.
. Assessment
When the accident occurs and must be reported
and investigated, a wide variety of complex issues spring L
up. Most of these issues represent reactionary responses .

P . ey Desigate General
to the event. [ have heard it as “kill the victim.” [ have Assessment Reporting of
personally experienced some of this killing and 1t is no Team indings
fun. There are some remarkable ways to kill the victim 7 Y
that include exiling, shaming, persecuting, threatening, _
making believe that the accident never happened | Background Encoding

- : : Accident Findings
(covering 1t up), placing blame where it does not belong, :
terminating career development and promotions, and of ¥ L]
course, monetary ‘restrictions.” Given these kinds of Assess
reactions, it is little wonder that the lessons of accidents Accident Dlgfautf to
are not rapidly understood and ‘sensible’ measures put in in Field ase
place to manage the lessons learned to help prevent v ¥
future accidents. Qur work clearly indicates that many
major accidents are happening over and over again, and DEe\)’aeI]uoapt:( Anagses
tn almost the same way. We need to learn how to break Hypotheses Reporting
this chain. I

The tendencies to ‘find the root cause,’” call
lawyers and police, review the contract clauses, place
blame, and other similar reactions are very
counterproductive to truly understanding situations that
caused failure or failures of the system. Gtven the
litigious nature of the U. S. society, it is important that this nature be recognized and measures put in
place not to encourage unnecessary or unwarranted legal action. We are spending too much time in
unproductive legal action, maneuvering, and avoidance. The accident information system needs to
recognize these challenges at the outset. Formal protocols need to be developed to help guide the
DAAR team and process to avoid as many of these pitfalls and traps as 1s possible.

The accident information system needs to again focus on the life-cycle phases of an offshore
platform, and major compromises in the quality attributes of an offshore platform. The accident
information system that our research indicates needs to be fleshed-out, detatled, tested, revised, and
then implemented is outlined in Figure I We have tried to take the best practices and experiences from
other accident information systems (Kayten, 1993; Itts, et al., 1995; Miller, 1979, Maurino, et al.,
1995). At this stage of our work, no claims can be made for the completeness or the utility of this
system.

Figure 1 - Accident / incident / near-miss
assessment system

The system is triggered with the recognition of the need for an ‘accident (incident) assessment’
(not investigation please) (Figure 1). An accident assessment team ts assembled. The team members
would represent experienced, trained, qualified, DAARs (Designated Accident Assessment
Representatives) whose expertise and integrity are widely recognized. ldeally, the team members
would include DAARs from the sectors that had primary responsibilities for the safety of the particular
system or systems involved in the accident. It would be extremely important that the DAAR team have
the ‘requisite variety’ to understand the causes and sequences of events that could lead to the accident.
Deductive and inductive thinkers are needed on such a team.

A protocol needs to be established for qualification and requalification of DAARs and for
selection of DAARs to form an assessment team. Strict confidentiality of the members and



organization of the team needs to be preserved in so far as possible and necessary. If a DAAR receives
‘excessive’ pressures that could sway or cloud their judgment and analysis, then he should be able to
be relieved and a replacement DAAR appointed.

The next step in the process is to gather all available pertinent information on the accident and
the life-cycle of the marine system. This information can be obtained from data and background on
previcus similar accidents involving similar systems. This information can be obtained from the MSRIS
(there may have been early warnings). This information should address three categories of events and
factors:

1) initiating events and factors that may have triggered the accident sequence,

2) propagating events and factors that may have allowed the accident sequence to escalate and
result in the accident, and

3) contributing events and factors that may have encouraged the initiating and propagating
events.

The information developed in the three foregoing categories needs to address seven categories
of factors:

1) the personnel (operating team) directly involved in the accident,
2) the organizations that may have had influences on the accident events and factors,
3) the associated procedures and ‘software’ used at the time of the accident (formal, informal),
4) the associated hardware (equipment),
5) structure (physical life and equipment support),
6) the associated environments (external, internal, social}, and
7) the interfaces between the preceding five categories of factors.
This is no trivial undertaking, and it needs to be done as thoroughly as possible.

The information needs to address the life-cycle characteristics and history of the system

including:
1) design,
2) construction,
3) operation, and
4) maintenance.

The information that i1s gathered at this stage is intended to lead to a number of plausible
scenarios for the accident, starting with its incubation and ending with the final event in the accident
sequence. An objective s to progressively gather more information until one scenarto can be
designated as ‘most probable’ (Milter, 1979) The reasons for this designation need to be clearly
documented and the reasons for the lower probabilities of the other scenarios need to be clearly
documented. The intent is to avoid premature conclusions and a rush to the wrong judgment and
scenario. The intent is to develop as complete as possible a most probable picture of why and how the
accident happened and unfolded. 1t is realistic to recognize that the complete understanding may not
be possible. It is realistic to recognize that ‘violations’ may have taken place These violations need to
be carefully defined and the reasons for the possible violations understood. The objective is to
understand as much as possible about the most probable scenario so that valtd and benetictal learning
can take place. The worst case is to come up with the wrong scenario, attempt to fix the wrong things,
and divert scarce resources from attention to the real problems or challenges to quality, including
safety.

The next step is to go the ‘field” where the accident happened. This step needs to be reached as
soon as 1s possible so that valuable ‘clues’ and factors are not lost, obliterated, or modified. The ‘site’
or locale of the accident needs to be preserved as well as possible. On site during or after audio,



photographic, and / or video evidence can be very important. All documentation possible needs to be
preserved. This is why flight data and ground operations recorders have proven to be so important for
the safety of commercial aviation {more improvements are presently being made to these systems to
increase their scope and fidelity). The field could mvolve an office (design), construction yard
(manufacture), operating site, maintenance facility, or decommissioning facility or a combination of
these. Everything possible needs to be done to alleviate defensive and evasive postures on the part of
all involved in this step. The objective of the assessment needs to be continually stressed: to
understand how to make the system or systems like it safer in the future for those that are responsible
for its operation to operate. This is really a tough one fo create and is a primary talent and sensitivity
required in the DAAR team.

A protocol or procedure needs to be developed to help guide the DAAR team activities during
the field assessment phase. This protocol needs to address how things should or might be done, the
factors and structuring that needs to be developed, and very important how information is recorded
and reported (Stoklosa, 1983; Maurino, et al., 1995) The confidentiality of the proceedings needs to
be maintained as much as possible. [L.eaks should not be tolerated. Credibility and trust takes a life time
to create and an instant to destroy.

Again, the DAAR team may need to gather additional information from databases, interviews
(confidential and non-confidential), qualified consultants and experts, and may need to have additional
DAARs added to the team to develop the necessary requisite variety. Testing and simulations may
need to be done.

The next stage is the assessment phase. It is here that scenarios are constructed and
documented. It is here that evidence is assembled and evaluated in the attempt to identify the most
probable scenario, or scenarios. It is here that the majority of the documentation 1s developed. At this
stage, it may be desirable to bring in a ‘fresh” DAAR to help verify and validate the process. This is
intended to help avoid ‘group think” problems and identify any signiticant ‘biases” that may be
diverting the team from the most probable scenario/s. Again, more information may be necessary to
help the DAAR team identify the most probable scenario/s.

Perhaps, the most important step in this phase is the development of suggestions to help
improve the safety of the system. The suggestions need to be pricoritized, effective, detailed as much as
possible, justified, and practical. Nothing will destroy the system quicker than a scatter gun approach
to the suggestions, ineffective measures, insufficient detailing (to enable understanding what can be
done), and unjustified - impractical ‘pie-in-the-sky’ suggestions. Protocols need to be developed for
the conduct of this stage.

The next stage is the formal and general reporting phase. This 1s the formal report that will be
distributed to the concerned industrial, classification, and regulatory groups. Concerned parties are
those that have daily and continuing responsibilities for the safety of marine systems. Unnecessary
exposures of information from the assessment should be avoided whenever possible, and the DAAR
team needs to understand the importance of unnecessarily polarized and inflammatory media exposure.
Given today’s society in the U. S, some exposure probably cannot be avoided in some instances. And,
it is impossible to avoid media distortions. This is a significant hazard that needs to be carefully
managed for the good of the AARS. Organizational protocols need to be developed to prevent
unnecessary and unwarranted legal entanglements (Lauber, 1989; Bruggink, 1985). Congressional and
or legal privileged information systems need to be developed. There are several precedents for such
systems (kConnell, 1996; Kayten, 1993).

The next stage is the encoding phase. This phase is intended to develop the information that
will be eventually incorporated into an AARS database. This is intended to be a computer based
systemn that will archive the most meaningful information, insights, suggestions, and other events and



factors that influence the basic objectives of AARS. This is not an easy task. Much of the ‘richness’ of
the information developed by the DAAR team can be lost if this is not done correctly. This is precisely
one of the major problems of existing marine and non-marine databases. Some very experienced and
thoughtful study is needed to establish the system (hardware, software, procedures, personnel,
organizations, and environments) to capture all of the richness from the information that has been
developed. This will probably be an evolutionary process (as most of the rest of this system should be).
It should be regarded as a ‘live’ system that needs continual maintenance and adaptations to evolving
needs and problems.

The information developed during the encoding phase is input to an archiving relational
database system that should contain information on the results of the assessments and the background
developed to arrive at these assessments. The information input to the system should be verified.

The last phase of the process is the information analysis and reporting phase. Correlation
studies of information in the database should be conducted to detect emerging safety problems. If the
information analysts detects an emerging safety problem that high widespread implications, then an
alert is output to the system users. The objective of this phase is to understand the available
information so that early warnings are developed so that corrective action can be taken before
additional accidents are developed.
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ABSTRACT

Over the past few years the offshore industry has become increasingly aware of the number of otfshore
accidents caused by human error. One way to improve this safety record 15 to concentrate on the
source of these errors, .., the individuals who design, operate, and manage the offshore facilities.
Much is known about how and why individuals behave in a work setting. This data, called human and
organizational factors (HOF), 1s used by a special engineering discipline [t.e. Human Factors
Engineering (HFE)]to assist in the design of the work place, select and train personnel, prepare user
friendly job manuals and procedures, and establish effective management practices and polices.

This paper, was prepared with the extensive inputs from the co-authors and individuals present in the
Working Group “E” of the 1996 International Workshop on Human Factors in Offshore Operations.
It describes the current use and effectiveness of HOF specifications, standards, and/or guidelines in the
design, operation, and management of offshore facilities and offers potential areas for improvement. It
identifies the current role of each of seven key player groups (i.e. government agencies, industry
associations, professional associations, classification societies, offshore companies, insurance
companies/clubs, and academic institutions) mvolved in the preparation, encouragement, or
enforcement of HOF specifications, standards, and guidelines in the offshere industry. The paper also
offers suggested changes in these roles to increase the future effectiveness of HOF in the prevention of
human induced errors on offshore facilitics.



1.0 INTRODUCTION

Safety and protection of personnel, facilities and the environment is a major concern for the majority of
the companies working in the offshore oil and gas industry worldwide. Yet, accidents continue to
happen, and companies continue to strive to improve their safety records. One study of accidents on
offshore facilities in the U.S. found that 80% of these incidences were caused by human errors, and
80% of those occurred during operations. Another study, this one by the Health and Safety Executive
(HSE) in the UK, found that of approximately 1,000 inadvertent hydrocarbon releases in the UK
sector of the North Sea since 1992, human error was a strong contributory factor in 60% of these
releases. It would appear therefore, that human error is a major contributor to accidents i the
offshore oil and gas industry on a global basts.

Over the past fifty years or more, a significant amount of research has been conducted on what shapes
and influences human behavior in a work environment. By taking this knowledge, and applying it to
the design, operation, and management of offshore facilities, a total work environment can be created
that will maximize the worker’s capabilities, and minimize his/her limitations. The ultimate outcome is
a safer and more efficient employee. This can translate to higher employee morale, greater company
profits, an enhanced corporate image with a public concerned over envirormental issues, and
potentially less scrutiny from regulatory agencies.

The application of this human behavior knowledge [called Human and Organizational Factors (HOF)]
to the reduction of human error on the job has spawned a specialized engineering discipline called
Human Factors Engineering (HFE). HOF has been successfully applied to other industries and
applications (e.g. mining, nuclear power, aerospace, meat packing, military, and light manufacturing)
for the past five decades in the U.S., and overseas. However, the systematic application of HOF in the
design and operation of offshore oil and gas platforms, supply boats, workover rigs, and general
support systems and equipment, has been limited at best. The reasons for the limited use of HOF in
the offshore industry appears to be based on several factors, including:

1. The lack of knowledge in the industry at all levels of what HFE is, and the benefits in
increased employee safety and productivity that can accrue as a result of incorporating
HOF in the design and operation of offshore facilities,

2. The lack of trained HFE professionals with experience in the oftshore industry to promote
the utihization of HOF in that arena, and

3. The limited use of the pertinent and technically sound HOF standards, specifications or
guidelines that are now available for the design, operation and management of offshore
facilities.

With interest in reducing human error induced offshore incidences increasing around the world, the
question of what future role, if any, should HOF based standards, specifications, and guidelines play is
appropriate  To answer this question it is necessary to define what is meant by the terms “standard”,
“specification”, and “guideline”, define what HOF is, and then describe what the current state of use of
HOF standards, specifications, and guidelines is within the offshore industry.



2.0 DEFINITION OF TERMS FOR HOF STANDARDS, SPECIFICATIONS, AND
GUIDELINES

The below listed definitions have been established for the purpose of this paper to provide a baseline
for discussion only. These definitions may or may not be universally accepted by the offshore industry
or international design community.

8

Standard - A specific design requirement, expressed as a number, or some other human
performance criteria, which is verifiable through a qualitative or quantitative measurement
techmque. Examples of current standards appropriate for use by the offshore industry
include the American Society of Testing and Materials (ASTM) “Standard Practice for
Human Engineering Design for Marine System, Equipment and Facilities” (ASTM F1166)
and the American Petroleum Institute’s (API) design standard for cranes (API 2C). When
used, HOF standards normally are included as a part of a facility wide design specification,
and generally become a contractual obligation on the part of the facility designer, owner,
and/or operator in the design of an offshore facility.

Specifications - Statements that define, or describe which HOF activities must be
completed, which HOF standards must be used, or, how the equipment or system must be
built to accommodate the human operator/maintainer. The primary specifications (also
called regulations) for the U.S offshore industry are the United States Code of Federal
Regulations (CFR’s). These regulations govern the design of all types of vessels and
structures and range from a general performance goal, i.e. “lifeboats shall be located so as
to be readily accessible for use in an emergency”, to the prescriptive, i.e. “A label in 3" high
red characters shall be placed on each hazard warning sign”.

Specifications may also be used to identify one or more specific design standards that must
be used in the design and construction of a vessel or platform for which the specification is
written, €.g. “the vessel shall be designed to accommodate the 5th to 95th percentile male
as defined in ASTM 1166”.

Specifications (or regutations) can also be non-prescriptive with statements that set goals
or establish general requirements. As an example, one of the United States Mineral
Management Service’s (MMS) federal regulations governing offshore operations states,”
The lessee shall not create conditions that will pose unreasonable risk to public health, hife,
property, aquatic life, wildlife, recreation, navigation, commercial fishing, or other uses of
the oceans”. Non-prescriptive regulations for offshore safety are also used by the British
government for North Sea operations.

Specifications are prepared and imposed by organizations empowered with the authority to
mandate their use by companies in the offshore industry. However, they are also prepared
and imposed by individual companies or the design contractor {or even the
owner/operator’s own engineering staff) who completes the detailed design and/or
construction of a new facility. As an example, at least two major oil production companies
have develop company and project specific design specifications that must be followed by
design contractors hired by the oil companies to do the detail design of new offshore
platforms in the Gulf of Mexico (GOM).



3. Guidelines - Guidelines are the same as standards or specifications as far as content is
concerned but they are only “suggestions” on what should be done in the HOF area, or
how the design should look, and carry no contractual obligation to be completed or used in
the design or operation of an offshore facility. Examples of current offshore industry HOF
guidelines are the several covering the design of work place consoles and panels, platform
labeling, and general control/display design requirements prepared by a major offshore
exploration and production (E&P) company in the GOM. These guidelines were issued to
selected hardware vendors during the recent design and construction of several offshore

platforms.
3.0 WHAT IS HOF?

One of the acknowledged obstacles in utilizing HOF in the offshore industry is the lack of universal
agreement among users or suppliers of HOF expertise as to what constitutes HOF, and who does or
should provide this expertise for the design, operation, and management of offshore facilities. Thus,
not only must the individuals interested in, or assigned to, the utilization of HOF in offshore facilities
integrate this new profession with the standard design and operation of these facilities, they must also
learn how to combine HOF with the established safety programs and requirements already in place.

As an example, the American Petroleum Institute’s (API) RP75, “Recommended Practices for
Development of a Safety and Environmental Program for Outer Continental Shelf (OCS) Operations
and Facilities”, provides minimum guidance for process or mechanical design information and no
specific guidance related to HOF. APl RP14J, “Recommended Practice for Design and Hazards
Analysis for Offshore Production Facilities” references HFE (e.g. section 3.4.4) and recommends the
use of ASTM F1166. However, there are no directions on how the ASTM standard is to be used in an
analysis, or in the actual design process. Finally, API RP14C, “Recommended Practice for Analysis,
Design, Installation, and Testing of Basic Surface Safety Systems for Offshore Production Platforms”
provides only minimal guidance concerning HOF issues.

The traditional safety professional at the headquarters level, or assigned to a specific platform or
facility, may be considered by some to represent the HFE discipline. Yet, when carefully reviewed it
becomes evident that the training, experience and responsibilities of the traditional safety spectalist 1s
not the same as that for a person who specializes in the application of HOF to the design, operation,
and management of an offshore facility.

Therefore, for the purposes of this paper HOF is considered to include any element of human behavior
(social, psychological, physiological) which controls or regulates how well, or how poorly, an
employee performs his/her assigned duties while working on an offshore facility (e.g. platform, drilling
or workover rig, supply boat, terminal). Within this broad description there are at least eight sub-
elements of HOF, all of which can shape human behavior and influence how safely and efficiently a
human behaves and performs in a work setting. Lack of attention to any of these eight sub-elements in
the design, operation, or management of an offshore facility will increase the chance that a human
error will be made on these facilities. Examples of the sub-elements are:

1. Management Systems - Management rules, regulations, work schedules, employee reward
systems, and even management’s decision on the type and quality of the equipment given to
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the employees to work with can influence how safely and efficiently an employee behaves
and performs on the job.

Workplace Design (sometimes called ergonomics) - Design of the hardware or software
which the employee is given to work with must match the behavioral and physical
capabilities and limitations of that employee as an operator and/or maintainer. Workplace
design is not only concerned about the physical design and arrangement of the work site
from a worker visual and physical access perspective, but also how that design and
arrangement dictates the communications and personnel interactions required among the
workers to safely and efficiently perform within the work site.

Personnel Selection - Identifying the special human physica! and behavioral characteristics,
and the skill levels and experience base, necessary to perform a particular task, or tasks,
then selecting individuals with those characteristics to perform those tasks, can make the
selected person a safer and more efficient worker.

Environmental Control - Allowing the physical environment (i.e. temperature, noise,
illumination, vibration, etc.) to exceed known fimits can cause, or enhance the likelihood of,
environmentally induced human error to occur on an offshore facility.

Interpersonal Relationships - Individuals working offshore seldom operate in a vacuum.
They give and take direction from others, both on a peer basis as well as a
supervisor/employee basis. Persons, capable of working as a part of a team regardless of
their organizational rank, management authority, or physical location (i.e. onshore office
vs. offshore facility), placed in an environment that promotes teamwork, make for a safer
and more efficient employee. The techniques for identifying and/or training these
individuals to be team players is an important sub-element of the HFE profession.

Training - Training programs must be developed or modified to prepare a person to
perform a specific task, or tasks, to a pre-determined and measurable level of performance.
However, training must not be considered as the ultimate solution to human error
reduction, nor should it be expected to overcome poor facility design.

Job Aids - Significant knowledge is now available on how to prepare job aids (eg.
operational or maintenance manuals, procedures, hazard warnings, or any other written
material) to enhance their use by a worker to assist him/her in performing the job. This
knowledge should now be applied to the preparation of job aids, whether printed or
electronically presented, for offshore use.

Fitness For Duty - Each day an employee brings to the job site psycho-iogical and physical

burdens or blessings which can affect the way he/she behaves and performs on the job. If
these inputs are severe enough the employee can become a safety threat to himself and/or
his/her fellow workers. Devising and using screening devices on a regular basis to prevent
the affected employee from working on those days he/she is not suited to do so would
make every employee safer on the job.



Therefore, within the context of this paper, 1.e. what role, if any, should HOF standards, specifications,
and guidelines play in future design and operations of offshore facilities to reduce human error, the
standards, etc. to be considered should encompass one or more of the above eight sub-elements of
HOF described above.

40  CURRENT STATUS OF HOF STANDARDS, SPECIFICATIONS, AND GUIDELINES IN
THE OFFSHORE INDUSTRY

There appears to be two general approaches currently in practice to integrate HOF based requirements
into the overall offshore E&P business. One, typified by that practiced by the government of the
United Kingdom (UK), sets general regulatory goals designed to promote the health and safety of
company employees which employers are required to meet. For the UK offshore industry specifically
there is a regulatory requirement that each operator submit a “safety case” for each installation
demonstrating that:

. There is a safety management system in place,
2. All relevant hazards have been identified,

The risks from these hazards have been reduced as low as reasonably practical (ALARP).

(]

How the companies achieve these requirements is ultimately up to them. However, the federal
regulatory agency responsible for safety in the offshore industry, i.e, the Health and Safety Executive
(HSE), provides general guidance to the operators as to the issues that HSE would expect to be
addressed in a particular safety case. One of those issues is the role of HOF, both as a possible cause
of, or contributor to, some of the hazards that could occur on a platform, and also as one of the
preventive or mitigating measures to address those hazards.

Deciding exactly what shall be included in each safety case is a matter of discussion and negotiation
between the company and HSE. However, there is an incentive for companies to comply with the
HSE requests in most cases since HSE does have the authority to delay approval of the safety cases.
More importantly, an interim report published in 1995 by the Health and Safety Commission in the UK
estimated that average individual risk had been reduced by about 70% through the safety case regime.

With the emphasis on general guidelines rather than prescriptive design standards or specifications, the
UK approach only minimally requires operator adherence to published detailed federal HOF design
standards or specifications in the design or operation of their offshore facilities. With this approach,
the emphasis is on good management practices, training, and procedures for human error reduction,
rather than on mandating the use of prescriptive design standards.

The second basic approach, followed in the U.S., currently relies on offshore companies adhering to
detailed design rules contained in federal regulations (i.e. CFR’s) which must be met before the
installation can be licensed or approved to operate.

Historically, the U.S. offshore domain has been divided between two federal agencies, the U.S. Coast
Guard (USCG) and the Mineral Management Service (MMS). Through a Memorandum of
Understanding (MOU) signed between the two agencies in August of 1989 each has their areas of



responsibility for regulating the design and operation of offshore facilities. The USCG’s interests lie
mainly with ensuring offshore facility structural integrity and stability, fire protection, workplace
safety, lifesaving equipment, living quarters, navigation and communication equipment, and helicopter
deck installations and refueling facilities.

MMS, on the other hand, primarily establishes requirements and verifies compliance, with those
requirements, for systems and equipment for drilling, completion, production, well control, and
workover on offshore facilities. However, neither agency has instituted any requirement for an
integrated HOF program, as defined above, within their area of jurisdiction, and with the exception of
some limited training, personnel qualification and very minimal design requirements, neither has
established even individual HOF requirements within the eight sub-elements of HOF described earlier
in this paper.

As an example, in Title 33 and 46 of the CFR’s, there are a few prescriptive requirements related to
labeling, signs, and platform design, and a very few requirements covering training regulations. In 30
CFR, Chapter II, Subpart O, training requirements are listed for specific activities such as well-
completion and well-workover control.  Finally, the USCG’s Navigation and Vessel [nspection
Circular (NVIC), No. 4-89 specifically addresses the 1ssue of HFE with a special section devoted to
labeling. However, its recommendations are not mandatory.

Although compliance with the CFR rules 1s still in etfect in the U.S. there has been, over the past five
years, a shift toward a new way of achieving safety and health objectives in the U.S. offshore industry.
In 1991, MMS notified the industry that it was considering making each installation owner institute a
Safety And Environmental Management Program (SEMP). As implied by its title, SEMP was a
management plan to insure that company attention was given to safety and environmental protection.

The offshore industry responded to this announcement by requesting that it be allowed to develop an
industry wide voluntary compliance program to the MMS announcement under the auspices of the
American Petroleum Institute {AP1). In 1993, API published both API RP75 and API RP!4] which
defines what the companies should do to comply with the SEMP requirements. In response to this
action, MMS pledged a two-year moratorium on any further regulatory activity related to SEMP while
it monitored the voluntary adoption of RP75 by offshore operators. Tt is of interest that the SEMP
does not specifically require an offshore owner or operator to consider or address any of the eight
HOF sub-elements listed above (with the possible exception of management participation).
Nevertheless, it should be recognized that the SEMP concept is a step forward toward greater
recognition of the planning and analysis necessary for offshore safety and could serve as the
mechanism by which a more formal HOF program requirement could be introduced to the offshore

industry.

In summary then the source of HOF standards, specifications, and guidelines for use in the offshore
industry (particularly within the U.S.) comes from five principal sources:

1. Federal agencies [e.g. USCG, MMS, HSE] via selected CFR’s and/or non-
prescriptive regulations,

2. Industry Associations (e.g. API) via the minimal references to HOF in the RP75 and RP14]
documents, and in a few cases, inclusion of limited HOF requirements contained in



specifications covering individual pieces of equipment’s, (e g. cranes),or for construction,
fabrication, maintenance, etc.

3. Professional Associations [ e.g. American Society of Testing And Matertals (ASTM)] via
its two standard practices (ASTM F1166 and F1337) covering human engineering design
standards and program requirements respectively, for marine equipment and facilities,

4. Classification Societies [e.g. American Bureau of Shipping (ABS)] via some general rules
for design of MODU’s and offshore supply boats and,

5. Individual company prepared HOF standards, specifications, or guidelines [e.g. labeling
guidelines for deepwater platforms prepared by one GOM E&P company].

There are some prescriptive HOF type federal regulations, governing the design and operation of
offshore structures in the U.S. However, most are generally stated making them too vague to be
enforced, sometimes in conflict with accepted HOF design standards (e.g. ASTM F1166), and/or do
not cover the design areas where many of the human induced offshore accidents appear to originate.
Therefore, the current HOF type federal regulations, specifications, standards, or guidelines existing
today have only minimal impact on the inclusion of HOF elements in the design, operation or
management of the majority of offshore facilities under U.S. jurisdiction.

Industry association HOF based requirements usually appear as a small part of a larger technical
specification for a particular piece of offshore equipment, e.g. cranes, or for a specific area of an
offshore facility, e.g. the control room. There are relatively few of these and in the context of the total
design requirements for an offshore facility, they play a minor role. Further, where they do exist they
sometimes appear not to be prepared by HOF specialists and sometimes are in disagreement with the
more accepted HOF design standards.

The ASTM human engineering design standard (ie. ASTM F1166) and the HFE program
requirements standard (ASTM F1337) are HOF design standards prepared specifically for the marine
world. The design standard (ie. ASTM F1166) covers only two of the eight HOF sub-elements (1.e.
workplace design and environmental control) but they are important elements in the design of offshore
facilities, and the standard is a good HOF design reference. It is now beginning to be used by the
USCG in the design of their own vessels, and has served so far as the primary HOF design criteria base
for at least five deepwater production and drilling platforms in the GOM and Canada. However, in
terms of having a general influence on the design of offshore facilities the ASTM design standard is not
used, nor is it even known of, by the vast majority of the offshore industry, either in the U.S. or
overseas.

At least two major American oil and gas exploration and production companies have prepared in-
house HOF based standards, specifications and guidelines for use on both general facilities worldwide,
and for specific offshore platforms. In one instance several of these guidelines, although created for a
particular platform project, have now been extended to cover all future platforms designed by this
company. The creation of such specifications however is obviously not widespread.

In summary, the role that HOF based standards, specifications and guidelines can play in reducing
human error on offshore facilities has never been more evident, as supported by the success of HOF in



other industries, (i.e. aerospace, aircraft, manufacturing, mining, military equipment, and power
generation), and the few offshore companies who have adopted an aggressive HOF program for the
design and operation of their offshore facilities. Yet, there currently is minimal overall movement
industry wide to embrace even the most basic HOF concepts, practices, standards, specifications, or
even guidelines, into the life cycle design and operation of offshore facilities.

5.0 SHOULD HOF STANDARDS, SPECIFICATIONS, AND GUIDELINES BE USED AS A
METHOD OF REDUCING HUMAN ERROR IN OFFSHORE OPERATIONS?

The short answer to this question is yes. Decades of research data on human performance capabilities
and limitations have been collected and published in the form of HOF standards, specifications, and
guidelines for other industries and applications. The majority of these are concentrated in the design
arena but some exist for the other sub-elements of HOF  Many of these are appropriate to the
offshore industry and could be applied immediately. Other HOF standards, etc. unique to the offshore
world may be required. However, whether or not the needed HOF standards, specifications, or
guidelines currently exist, such standards could be a key part of any program directed at reducing
human errors on offshore facilities.

It is important to note here that the application of HOF standards, guidelines or specifications should
not be directed only toward new construction. HOF can be fruitfully applied to the reduction of
human error in the operation and management of existing offshore facilities as well.

60  WHAT FORM SHOULD THE FUTURE HOF STANDARDS, SPECIFICATIONS, AND
GUIDELINES TAKE?

It is recognized that not all eight HOF sub-elements lend themselves equally well to etther the
prescriptive or general goals approach. HOF requirements for such sub-elements as hardware design,
job aid preparation, and control of the working environment lend themselves well to being described in
prescriptive standards. However, elements such as management practices, training or personnel
selection would be much more difficult to definitively define in a prescriptive manner. Therefore, it
would appear that when future HOF standards, specifications or guidelines are deemed necessary, and
are prepared, that some be of a prescriptive nature (i.e. in a format similar to the ASTM design
standard), while others provide non-prescriptive performance goals.

7.0 SHOULD THERE BE A PRIORITY IN USING OR CREATING NEW STANDARDS,
SPECIFICATIONS, OR GUIDELINES?

Although all eight of the HOF sub-elements can contribute to a safer and more efficient working
employee, experience has indicated that not all contribute equally toward that goal. Consequently, it
would appear that a maximum return on any future HOF activities could be obtained if efforts on
covering the eight HOF sub-elements were priortized.

As an example, the USCG’s approach to achieving total fire protection on maritime vessels is to
emphasize a minimum level of passive fire protection on all types of vessels, along with some form of
active (i.e. human involvement) protection for a “total systems” approached. In the revised draft of



the USCG’s NVIC 6-80, it is noted that “to increase reliability, structural fire protection (SFP) is
designed to be passive in nature and thus eliminate the need for personnel action to make SFP
effective. This eliminates, to the maximum extent possible, the possibility of human error affecting the
performance of the SFP system. The result is that SFP is assumed to be extremely reliable.”

In like manner, designing out the chance for human errors to occur throughout the offshore facility
provides a passive protection against that error. This reduces the need to rely on more active efforts
on the part of the operator via more operator training, following written operating procedures or
observing and adhering to posted warnings to protect against human error Useful experience in
applying existing HFE based design standards to the design and construction of a limited number of
offshore facilities in the GOM and elsewhere has been acquired over the past eight years by a handful
of major E&P companies. This experience has shown the positive benefits of including HOF based
design standards in the design and operation of offshore structures. Further, there are existing HOF
design standards, such as the ASTM HFE standard for marine equipment and systems, that can be
used now on design projects worldwide Therefore, application of HOF design standards to the design
and construction of new, or upgraded, offshore facilities would appear to be a high priority HOF sub-
element. Fortunately, this sub-element is one where there is good, practical experience, and existing
HOF standards, from which the offshore industry can take immediate advantage.

Based on experience with the application of HOF in the design and operation of offshore facilities,
other high priority HOF sub-elements which should have early involvement include management
decisions and policies, and training, particularly in the handling of emergency situations.

8.0 SHOULD THE HOF REQUIREMENTS BE IN THE FORM OF VOLUNTARY
STANDARDS, ETC. OR SHOULD THEY BE MANDATORY?

Based on the UK’s current approach of creating general safety goals via the minimum regulatory
requirement of the submittal of case studies by the offshore operators, 2 mandatory requirement to
address all eight sub-elements of HOF in every future case study submittal may face resistance by that
portion of the offshore industry. Similarly, based on the U.S. offshore industry’s response to the
SEMP proposal from the MMS, it is apparent that the U.S. offshore industry would also have a similar
aversion to the imposition of new, federally mandated, HOF requirements in their operations.

Further, the current political climate, such as now exists in both the UK and the U.S., favors the
position that since the offshore operators “own’ their facilities, it is they, not the federal government,
which must be ultimately responsible for the safety of their employees and facilities. Based on the
above, it would appear that any effort to increase the role of HOF in offshore facility design and
operation would best be achieved, at least initially, through a voluntarily initiated and incorporated
effort by the offshore industry. with support, education, and encouragement from their federal
partners.

The difficulty with a voluntary approach however, is that so far, left to their own, the vast majority of
the offshore companies to date have not placed any focused effort on the use of HOF standards,
specifications, or guidelines in the design and operation of their offshore facilities unless forced to by a
regulatory agency of some form. This may be due to lack of knowledge about HOF, a concern over
what is perceived to be yet another costly and time consuming burden imposed on them by others
without a demonstrated cost benefit, a belief that they are doing all that i1s necessary now, or a



deliberate choice to exclude HOF from their design efforts. Whatever the reason(s), the fact remains
that the majority of the offshore industry is not currently voluntarily adopting HOF as a part of their
design and operation team.

Nevertheless, in spite of the omission of a formal HOF effort to date in the offshore industry, the
imposition of federally mandated requirements to include such a program does not seem to be
politically palatable or technically viable at this time. However, with this initial respite from federal
imposition of HOF regulations, etc. it behooves the offshore industry to begin now to collectively
initiate an HOF program that will preempt the need for any federal HOF intervention for offshore
safety in the future as well. Therefore, it is suggested that some form of cooperative HOF effort
between the companies who constitute the “offshore industry” and government agencies who oversee
and/or regulate those companies be enacted. Some countries, such as the UK and Canada already
have such a cooperative effort in place. Consequently, their future HOF efforts could be directed at
enlarging the HOF areas of concern in the safety case process. In contrast, the US. offshore industry
may have a larger effort facing them since utilization of HOF, in any form or for any of the eight sub-
elements, is still in its infancy.

It is also suggested that whatever HOF requirements or efforts come from the new partnership
between government and industry, maximum use be made, wherever possible, of existing programs
(e.g. case study submittals, SEMP) as the HOF completion and monitoring mechanism and not create
yet another new separate nitiative. However, where existing programs are not in place new initiatives

may be required.

9.0 WHAT ROLE SHOULD EACH OF THE HOF PARTICIPANTS TAKE TO PREPARE,
ENFORCE, AND/OR ENCOURAGE THE USE OF HOF STANDARDS GUIDELINES
AND/OR SPECIFICATIONS FOR THE DESIGN AND OPERATION OF OFFSHORE
FACILITIES?

The very question leads to the premise that each of the following listed organizations does have a role
in one or more of four areas, i.e. 1) preparation of selected HOF design standards, guidelines, or
specifications, 2) education of the offshore industry to HOF and it value, 3) encouragement of offshore
companies to use HOF | and 4) development and use of performance monitoring mechanisms to
measure the cost and effectiveness of using HOF in the design, construction, operation, and
management of offshore structures. An expanded description of these roles is provided below.

Since the offshore oif and gas industry is global in nature it is not reasonable to propose a HOF
program that would be equally acceptable to all companies and countries. What is provided here 1s
one approach, obviously more appropriate to the U.S. offshore industry. However, it is hoped that by
providing one model for implementing HOF in the offshore industry it will spark interest and
discussion that could eventually lead to use of HOF, not only in the U S. offshore industry, but in other
parts of the world as well

9.1 FEDERAL AGENCIES

Before identifying the suggested roles of the federal agencies who should be involved in the HOF
arena it is first necessary to identify those federal agencies who are now involved. In the UK it is
principally the HSE. Their, the cost of complying with the safety case regulations, 1.e. producing a



safety case, is typically around one-half mitlion pounds per case, giving an overall cost to the offshore
industry in the UK of 100-150 million pounds for safety case submittals.

However, in spite of these costs, there appears to be sufficient support by both industry and
government for continued use of the case study approach. Therefore, it is assumed that offshore
safety in the UK will continue to be the responsibihity of the HSE and it would be they who would
institute any additional HOF activities.

In Canada, the National Energy Board currently has a leading role in ensuring safety in the Canadian
offshore industry and it would be assumed that they would continue to fulfill that role in the future,
including the addition of any further HOF efforts deemed necessary for the Canadian offshore industry.

In the U.S. both the USCG and MMS have shown recent interest in the HOF area, and both should
expand that role in their respective fields of responsibility and influence in the offshore industry.
However, to achieve this expanded roll will require an increase in both agencies interest in, knowledge
of, and commitment to, HOF over that which has been shown in the past.

It has been suggested by some that for the U.S. either the USCG or MMS become the “lead agency”
for HOF in the offshore industry. However, after discussions with industry representatives it would
appear that at this time it is in the best interest of any U.S. HOF program that each agency institute a
HOF effort within their own organization,. [t is also suggested however that their be a stronger inter-
agency HOF cooperative effort than has been exhibited in the past.

Preparation of HOF Standards and Guidelines

To assist the integration of HOF into the U.S. offshore industry it is suggested that both MMS and
USCG cooperatively sponsor a joint government/industry project to prepare a series of HOF standards
acceptable to the industry that could be used in the design and operation of offshore facilities.
Precedence for such a government/industry cooperative effort toward reduction of human errors
within the maritime industry already exists between the USCG and several shipping industry
associations. That same approach could work with the offshore industry. As for the preparation of
HOF standards directed specifically at the offshore industry, precedence already exists their as well
with at least two of the major U.S. GOM oil and gas E&P companies having prepared HOF design
standards/guidelines for their in-house use on future offshore structure design projects.

Suggested topics for these HOF standards/guidelines include:
Design
1. General Control And Display Requirements
2. Control Panel And Console Requirements
3. Workspace Design Requirements

4. Alarm Requirements



5. Project Labeling Requirements
6. Maintainability Design Requirements
7. Computer Interface Requirements (1.e. DCS Systems)
Job Aids
1. Operator and Maintenance Manual Preparation Requirements
2. Procedure Writing Requirements
3. Hazard Warning Preparation Requirements
Training
1. Training Guides For Selected Offshore Occupations
2. Behaviorally Based Safety Program Training Guides
Personnel Selection
1. Job Aid Preparation Requirements (Manuals, Guidehnes, etc )
The existence of these, or other, HOF standards would allow offshore companies to design and
operate their facilities from a common base, and to select those standards that they felt were applicable

to their specific each new facility design program.

Establish Minimum HOF Requirements For New Offshore Facilities

As a second HOF effort, it is suggested that MMS and USCG, in cooperation with the offshore
industry, develop a list of minimum HOF activities that should be included in the design, operation,
and management of new offshore facilities and operations. These activities could be similar in concept
and format to that established in the SEMP. It is suggested that the API give serious consideration to
the addition of these HOF requirements as added SEMP requirements in the next revision of RP75
and/or RP 14J. It 1s also recommended that at a minimum the HOF activities address the following
elements of a HOF program:

1 That HOF be addressed in each design effort on all new offshore oil and gas facilities.

2. That each owner of a proposed new offshore facility develop a HOF plan as a part of their
risk management program for that facility  This plan should be as imnclusive and
appropriately detailed as necessary to fit the facility’s size, location and complexity. The
Plan should cover:



a. A description of the HOF tasks (selected from the eight HOF sub-elements described
above or other sources such as ASTM FI[337-G1) that will be completed during the
lifecycle of the facility.

b Which HOF design standard(s)/guideline(s) will be used (i.e. ASTM, selected sections
of the joint government/industry HOF standards discussed above, existing industry
association specifications, classification society guidelines, or other documents).

¢. How will HOF activities will be performed (i.e. in-house personnel or contractor
support).

d The training, experience and qualifications of personnel conducting HOF activities.

e. When HOF tasks will be performed in relation to the overall design, fabrication, and
operation schedule.

f Identification and level of management responsibility for managing HOF related
activities.

g How the company proposes to integrate the HOF requirements into daily design
activities, and

h. A description of specific HOF processes such as process hazards analysis studies,
quantitative risk assessments, task analysis, etc., to be completed during the lifecycle of
the facility.

The HOF plan should be developed at the very early stage of any new offshore facility
design.

Some companies may elect to develop a generic HOF plan which could be modified to fit
‘elements unique to each facility. Other companies may elect to prepare individual facility
HOF plans as required to meet specific requirements.

Sponsor Industry HOF Training

Thirdly, it is suggested that MMS and USCG, in cooperation with the offshore industry, educate the
offshore community in both the benefits of incorporating HOF into the daily Company operations, as
well as specific instructions on how to incorporate HOF into the Companies design, operation, and
management activities.

Develop Measures of Safety Performance

Finally, the government agencies should develop a method for measuring how effective including HOF
into company operations is in reducing the rate, type, and severity of human errors on offshore
structures. It is understood that this effort can only be accomplished after the offshore industry has
had an opportunity to develop and use HOF standards/guidelines in the design and operation of future
offshore structures. This task is listed here to ensure its inclusion in the total HOF plan being



proposed. However, a simple but important first step in the evaluation effort can be commenced now
with the inclusion of the eight HOF sub-elements in offshore accident mnvestigations. Further, the HOF
investigative effort should be conducted either by individuals academically trained and experienced in
the HOF disciplire, or by accident investigation specialists provided special HOF training and tools. It
1s imperative that an accurate basetine first be established as to the actual frequency and root cause of
human errors occurring in the offshore industry. With that base the industry can then observe any
improvements brought about by the inclusion of HOF in future operations.

Some form of baseline HOF effort for all offshore design and operations efforts would even the
playing field for all companties in the business. Currently many of the major E&P companies in the
North Sea and GOM have extensive safety programs, and hopefully will expand those efforts to
include all eight sub-elements of HOF as yet another tool to use to enhance employee safety and
efficiency. However, for smaller independent companies which may tend not to emphasize safety to
the same degree, an industry wide and accepted baseline HOF program for all new facilities could
reduce the rate and severity of human errors on those structures.

Encouragement

Here would be a new role for the federal agencies. The agencies could do several things to encourage
the use of HOF by the offshore industry. The agencies could develop a way of providing recognition
to those companies who utilize HOF in their operations.

The agencies could also reduce their surveillance and inspection efforts for those companies who
demonstrate a commitment to HOF in the design and operation of their offshore facilities.

The encouragement effort should be a significant part of the federal agencies HOF program.
92 INDUSTRY ASSOCIATIONS

Preparation of HOF Standards And Guidelines

Industry associations (e.g. API, TADC, IPWA, OOC, AWS) typically produce design and other
standards for a variety of applications to include design of individual pieces of equipment,
construction, fabrication, inspection, testing, etc. Some of these contain HOF based requirements. As
an example, the API standard for offshore cranes {API[ 2C) contains a series of sections, (e.g. 6,7,9,10,
and 11), which possess HOF type design requirements. An example of incorporation of HOF n
construction standards are the fact sheets produced by the American Welding Society (AWS) related
to ergonomics concerns in the welding environment which should be addressed at each construction

site.

Because of the above activity, there 1s a need for the Industry Associations to sponsor the research
and development of HOF based guidelines, standards, and/or specifications unique to their industries
which do not currently reside in the existing HOF community. These guidelines, standards, and/or
specifications can be in the form of a stand alone documents or in the form of an appendix or
commentary section for existing documents.

For revision of current standards and introduction of new standards there is a need for the Industry
Associations to utilize excepted HOF industry accepted practice. The Industry Associations could



enhance the value of their standards if the requirements were based on the HOF standards produced by
the joint federal agencies/ industry task forces described above or input from HFE professionals
and/or existing HOF standards.

Finally, Industry Associations could take the lead in representing the offshore industry in the
preparation of the federal government/industry HOF standards described above, as was done by API

with the SEMP program.
Education

Industry Associations should sponsor HOF educational classes for their members in the offshore
industry, explaining what HOF 1s, and how it could be applied to the design and operation of offshore
facilities.

Finally, Industry Associations could serve as the industry’s contact point in working with the federal
agencies to develop the scope and content of the HOF Plan described earlier in the Federal Agency
section. This would allow the offshore industry a major voice in determining the minimum HOF effort
that should be expended on any new offshore facility design and construction program.

Enforcement

The current use of dustry association design standards occurs primarily through their reference in
another regulatory agency standard or specification which is enforced by that agency, not the industry
association. Therefore, the industry associations would be no more involved in enforcement of their
new HOF standards or requirements than they are for the standards that they now publish.

Encouragement

The Industry Associations could be helpful in providing encouragement to their memberships to
establish HOF in-house programs. The Associations could collect and distribute HOF success stories
that could be disseminated among their members, and they could provide recognition of HOF
programs in their membership publications..

93 PROFESSIONAL ASSOCIATIONS

Preparation of HOF Standards And Guidelines

The ASTM human engineering design standard for marine facilities has received its first revision since
its original issue in 1988 and is now issued as F1166-95a. ASTM has also published a companion
HFE standard entitled, “Standard Practice for Human Engineering Program Requirements for Ships
and Marine Systems, Equipment, and Facilities” (ASTM F1337-91) which defines the various HOF
program activities that could be completed during the design, construction, and operation of an
offshore facility. Used together, the two ASTM documents could provide a good basis for the HOF
design standards prepared by the joint government/industry teams described above.

Other professional associations (e.g. IEEE, ANSI, SPE, CCPS)) currently produce a limited number of
HOF based design standards in their area of specific interest, e.g. lighting, control room design, and



noise control.  These are acceptable for offshore use but would not be needed if the joint
government/industry design standards described above were created. If they are retained however, an
effort must be made to ensure that these design requirements agree with those contained within the
proposed HOF design standards produced by the federal government/industry teams, or at least with
current HOF design standards such as the ASTM F1166.

Education

Professional associations could provide education to their members on the HOF requirements issued by
them, and how to apply these in the design and construction of offshore facilities. The Associations
could also distribute HOF training materials and assist the federal agencies HOF education efforts by
soliciting association members to attend the federal agency training programs.

Enforcement

As with the Industry Association standards, those published by the professional associations most
often appear as a referenced requirement in a regulatory specification, or in an equipment specific
purchase specification prepared by the company or design contractor designing the offshore facility.
As a result, the association ts not involved in enforcement of its standards. Therefore, it is envisioned
that the ASTM, or any other trade association which would produce future HOF based standards for
offshore application, would not be invelved in the enforcement of those standards as well.

Encouragement

Professional Associations could encourage their members to utilize HOF in their daily design activities
in the same manrer as described above for Industry Associations.

94 CLASSIFICATION SOCIETIES

Preparation of HOF Standards And Guidelines

Classification societies, such as ABS, DNV, Lloyd’s, etc. can offer an expedient way of introducing
HOF design standards into those elements of the offshore industry (e.g. MODU’s and support ships)
where the societies currently establishes rules for the design and construction of these facilities.
Currently, these rules are mainly performance based HOF requirements which are open to
interpretation as to what must be furnished in the design of a MODU or ship. In order for a
classification society to serve as a source of HOF design and operational requirements they must first
quantify in some manner their existing HOF based rules, and then prepare new rules, standards, or
guidelines such that these can be used to influence the design and operation of offshore structures
These new HOF design standards could be prepared by facility type (i.e. MODU, jack-up drilling rig,
supply boat), by space within a facility (e.g. machinery room, generator room, etc.), or by area of HOF
(hardware design, labeling, environmental control, etc.). However, these HOF requirements must be
in compliance with those produced by the government/industry task force described above, or at least
with current and accepted HOF design standards {e.g. ASTM F1166, or W. Woodson’s “Human
Factors Design Handbook)



Perhaps even better, the new rules written by the classification societies could simply reference the
design standards prepared by the government/industry task force,

In either case, the Classification Societies can, and should, begin now to develop, publish, and
distribute their new design rules with HOF design standards included based on what is now available in
the HOF design standard literature.

Education

The Societies could provide training to their clhients on how to prepare the HOF plans mentioned
above, how to use the ASTM and other HOF design standards, how to conduct hazard analysis
studies, and how to establish a formal HOF program within the company management. They could
also conduct educational programs on how to perform the companies own HOF drawing review
programs before drawings are submutted to a Society for approval.

The Societies should also be completing their own in-house training with their engineers, designers,

and surveyors covering the integration of HOF into the design of offshore facilities, and what to look
for in terms of HOF design and operational deficiencies when an offshore facility survey is made.

Enforcement

The classification societtes would be expected to enforce the new HOF based rules and standards just
as they now enforce their other design requirements.

Encouragement

The classification societies are tn a good position to both require and educate their clients to use HOF
in the design and operation of their offshore facilities. Further, unlike most of the other parties
discussed above, the Classification Societies could offer financial incentives to their clients who
integrate HOF into the design, construction, and operation of their offshore facilities.

9.5 OFFSHORE COMPANIES

Preparation of HOF Standards And Guidelines

As noted before, there currently are no industry consensus standards mandating or even encouraging
the use of HOF based standards covering hardware or software design, personnel selection, training,
environmental control or other HOF elements for offshore facilities. However, there i1s no reason why
individual company’s cannot begin to create their own to incorporate HOF elements into their facilities
design and operations without waiting for industry consensus standards to be developed. As an
example, one major GOM E&P company has maintained a major HOF program since 1990 covering
both design and operation of all of their new deepwater facilities. As a part of their effort, they have
written and applied four HOF based design standards/guidelines, covering stairs and ladders; labeling;
controls and displays; and workplace design, to all of their new deepwater platforms. These standards
and specifications are applied by the company’s in-house designers as well as contract design agencies,
and mn a few cases, by suppliers of their purchased hardware.



Several other major E & P Companies in the U.S., Europe and Canada have also initiated their own
HOF programs. The early returns from these first efforts indicate that HOF is economically viable, can
lower training costs, increase employee production, reduce costs associated with human loss due to
accidents, reduce manpower requirements and in some cases offset initial up-front investment cost.
However, these results come from a tiny fraction of the total companies working in the offshore
industry. Therefore, the vast majority of individual companies in the offshore business need to be
more pro-active in applying HOF into their offshore facilities design and implementing HOF in their
operations and maintenance activities. Preparation and use of in-house HOF design standards can be

done now, and can pay benefits now.

If companies do not want to create their own HOF design standards they can utilize those standards
that already exist such as the ASTM F1166-95a standard or W. Woodson’s “Human Factors Design

Handbook™.

Beyond the standards there are many HOF tasks that can be done with no standard or specification
driving them.. HAZOPS, risk assessment studies, HOF audits of vendor supplied hardware, and
layouts of control rooms, medical spaces, and quarters buildings are all examples of HOF activities that
have been recently completed on offshore facilities and none were done because of any regulatory
requirement. Clearly, it has been demonstrated that an individual company can successtully take the
lead in utilizing existing HOF concepts and methodologies on their own without a HOF standard,
guideline, or regulatory requirement driving that effort.

There are other activities that industry can do to promote HOF in the design and operation of offshore

structures including:

1. Support HOF workshops and training programs conducted by the government or trade and
professional associations as described above.

2. Regquest and participate in special sessions on HOF at major industry meetings (e.g. OTC).
3. Work with the government in developing the safety performance measures described above.

4. Share HOF experiences with others in the industry such as was done at the 1996 International
Workshop on Human Factors in The Offshore Industry.

96 INSURANCE COMPANIES/CLUBS

To date insurance companies or clubs have not been a participant in the offshore HOF arena.
However, since the industry desires to reduce its losses, and since much of those losses come from
human error, it would appear that the insurance industry would be a strong advocate for HOF in the
design and operation of offshore facilities. Therefore, it is strongly suggested that the insurance
industry become a major advocate for, and participant in, the incorporation of HOF in the design,
construction, operation, and management of future offshore facilities. It is also suggested that the
insurance industry investigate the feasibility of establishing insurance rates based on the degree of HOF
involvement a company has in the design, construction, and operation of their future offshore

structures.



9.7 ACADEMIC INSTITUTIONS

As with insurance companies, academic institutions have to this point not been a major player in the
incorporation of HOF in the design and operation of offshore structures. With the increase in interest
in the HOF arena there will be a need for academically educated and trained HOF specialists to work
with, and for, offshore companies. Because of the current shortage of HOF educated persons with
marine experience it 1s suggested that academic institutions which currently have HOF undergraduate
and graduate programs, and who have an already existing tie to the offshore industry, establish classes
which provide training for application of HOF to the design and operation of offshore facilities. These
classes could be offered as:

1. Applied HOF classes given to engineering students outside of the HFE profession.
2. Extension classes for both HOF specialists or general engineering students.
3. Special classes given to individuals majoring in HOF

The academic institutions could also conduct research specific to the application of HOF to the
offshore industry. Conducted either as a part of their graduate students thesis programs, or as stand
alone research projects funded by government agencies or the industry or professional associations, the
research projects should be directed at creating data or information specific to the application of HOF
to the offshore industry Some specific R&D projects that could be of real value to the offshore
industry include:

1. Development of methods to measure the cost effectiveness of incorporating HOF into the
design, construction, and operation of offshore structures.

2. Creation of a HOF glossary to standardize HOF terminology .

3. Investigation of standards, guidelines, and best practices developed by other industries that have
successfully integrated HOF into their operations, and which could be used by the offshore

industry.

4. Establishment of torque production capabilities of offshore workers such that valve operators can
be sized and ortented to allow use by the full range of potential offshore employees (male and
female) during the full lift cycle of the platform.

5. Establishment of the anthropometric dimensions of the offshore worker.
6. Creation of HOF design standards or guidelines specific to the offshore industry.

Finally, the academic institutions could provide a technology transfer service whereby successful HOF
programs are reviewed and described for dissemination to the total offshore industry.

10.0  WHAT SHOULD BE DONE BY HOF SPECIALISTS TO PROMOTE THE USE OF HOF
SPECIFICATIONS, REGULATIONS AND/OR STANDARDS IN THE DESIGN AND
OPERATION OF OFFSHORE FACILITIES?



There are several actions which those in the HOF profession can do to encourage the use of future
HOF regulations and standards in the offshore industry. First, be wiiling to participate in the writing of
new, or reviewing of existing, HOF design and operational regulations and standards for all offshore
applications to ensure that they are technically sound and enforceable.

Second, make it known within your commercial organization, your offshore consulting clients, your
federal agency, that the application of HOF to the design and operation of offshore facilities can
reduce accidents caused by human error. Without some form of HOF standards and guidelines it is
impossible to achieve a consistent, level application of HOF criteria to the design and operation of any

offshore facility.
Lastly, but most important, the HOF Professional needs to provide the technical resources for:
1. Developing the HOF Standards, Specifications, and Guidelines previously discussed.

2. Assisting industry n applying HOF Standards, etc. to the design and operation of offshore
facilities.

3. Establishing tools, such as HOF checklists, which can be used by industry personnel to ensure
that HOF is considered and properly applied

4. Measuring compliance with HOF Standards.

1.0 WHAT QUALIFICATIONS SHOULD ONE POSSESS TO PREPARE, APPLY, OR
ENFORCE HOF SPECIFICATIONS, STANDARDS, or GUIDELINES?

No amount of HOF based regulations or standards will meet every offshore design or operation
application. Converting or adapting a published regulation or standard to a specific design or
operational requirement for a specific offshore structure will not be unusual. But better it be a HOF
professional, working with the other engineering disciplines involved, that makes that transition from
the standard to the specific application than someone without a HOF background.

It has been suggested by some in the offshore community that facility engineers and/or operations
personnel, provided with some form of HOF traming and tools, could possess the necessary
qualifications to make the majority of the HOF inputs needed in the design and operation of offshore
facilities. Thus, HOF specialists would need only to be called upon for those infrequent occasions
when a “special” HOF need arose. The experience of other industries (as well as the few major
offshore facility design projects in the GOM where HOF has been an integral part of the design team),
shows this not to be the case. HFE is as unique an engineering discipline as are any of the other
“traditional” engineering fields (e.g civil, electrical, mechanical, etc)). There are now many
universities and colleges that offer the full range of academic HFE degrees (ie. bachelors, masters,
doctors), through their engineering schools. These HFE academic educations require detailed
technical preparation which is as arduous and extensive as the other engineering fields. The HFE
degree however, possesses a uniqueness not shared by any other engineering disctpline, t.e. the years
spent studying how and why human beings behave as they do (physically, psychologically and
soclally), and how that behavior can be positively impacted to make the human a safer and more



efficient performer on the job. Further, decades of research by HOF specialists on human beings has
yielded the HOF profession its own set of methodologies, procedures and design standards and
handbooks, which are as legitimate and useful as those possessed by the other engineering disciplines.
HFE is not just “common sense”, selecting the correct number from a table, or relying on a HFE
checklist to ensure that the human has been given the proper attention in a man-machine system. Nor
can the HOF expertise and the HFE “mindset”, which is especially important when trade-offs must be
made between HOF requirements and the other engineering needs, be adequately acquired by
individuals (even if they are trained in another engineering discipline) who are given only a few days,
weeks, or even months of HFE instruction and handed a set of HFE “tools”. This is not an indictment
of the other engineering disciplines or operations personnel. It is rather a realization of how
significantly different HFE is from the other disciplines. Therefore, It is no more logical to expect a
facility design engineer or operator to successfully fulfill the HFE role during the design and operation
of an offshore structure than it would be for the HFE specialists to also perform the structural design
on that structure.

In the same manner educational or experiential training as a ship officer, federal agency marine
inspector, naval architect, offshore platform operator, or other marine related training provides an
excellent background for those who are formally trained in HOF, but that background in and of itself,
does not prepare a person to be a HOF specialist.

As more emphasis is placed on the reduction of human error on offshore facilities, preparation of, and
adherence to, HOF standards and guidelines for the desiyn and operation of these facilities will
hopefully increase. Because of the long standing low attention given in the past to HOF in the design
and operation of offshore facilities, there are currently few HOF professionals with direct experience in
the design and operation of offshore facilities. However, this will change once the demand for HOF
expertise support increases. In the mean time, for those companies looking to acquire in-house or
outside HOF assistance to prepare new, or comply with existing, HOF standards and guidelines, the
following qualifications should be sought:

1. An academic degree in the HFE profession (e g. organizational, industrial, or social psychology,
human factors engineering, ergonomics, human physiology, medicine, industrial engineering)

2. Expertence in applying HOF to the design and operation of industrial facilities
3. Experience in preparing, complying with, or enforcing HOF regulations in an industrial setting

In order to gain credibility and acceptance within the offshore industry minimal specific educational
and experience requirements for the aforementioned qualifications should be established. The current
requirements for professional certification in the HOF profession as established by the Board for
Certification of Professional Ergonomists could serve as a springboard for establishing other minimum
qualification requirements for HOF employment in the offshore industry.

120 SUMMARY

Reducing human error, and its subsequent consequences of personnel injuries and fatalities, and
equipment and/or environmental damage, can be achieved by the offshore industry via inclusion of
HOF in the design, operation, and management of offshore facilities. As a part of the overall



engineering profession, HOF is largely unknown in the design and operation of offshore platforms,
rigs, supply boats, etc. Some reasons for the current exclusion of HOF in the offshore industry

include:

t. Few HOF specifications, standards, or guidelines that are based on human performance
data have been prepared for, and used by, the offshore industry,

2. HOF standards, specifications or guidelines that do exist are often vague in nature and open
to too much interpretation as to what will satisfy the standard or specification,

3. Many companies in the industry see no incentives now (either positive or negative) that
would compel them to use HOF standards and specifications in the design and operation of
their offshore facilities,

4. There is a general lack of knowledge of what HOF is, what a HOF specialist does, and the
benetits that can be derived by the offshore industry from using HOF in its operation, and

5. There is a misconception among some firms that have heard about HOF that applying the
standards and guidelines to their facility designs and operations will sigmficantly increase
their costs, or delay new construction schedules although actual experience indicates
otherwise. As one example, on a large offshore platform design and construction project
intiated and completed in the early 1990°s the extensive three-year HOF effort was not
responsible for a single delay in any schedule date. Further, the total HOF cost was
approximately .08% of the design and construction expenses, and only .03% of the total
project costs.

To reduce human induced errors in the offshore industry requires a coordinated effort by government,
industry and professional associations, classification societies, individual companies and insurance
organizations within the offshore domain. The program described above for those agencies, companies,
associations, academic institutions, insurance companies, and individuals who make up the offshore
industry can be a start. One fact appears to be indisputable: human errors cause, or contribute to, more
accidents and incidences in the offshore oil and gas industry worldwide than any other single factor.
Consequently, the offshore industry must concentrate on the source of those accidents, (i.e. humans
who design, construct, operate and manage the offshore facilities) At the 1996 International
Conference on Human Factors in The Offshore Industry a group of individuals representing many of the
players in the offshore industry met to discuss the issue of human error in the offshore industry, and
what role, if any, should HOF standards, guidelines, and specifications play in reducing those errors.
The consensus of that group’s findings was:

1. There 1s a need for greater emphasis on HOF in the ofishore industry.

2. There 1s a need to educate the offshore industry on HOF, and the role it can and has already
played in reducing offshore accidents.

There is a need for the development and use of HOF technical standards and guidelines within
the eight sub-elements of HOF described earlier within the offshore industry, and

tad



4. Inclusion of HOF in the design and operation of offshore facilities should be voluntarily
initiated, promoted, and adopted by the industry.

The paper presented above provides one framework to accomplish the groups findings.
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ABSTRACT

The author discusses standards for human and organizational factors and whether further
development of these standards can lead to improvements in the safety of offshore oil and gas
operations. More specifically, the author addresses the current role of MMS in research, regulatory,
and nonregulatory activities. The author also addresses potential further roles of Government, and
specifically of MMS, in developing and implementing standards that address human and organizational
factors. The author advocates the integration of standards for human and organizational factors with
standards addressing other aspects of safety and protection of the environment and stresses the need to
develop good indicators of performance to enable Government and industry to gauge the level of

safety and environmental protection being achieved.

INTRODUCTION

Government, industry, and the public all have a goal of safe offshore operations and
protection of the environment. It is generally accepted that further improvements in areas of
human and organizational factors can help reach that goal. [f there is a need to debate whether
there is a role for human and organizational factors, that debate will be left to others in this
conference. This paper will address the role of further development of standards, specifications,

or guidelines refated to human and organizational factors in obtaining those improvements.



In discussing the need for further development of standards, specifications, or guidelines,
the paper will address several interrelated questions:

[. Is there a reed for mandatory standards or specifications or voluntary guidelines?

2. Who should enforce any mandatory standards or specifications?

3. What should the role of Government, individual companies, trade organizations, or
other groups be in developing and monitoring standards, specifications, and guidelines?

4. How do we know if the requirements are working?

MMS'S BACKGROUND IN HUMAN AND ORGANIZATIONAL FACTORS

Although MMS, industry groups, standards-setting organizations, aad contractors all have
a role in offshore safety, it 1s the lessee that 1s primarily responsible for offshore safety. Whether a
provision is directed at equipment or human and organizational factors, MMS regulations are
based on the understanding that it is the orgamzation operating offshore (the lessee) and not
MMS that is responsible for safety. The "performance standard” that begins many of the subparts
of the MMS regulations embodies this responsibility of the lessee. For example, Subpart C of 30
CFR part 250 begins with the following:

Durting the exploration, development, production, and transportation of oil and gas

or sulphur, the lessee shall take measures to prevent unauthorized discharge of

pollutants into the offshore waters. The lessee shall not create conditions that will

pose unreasonable risk to public health, life, property, aquatic life, wildlife,

recreation, navigation, commercial fishing, or other uses of the ocean.



MMS regulations are in place to provide oversight and to ensure that lessees provide for
safety and environmental protection. One area directly related to human factors is training, In
1979, MMS began certifying and requiring that offshore workers take specific training courses for
well control. MMS expanded this program in 1991 to also certify courses for production safety
systems and well control for well-completion and well-workover operations. MMS continues to
review these regulations attempting to find ways to best ensure that offshore workers are
properly trained to safely perform their function.

Other than requirements for training, the details of the MMS operating regulations
generally deal with the installation, maintenance, testing, repair, and operation of equipment.
Although these regulations generally do not address human and organizational factors, there are
provisions that address issues such as communications. For example, included in regulations
addressing drilling and production safety are provisions dealing with the performance of the
individual.  This includes requirements for conducting safety meetings, drills, and supervising
drilling operations.

The history of accidents and spills over the past 25 years shows that employees have been
well trained, and lessees have been responsible for safety and environmental protection. While the
safety and environmental record is good, some accidents continue to occur and MMS and
industry have looked to the operating organization for further improvements. Many of the
organtzations operating offshore are developing programs to better integrate safety and
environmental protection into management of operat“ions. One means has been to develop and
implement safety and environmental operating programs (SEMP). When properly implemented, a

SEMP plan address all aspects of safety, including human and organizational factors. All



interested parttes continue to work together to identify the best role for Government and industry
in defining and monitoring SEMP requirements. Although SEMP is different from human and
organizational factors, when a company adopts SEMP, it recognizes that safety and
environmental management must be an integral part of operations. Any company that accepts
safety and environmental management as an integral part of operations must also be dealing with

human and organizational factors.

DOES THE OFFSHORE INDUSTRY NEED STANDARDS, SPECIFICATIONS, OR
GUIDELINES TO ADDRESS HUMAN AND ORGANIZATIONAL FACTORS?

Standards, specifications, or guidelines that address human and organizational factors can
help to further the goal of operational safety and environmental protection. MMS has regulations
addressing all phases of offshore operations from initial exploration to platform removal These
regulations incorporate over 60 standards, most of which were developed by groups representing
the oil and gas industry or independent standards setting groups. For the most part, these
requirements address equipment and procedures. In some cases, the requirements also address
human or organizational factors. MMS has adopted these requirements because the regulations
and the incorporated documents represent good and safe practices. They enable MMS to meet
the mandate of ensuring safe and pollution free operations.

Even with the current regulations, safety remains the primary responsibility of the lessee.
Since it is the lessee's organization and not MMS that must take primary responsibility, one area
to look into for further safety and environmental improvements is in the lessee's organization and

the offshore workers. New requirements might supplement or replace portions of current



regulations. The new requirements might be voluntary or mandatory. Regardless of the exact
nature or role of any new requirements, the offshore industry needs further standards,

specifications, or guidelines addressing human and organizational factors.

Four areas provide an opportunity for improved safety and environmental protection
through the development of new requirements. These four areas (discussed later in this paper)
are:

o  Establishing and Enforcing Company Policy and Practices,
o  Training Requirements,

o  Communications, and

o  Man-Machine Interface.

The potential for new requirements does not have to be in new documents. Industry may
be able to integrate all safety and environmental safeguards if standards writer(s) expand existing

documents to properly address human and organizational factors.

WHAT FORM SHOULD REQUIREMENTS TAKE?

There is a role for both guidelines and enforceable regulations. The task in the coming
years will be to determine when each is appropriate. In developing regulations, MMS prefers to
specify a performance level that the lessee must meet. The biggest deterrent to using performance
standards has been the difficulty in specifying and measuring a required level of performance. In
many cases, most "safe" operators use similar design for various pieces of safety equipment.

Specifying features of that design in lieu of specifying an actual level of performance minimizes



the changes that companies will need to make. Operators who wish to consider an alternate
design are able to suggest an alternate design for MMS to review. While this approach has
worked for regulating equipment, it may not work for human and organizational factors.
Companies do not generally use a standard communication system in the same way that they
might generally use a safety device in a certain situation.

Developing performance standards rather than prescriptive regulations will be important
for requirements addressing human and organizational factors. But just as it 1s more important, it
will also be more difficult. MMS and industry can specify a performance level for an engineering
function far more easily than for a human or organizational factor. Commitment to safety and
having the knowledge to perform a function properly are important to safety, but we cannot

measure them as easily as we can a safety device's ability to withstand pressure.

WHAT SHOULD MMS BE DOING?

MMS has traditionally established regulations based on an indicated need. The offshore
oil and gas industry is responsible for safety and protection of the environment. [t is appropriate
that each company mdividually {with the support of industry groups) take appropriate actions to
develop and implement company plans and industry standards. MMS will continue to monitor
offshore safety and industry activity in all areas including those related to human and
organizational factors.

If MMS needs to develop regulations to address human and organizational factors, no one
wants those regulations to be prescriptive. If MMS could accurately monitor offshore safety, it

would be possible to make all regulations less prescriptive. This is desirable for all regulations but



especially for those addressing human and organizational factors. MMS and industry will both
benefit if they can develop measures of safety. MMS and industry should work together to
develop measures of performance.

The final thing that MMS needs to do 1s to be prepared to act. MMS does not regulate
unless needed, but if needed, they must. MMS's delegated responsibility under the Outer
Continental Shelf Lands Act mandates that they establish regulations necessary to ensure safe

operations.

WHAT CAN OTHER ORGANIZATIONS DO TO HELP?

Many companies already have SEMP plans in place. Industry groups are working on
standards to address human and organizational factors. The question rematns: Are the plans and
standards working? When MMS and industry know that safety is assured, MMS will be able to
move significantly away from current prescriptive requirements and toward performance based

requirements. Industry can work with MMS to develop measures of performance.

HOW CAN MMS ENCOURAGE OTHERS TO USE HUMAN AND ORGANIZATIONAL
STANDARDS, SPECIFICATIONS, AND GUIDELINES?

As MMS monitors the activity of industry, they are also an advocate for the use of human
and organizational standards, specifications, and guidelines. MMS can be a catalyst for the
development of standards. MMS-sponsored workshops (such as this one) provide an opportunity
for representatives of the various areas to come together and exchange ideas. For example, in

November 1994, MMS held a workshop to discuss an advance notice of proposed rulemaking on



training of offshore workers; and, in December 1995, MMS held a workshop to discuss testing of
offshore workers and a proposed rule for training offshore workers.

MMS 15 also active in the area of research. MMS and industry jointly sponsored research
addressing management of human error in operations of offshore factlities. MMS and industry are
continuing the joint sponsorship with a project addressing tasks and responses associated with

managing a "kick" during drilling operations, crane operations, and service vessel activities.

WHAT ARE THE KEY ELEMENTS OF REQUIREMENTS ADDRESSING HUMAN AND
ORGANIZATIONAL FACTORS AND WHAT TYPE OF INDIVIDUAL SHOULD DEVELOP
THESE REQUIREMENTS?

Causes of acctdents do not always fall neatly into a category of equipment failure or
human error  Neither will solutions fall neatly into a category of equipment solutions or human
and organizational factors. The most important element of requirements for human and
organizational factors is the need to have the requirements integrated into the overall operating
structure as well as into the overall safety and environmental protection of the operation. Safety
plans addressing equipment cannot ignore human and orgamzational factors, and safety plans
addressing human and organizational factors cannot ignore equipment. This will be true for
mandatory or voluntary guidelines regardless of who develops the requirements.

The format or "table of contents” of requirements for human or organizational factors will
vary depending on which entity prepares the requirements and how it chooses to integrate human
and organizational factors into other facets of its program. Several existing guidelines for SEMP

type plans provide examples of how requirements can be organized. For example, APT RP 75,



"Recommended Practices for Development of a Safety and Environmental Program for Quter
Continental Shelf Operations and Facilities," addresses areas that apply to human and
organizational factors as well as various other areas. A document such as API RP 75 may
provide a means of integrating human and organizational factors with other important safety and
environmental concerns. API RP 75 addresses:

o Safety and Environmental Information

0 Hazard Analyses

o Management of Change

o Operating Procedures

o Safe Work Practices

o Training

o Quality Assurance

o Mechanical Integrity

o Pre-startup Review

o Emergency Response and Control

o Investigation of Accidents

o Selection of Contractors

APL RP 75 may provide the appropriate vehicle for adopting requirements that address
human and organizational factors. However, regardless of the format used, the four areas

previously discussed need to be addressed in any requirements.



Establishing and Enforcing Company Policy and Practices

Under normal circumstances, when a worker is faced with a safety rule, he or she will
follow the rule and still get the job done. Under unusual circumstances, e.g., when following a
safety rule may cause a delay and prevent the employee from meeting an operational goal, what
will the employee do? Everyone hopes he or she will follow the safety rule. It is this situation
where the employee must really believe that safety comes first. The employee must know that
management wants him or her to accept the possibility of not meeting an operational goal rather
than placing an employee or the environment in danger. Organizations can have SEMP plans. In
doing so, they must let the employees know that safety really does come first and management
means it. Requirements might be company by company or a combination of industry-wide
standards and company standards.
Training Requirementis

MMS training requirements are directed at ensuring that offshore workers are able to
perform their function. Since first issuing training requirements, MMS has continued to search
for ways to improve the requirements. MMS is currently reviewing its role in regulation of
training with the aim of making training rules more performance oriented. Question remains as to
what the performance measure should be, how MMS can measure it, and whether it should be

MMS or some other party that is measuring whether training is adequate.



Communications

Communication is an integral part of offshore operations but one for which requirements
are difficult to establish. An example of requirements addressing communications is the MMS
regulation at §250.52(b) that addresses the potentially dangerous task of welding, burning, or hot
tapping. MMS requires that the lessee prepare and tollow a welding, burning, and hot tapping
plan. This example combines engineering requirements with communication requirements. When
reviewing the welding, burning, and hot tapping plan, MMS will ensure that proper engineering
safeguards are in place. A requirement that the welding supervisor be familiar with the plan
addresses the communications issue.

Man-Machine Interface

Some accidents are caused by human error and some by equipment failure. It is not
always an easy call. For example, if a sensor is not checked properly and subsequently fails when
needed, is it an equipment failure or a human error? The failure to check the sensor did not cause
it to fail, but if it had been checked, it could have been replaced and ultimately served its intended
purpose. It is sometimes good to concentrate on the human and organizational factors. But, the
man-machine interface makes it clear that we need to look at safety as a whole and cannot always
separate the equipment side from the human and organizational side. Traditionally, standards,
specifications, and guidelines have tried to address this area, but much work remains.

Other Areas for Further Improvements

Other areas may also be appropriate depending on who develops the requirements.

Economic issues that may be key to a program within a company may be inappropriate for a

document developed by a Government agency.



The qualifications of the standards writer(s) need to match the content. Since integration
of equipment requirements with human and organizational requirements may be the key to a good
document, integration of these qualities in the writer(s) may be equally important. We should not
have the document written by an organizational expert who lacks an understanding of the needs of
the equipment any more than we should have the document written by an equipment expert who

lacks an understanding of human and organizational factors.

HOW CAN MMS AND INDUSTRY BEGIN THE PROCESS?

MMS and industry are not starting 2 new process. Regulations already exist. Industry has
established some standards and guidelines. Many companies use SEMP. Some companies have
developed and implemented their SEMP plans. Others have developed a plan and will implement
the plan over a period of time. While existing programs such as SEMP are not directed solely at
human and organizational factors, they are nevertheless in place and provide an infrastructure for
human and organizational factors. Infusing human and organizational factors into existing
programs also increases the likelihood that the human and organizational factors will be properly
integrated into other aspects of offshore operations.

If we accept that the next steps need to build on what is in place, then individual
companies, industry groups, standards-setting groups, MMS, other Government agencies, and
other interested groups each need to establish their role in developing, implementing, and
enforcing human and organizational factors. MMS and othér Government agenctes need to work
together to avoid duplication. At the same time, each agency needs to be sure that it is meeting

its mandate.



SUMMARY AND CONCLUSIONS

All parties must be careful not to lose sight of the goal. Everyone is here working together to
develop ways in which industry can make better use of standards, specifications, and guidelines for
human and organizational factors. Everyone must remember that human and organizational factors are
a means, maybe an important one, but still only a means. The use of human and organizational factors
is not the ultimate goal. Safety and protection of the environment is the goal. In reaching that goal,
the best path might be an integrated approach. An integrated approach needs to concurrently address
hardware requirements and human and organizational requirements. Just as some accidents don't fall
completely into a category of human error or equipment failure, some solutions may not fall neatly into
hardware solution or human and organizational factor solution.

The final point is to reemphasize the need to develop performance measures. The measures
must be definable and measurable. Industry generally does a good job of safety and environmental
protection. Without Federal or industry standards, companies would follow their own procedures, and
accidents would probably be rare events. Requirements for offshore operations, whether they are
MMS regulations or industry standards, are intended to prevent rare events. Waiting for an accident
and then correcting the cause is not acceptable. Performance measures need to assess safety before
accidents occur. The performance standard must assess safety of operations. Measuring compliance

with a standard is not enough.
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Introduction

A worker is injured and the event is called an accident. Many times the event is attributed to human
performance, and in the past, blame was often placed upon the worker. Today, we know that humans
have limitattons and “accidents” are bound to happen when these limitations are exceeded, no matter
how hard a worker tries to be safe.

The role of human performance as a causal factor in injuries has been documented in many studies
(Sanders and Peay, 19588). Mining 1s no exception. Detailed analysis of mining accidents has shown
that approximately 73% of all undergrourd mining injuries have human performance as a causal factor
(Sanders and Shaw, 1988). Human factors strives to define human performance capabilities and to
design the workplace so that these capabilities are not exceeded.

Research to reduce human factor-retated injuries has been conducted by the former U.S. Bureau of
Mines (USBM} and the U.S. Department of Energy (DOE) Pittsburgh Research Center (Health and
safety functions of the U.S. Bureau of Mines were transferred to the U.S. Department of Energy on
April 4, 1996.) since 1970. This research has addressed equipment design, accommodation of a
difficult environment, training technology, and unsafe (risk-taking) behavior. Human factors is but
one part of a broad-based federal government research program whose objective is to improve
miners’ health and safety.

This research, as well as much effort by the mining industry, labor, and government regulatory
agencies, has resulted in significant gains in health and safety. The mining industry suffered 382
fatalities and 21,327 lost time injunies in 1969. This was improved to 98 fatalities and 13,700 lost
time injuries in 1995 (see figure 1). Since 1969, the fatality rate for coal mining operations has
declined from 0.84 fatalities per 200,000 employee-hours to 0.21, and the lost time injury rate has
declined from 8 4 injuries per 200,000 employee-hours to 6.0. Likewise, the fatality rate for noncoal
mining operations has declined from 0.33 fatalities per 200,000 employee-hours to 0.14, and the lost
time 1njury rate has declined from 4.2 injuries per 200,000 employee-hours to 2.2.



Human factors research has examined many aspects of how the miner fits into his/her physical and
social environment, and much has been learned. Human factors principles have permeated various
standards, as well as the design of equipment and work practices. This paper examines the recent
history of human factors research and considerations in the mining industry and highlights some of

the major changes.
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Figure 1. — Mining Fatalities and Lost Time Injuries

Human Factors and Mining

Unfortunately, the history of mining health and safety contains many stories of high injury rates and
disasters. It was a number of mine disasters in 1968-69 that prompted the U.S. Congress to pass a
sweeping health and safety act that imposed far-reaching regulation of coal mining and directed the
USBM to undertake research to address a broad range of health and safety problems. Human factors

became one of the major focuses of that program.

The mining industry is made up of enterprises that exploit widely varying mineral deposits. The
physical form/shape of the deposit will often determine the characteristics of the workplace. For
example, some coal mines are only 61 cm (24 inches) to 91 cm (36 inches) high. This Hiustrates one

of the unique aspects of mining compared with other industrial settings.



The mining human factors research program began with a focus on underground bituminous coal
mining and eventually expanded to investigate most other mining types. An initial study conducted
for the USBM by the Naval Ammunition Depot, documented human factors problems in the
underground bituminous coal mining industry (Naval Ammunition Depot, 1971} . This report
identified research needs that formed the framework for future work in the following areas: (1)
equipment design, (2) personal protective equipment, (3) illumination and vision, (4) communications,
(5) personality and the mine social system, (6) noise and hearing, and (7) the mine operation
(including training). Subsequent efforts examined surface coal, low-seam coal, and metal/nonmetal
mining.

This early work found a mining industry that gave little attention to accommodating the miner.
Equipment was often designed to meet the technical and engineering requirements of the intended
task with little regard to operator comfort or ergonomic principles. For example, some vehicles were
designed so that when the steering wheel was turned to the left, the car turned toward the right! The
brake and accelerator pedals were often reversed trom the stereotypical automobile layout. Training
was usually on-the-job and unstructured. Matenals handling was usually done manually with little
attention given to the weight of the materials handled. Standard operating procedures were rare, if

not totally absent.
How Important Is Human Factors?

Numerous studies had shown that human performance is a contributing factor in many accidents.
However, the magnitude of this problem had never been established for mining until a study
commissioned by the USBM (Sanders and Shaw, 1958). Researchers collected details concerning
338 underground coal mining accidents and asked a panel of experts to quantify the causal factors
in each accident. Figure 2 shows that approximately 73% of all accidents had human performance
as a contributing factor. This study also served to highlight the fact that accidents rarely have a
singular cause. The vast majority of accidents are the result of a string of events/conditions that
interact to produce the undesirable event.

CausalFactors
Human error by mjuredt eyl | >
Human error by coworker - 18

Management _ 35
Physical environment - 17 :
Equipment design - 20
Work task _ 22

Social climate _ 24
Characteristics of injured empl. - 18
Characteristics of coworker

0

Percentage of Cases

Figure 2. -- Mining Accident Contributing Factors



The Impact of Human Factors in Mining

This workshop has identified Human and Organizational Factors (HOF) as encompassing
person/machine design, personnel selection, environmental control, training requirements, job aides,
and the role of the organization and management. Each of these issues will be addressed as it relates
to progress made and lessons learned in the mining industry.

Person/Machine Design

Mining machines are built to accomplish demanding tasks, and it is often difficult to accommodate
the needs of the operators. However, much progress has been realized. In underground mines,
research has defined the operational requirements of canopy protection for those machines that
operate in the most hazardous areas-- the point of extraction of product. It 1sin this newly created
opening that the earth is least stable and unsupported, resulting in fall-of-rock injuries. Regulations
now require that most of these machines be equipped with canopies, and hundreds of lives have been
saved since their implementation. Similarly, in surface mines, regulations require that most mobile
machines be equipped with rollover protection and seat belts.

Guidelines for control placement on major pieces of mining equipment have been developed, and the
Society of Automotive Engineers (Gilbert, 1990) has accepted the work for review. No regulations
specifically require standardized controls; however, ergonomic principles are routinely applied in the
generation of related standards. Original equipment manufacturers (OEM’s) are also independently
incorporating such considerations and actively training their design engineers to do so.

An often overlooked equipment design issue is maintenance. In the past, mining machines were
simple, rugged devices that were able to be maintained with little difficulty. However, as these
machines grew in size and complexity, maintenance became more challenging. Maintenance activities
account for over 30% of injuries in the mining industry. Guidelines have been published (Comway and
others, 1988) that will result in machine designs that facilitate maintenance. Mining OEM’s are
voluntarily incorporating these principles in their new designs.

Personnel Selection

The mining work force is typically stable, with little turnover. Furthermore, personnel selection can
be a difficult thing to do fairly. The approach taken was to define the capabilities of the population
in typical mining tasks, then redesign the tasks (where possible) to accommodate the general
popuiation found in mining.

For example, approximately 40% of all injuries in underground coal mining are back injuries.
Psychophysical and biomechanical research studies have defined safe limits of lift for stooped and
kneeling postures. As a result of this work, many mines are now procuring their rock dust, which is
used to prevent coal dust explosions in 42 pound bags rather than the standard of 60 pounds.



Environmental Control

Much of the mine environment is determined by the deposit being mined. Characteristics of the
workplace, such as height, width, temperature, and hurmidity, are determined by the commodity being
mined. Only in extreme situations is any attempt made to control temperature. In deep underground
mines, rock temperatures can exceed 110° Fahrenheit. Three environmental variables, not typically
considered as “human factors” in the mining community, have received much attention as sigmificant
research areas: illumination, respirable dust, and noise.

Miners typically rely on a helmet-mounted cap lamp for task illumination. However, the cap lamp
beam is typically narrow and provides little peripheral illumination. This limited illumination can
cause hazards to go unnoticed, especially in the congested extraction area of the mine. Research has
established that .06 fi-lamberts are required to maintain photopic vision. Subsequent research
produced illumination hardware that is explosion-proof and capable of surviving the harsh mining
environment. Regulations have been in place that require this level of luminance in the extraction
areas of coal mines. Other regulations address illumination in surface areas of underground mines
and at surface mines.

Coal dust can contribute to explosions and pneumoconious (black lung). Silica dust can cause
silicosis. Dust is a byproduct of breaking rock. Its adverse effects on health have been documented
by the National Institute for Occupational Safety and Health and others. Exposure limits for coal dust
(2 mg/m*) and other contaminants have been set by regulation. Significant physical science research,
outside of human factors, has developed dust controls for existing mining operations and continues
to work on controls for future systems.

Mining requires large and powerful machines that typically produce high levels of noise. Currently
an 8-hour exposure is limited to 90 dB. Control technology has been developed to enable most
mining equipment to work within this limit. The use of hearing protectors has also been examined,
and these devices are required when exposure limits are exceeded. Many mines have recently begun
to operate on 12 hour shifts extending worker exposure.

Training Requirements

Training can be a powerful tool in bringing change to an industry. Research has addressed the
required frequency of training, content, and better ways to train skilled adults.

Required skills may be viewed as both those needed in the worker’s daily tasks and those required
in nonroutine, emergency situations. USBM research has helped to determine the frequency that
training is needed, developed some new training technology, and supported the promulgation of
regulations requiring training for miners.

Federal regulations (30 CFR 48) require that underground mine operators provide 40 hours of new
miner safety training and 8 hours of annual refresher training to all underground personnel.
Unfortunately, several significant deficiencies have been identified concerning the methods and
“materials traditionally used to conduct mine safety tramning (Adkins and others, 1976). Many of these



are being overcome through the development of a new form of training known as interactive problem-
solving stories based on authentic mine injury, fatality, or disaster reports and the problems and
predicaments encountered in these real-life events.

The interactive problem-solving stories have been found to be very effective through field tests with
3,658 miners in 8 states. Compared with most previous forms of miner training, these exercises place
greater emphasis on collaboration and active problem solving. Trainees must integrate thetr practical
knowledge and experience with the mandatory safety and health content presented in miner training
classes. To date, more than 500,000 copies of these exercises have been distributed by the Mine
Safety and Health Administration’s (MSHA) National Mine Health and Safety Academy, Beckley,
WV. (MSHA’s primary role is to see that mine safety and health regulations are being followed
through inspections and enforcement activities. MSHA also distributes training materials and
approves each mine operator’s plans for conducting employee safety training. The Bureau of Mines’
role has been to conduct research on mining health and safety problems and provide advice about how
they can be solved.)

Job Aides

During the early 1990's, MSHA began to strongly encourage mine operators to conduct a job safety
analysis (JSA) for each job performed at the mine site. JSA is a four-step operation: (1) select the
job to be analyzed, (2) separate the job into its basic steps, (3) identify the hazards associated with
each step, and (4) control each hazard. JSA’s were promoted as a useful tool in task training, as well
as a logical procedure for anticipating and eliminating hazards. Because changes in technology are
common int mining, JSA’s must be regularly updated. It is important to involve experienced workers
in the JSA process because they are in the best position to thoroughly analyze jobs and identify all
of the potential hazards. The National Mine Health and Safety Academy has prepared a series of On-
The-Job Training Instruction Guides to cover most mining tasks. These guides can be used as a
handy reference when starting to develop a JSA. An instruction guide and videotape demonstrating
the JSA process are also available ({58, Dept. of Labor, 1990).

Organizational and Behavioral Strategies for Encouraging Self-Protective Employee Behavior
The effects of organizational structure and managerial practices on mine safety performance have
been examined from a number of aspects (Sanders and others, 1976, Liedler and others, 1983;
National Academy of Sciences, 1982; Gaertner and others, 1987, DeMichiei and others, [982; and
Peters, 1989). It is clear that the impact 15 large.

Perhaps one of the most significant findings is that there is a strong and direct correlation between
safety and efficiency in mining (National Academy of Sciences, 1982). That is, the safer a mine is,
the more productive it is. The common thread is management practices. It had long been thought
that safety came at the cost of productivity; this notion has been proven wrong. This understanding
has given the mining industry a new incentive to implement appropriate management and safety
practices, such as having top management overtly support safe work practices. Other important
findings are various strategies to convince employees to avoid unsafe acts and/or adopt self-protective
behaviors.



Techniques that have been used successfully at mining operations include. (1) incentives/feedback,
(2) fear messages, and (3) employee participation.

Incentives have been found to be effective in improving employee compliance with safety rulesin a
rather large number of studies (McAfee and Winn, 1989). However, there are some unportant
limiting conditions to the types of settings in which this approach is effective (Goodman, 1987). The
use of safety incentives can arouse increased worker and company interest in job safety. However,
incentive plans are no substitute for hazard control programs having well-established safety training,
housekeeping, safety inspection, and reporting functions. Rather, the incentive approach is most
effective when used to provide an added spur to an already well-designed hazard control program.

Fear messages are a commonly used strategy for encouraging self-protective behavior. Fear messages
may emphasize threats to physical safety, emotional health, social functioning, financial well-being,
or other risks. Leventhal (1970) argues that the most effective use of fear includes a threatening
message followed by appropriate recommendations. Those who make use of fear messages hope that
employees will perceive the recommended behavior as leading to a reduction of the threat and that
they will begin following the recommended actions. Research shows that these messages often
produce significant changes in attitudes and intentions to perform self-protective acts (or avoid unsafe
acts) (Sutton, 1982). However, only a small number of studies have shown that they have a long-term
impact on behavior All too often, training designed to increase employees' fear of a particular type
of accident has, at best, only a short-term effect on behavior.

One should not rely solely on fear messages as a means of preventing employees from performing
unsafe acts. [t may be more advisable to use fear messages with new employees than those who have
been employed for a time and have had a chance to form various unsafe work habits. It seems
especially important that new employees fully appreciate the risks and severity of the potential
consequences of following unsafe work practices. Once an unsafe habit has formed, it is difficult to
break. Fear messages may be especially appropriate for employees at remote work sites because of
the difficulty of monitoring employee compliance with safety rules via direct observation.

During the past decade, USBM researchers have videotaped a series of short interviews (10-15
minutes long) with miners who have either been victims or eyewitnesses to serious mining accidents,
such as fires and roof collapses in underground coal mines. Along with each video, an instructor’s
guide was prepared containing questions that could be used to encourage discussion among trainees
about why these tragedies happen and what needs to be done to ensure that similar disasters do not
occur at their mine. These videos are available through the National Mine Health and Safety
Academy (Catalog of Training Products for the Mining Industry, 1996). They have been extremely
well received by safety training professionals. Several thousand copies of these materials have been
distributed.

There is virtually unanimous agreement among safety experts that employees should be frequently
consulted for ideas about improving their safety and that they should be given a say i establishing
new safety procedures and policies. A high level of employee participation in safety programs has
the following positive effects: (1) more open and informal communication, (2) heightened employee



awareness and interest in safety, (3) a perception that safety 1s an important management
consideration, and (4) an expectation that management will be receptive to employees' inputs.

Two strategies for obtaining greater employee participation in safety issues at mining operations that
appear to hold much promise are: (1) structured interviews, and (2) ergonomics committees.
Structured interviews are a useful means of directly gathering information from employees about what
motivates them to comply or fatl to comply with safety rules and soliciting 1deas about changes that
would increase their willingness to comply. Peters (1992) conducted structured interviews with 297
underground coal miners to discover the reasons that people violate safety rules that lead to injuries
and deaths from roof fall accidents. These miners made many valuable suggestions for redesigning
equipment and work procedures so that the temptations to violate safety rules are eliminated or
reduced. These recommendations are being communicated throughout the coal industry through
publications and seminars. The number of deaths caused by roof collapses has been reduced from
about 50 per year in the early 1980's to fewer than 10 in recent years.

Another form of employee participation that appears successful at mining companies ts ergonomics
committees, Ergonomics committees are usually composed of representatives of the various
departments at a mining operation and include members of both labor and management. They meet
regularly to generate new ideas for preventing accidents, then oversee their implementation and
evaluation. American Electric Power, a large coal mining corporation began using this approach in
the late 1980's to reduce the costs and incidence of back injuries among its underground coal miners.
The program has been highly successful (('Green and others, 1992). Similar efforts are now
underway at other mining companies.

Conclusion

Human factors, or for that matter any technology or practice, can be implemented via voluntary or
regulatory means. Fines or other penalties can force quick adoption of work practices and
technology. However, regulation can be a difficult tool to use for many reasons. An industry that
ts diverse can present so many variables that regulation is impractical. In some cases, regulations may
conflict with one another, making compliance difficult or impractical. Political forces can also
confound the regulatory process. In addition, multinational industries, such as mining and oif, may
have no one to provide regulation.

Voluntary adoption of new technology or safety practices require that the end-users be aware of the
knowledge or technology and then have an incentive to use it. Knowledge can be distributed in many
ways: in trade journals, standards of consensus bodies, training, etc. The important thing is that the
information is relevant to current needs. This requires that the safety performance of the industry be
monitored to identify existing problems and emerging threats. Countermeasures can be then be
developed to address specific items of concern. In some cases, this technique can be more certain
and effective than regulatory action.
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Abstract

This paper describes a strategy that origmated in the commercial aviation industry to
characterize and respond to human error. A systems approach to the application of the strategy
consists of a number of specific interventions that are possible by management, the engineering
staff and the offshore platform personnel.

Introduaction

In the many process control industries such as petrochemical companies or in commercial
aviation, human error challenges system safety and effectiveness. Beginning in the mid-1940s
because of numerous aviation accidents and continuing until now, numerous investigators and
tederal and private agencies have spent considerable resources for human error research and
problem resolution. The contribution of human error to system error has been quantified. The
human error contribution to commercial airline accidents is 65 percent. 1t rises to 75 percent in
business flying and for regional airline carriers; in general aviation accidents the figure is 95
percent. Air traffic control-related accidents show a rate greater than 95 percent.23 Other
industries and transportation systems also are thought to have high human error rates associated
with system failures, faults, and accidents.®> Human error is believed, but not measured, to be as
much as 80-90 percent in petrochemical accidents and incidents.

Several different approaches are being employed to understand and predict human error,
including development of human error databases, the use of human performance models, and
systematic application of human factors analyses through control room design reviews®.7.8.9.10,
An example of the oil industry concern for human error and human performance was notable in
the January 1996 workshop, supported by the public and private sectors under the ageis of the
National Academy of Science/National Research Council.  Further, internationally known
researches such as Jens Rasmussen!l-12, and others, have made notable contributions to our
understanding of human error in the context of accident analysis. The methodology and decision
processes seek to explain the course of events leading to an accident, allocates responsibility, and
identifies system improvements to avoid similar events using data from risk analyses, specific
simulator studies, and experiments. 131413



Given the wealth of human error research data, models, and methodology in the past
decade, can we confidently approach the problem of the management of human error events?
This paper examines a proposed set of strategies developed by the aviation community and
proposed for the review of the oil industry.

Human Error

A few examples of the complexity of human error events illustrate the wide range of such

errors, especially in complex sociotechnological systems. 16 These were typical problems of
human error and the unanticipated consequences of technology, as seen in Figure [

+ Inappropriate responses to antagonistic environmental conditions, such
as crowding and excessive clutter of information and personnel in
institutional settings

- A change in the routine of work or the advent of a unique condition
often predisposed error

« Corrective actions by management often were too narrow, so the
fundamental error occurred again

«  Cognitive errors of omission and commission precipitated by
inadequate information and/or situational factors, such as stress,

fatigue, or excessive workload

« Inadequacies or ambiguity in the design of a system or a device,
procedures, or the institutional setting

+ Inadequacies in the training of the person using the system or device;
lack of systematic methods for mitigating an error once it occurred

» Lack of the "right" people at the "right" time.

Figure I. Human Error Causes

Human interaction interdependencies exist at all strategies of design, manufacturing,
fabrication and assembly, and operation. Therefore, a strategy seems appropriate for the
management of human error before it becomes a precursor event. The strategy is catied
"Intervention Strategy” by its developer, E. Wiener.20 A distinction is made between
interventions and error prevention methods. For example, application of traditional human
factors principles, guidelines, and standards is an error prevention method. Interventions, on the



other hand, are means to disallow or "manage” the error once it is made from seriously affecting
system performance. This is why the management approach is called "intervention strategies.”

Weiner proposes a set of guidelines for the design and evaluation of intervention strategy.
He characterizes the guidelines as a template to which a design or operational proposal can be
compared. For example, his first guideline in proposing an intervention strategy, one should ask
Is this intervention necessary? Is there a well-defined problem, or set of problems, that it can
prevent or reduce?

Weiner specifically identifies these guidelines as concepts directed toward the
management of human error and the prevention of accidents and incidents. He does not discuss
interventions designed to reduce injury or prevent death; for example, improvement in marking
or increased cabin personnel training. He also excludes interventions aimed at executive
management, such as scheduling. Figure 11 1is a list of types of intervention strategies.

« Intervention through procedure

» Intervention through regulation

+ Intervention through hardware

» Intervention through documentation

+ Intervention through linguistic procedures

» Intervention through retrofit and design

Figure [I. Intervention Strategies
The translation of these principles to analysis of precursor events requires a systems based
approach. Answers to these questions and consideration of the system are the first step:

1. In proposing an intervention strategy, one should ask, "Is this intervention necessary?
Is there a well-defined problem or set of problems that it can prevent or reduce?

2. Never implement an intervention or procedure that you feel the crews will not follow.
Politically inspired interventions should be resisted. Legislative bodies do not have

the technical expertise to specify and evaluate safety interventions, and at the very
least, their solutions may involve technically unfeasible deadlines.

)
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Any intervention must be carefully examined to ensure that it does not interfere with
other systems, diminish safety elsewhere, or create a problem for the crew or other
personnel.

If the intervention strategy involves displays, the information should be easily
interpretable.

Any design, hardware, or software should conform to accepted standards of human
factors. The designer of the intervention strategy should be mindful of published
design gutdelines.

All interventions should be examined for any adverse effects on adjacent or
interfacing systems.

Preferably the intervention strategy should be non-punitive. It should not place the
personnel at an added risk of violation or other punitive action.

The intervention strategy should be economically feasible and otherwise acceptable to
management (e.g., minimize contractual implications). It should likewise not impose
a cost elsewhere in the overall system.

Whenever possible, the intervention strategy should be common to all models within
the same company.

Examine each proposed intervention and ask if there is an easier, less invasive, or less
costly way to accomplish the same thing.

Examine all paperwork associated with an intervention strategy Does this
paperwork actually aid the crew, or does it place unnecessary burdens on the crew?
Can the responsibility be assigned elsewhere”? If additional paperwork must be
implemented, can its form be made more pilot-friendly? Can its design be improved?

The intervention strategy should be acceptable to operating personnel or other
affected personnel.

Intervention strategies should not be at odds with other mandated items.

Above all, the intervention strategy should be effective. It must be demonstrated to
achieve the safety gain for which it was designed.



Systems Approach

A first step 1s an information collection process having the following elements as seen in
Figure 3:

« Collect first-hand reports of safety problems/incidents and related
databases or analyses

« Extract and analyze safety-related data from reports

» Detect and identify trends and situations leading to actual or potential
problems

»  Develop and propose a draft Intervention Strategy

Figure III. Process

Next, a set of tssues potentially related to the above Process allows a taxonomy matrix to
be used 1+ Such issues are provided in Figure 1V.

The "team" analysts is, by necessity, a multidisciplinary team of operating engineers and
technicians, human factors specialists, systems engineers, and risk analysts. Expertence has shown
all too often that the development of a team approach rests on the understanding by the members
to the methods and assumptions of each other. Interdisciplinary communication and dialogue
grows out of awareness of difterent methods of research and respect for their underlying
assumptions. The empirical, variable-centered approach of the psychologist must meld with the
data-driven, analytical approach of the engineer. 1*.18 All are needed to perform the human error
analysts and application of the Intervention Strategy.

There is a relationship that is present intrinsically in the process between root causes and
the potential for human error. Application of Intervention Strategies must be sensitive to this
subtle relationship and precursor events can be a major indication of this relationship. Root
causes may reside in the technical design of the process system, in the operations of the system, in
management practices and policies, and in human actions at all stages of the process.

Rouse, !4 among others, notes that the adaptability of humans to the demands of complex
systems 1s the norm. Intervention Strategy implicitly recognizes that the precipitating conditions,
precursors, and ways in which humans adopt to the demands of the system. For this reason, the
quantification of human error is constraimed.



»  Consensus regarding what prior human error methods, data, and analytical
approaches can be used for this analysis

«  Plan or system context for the analysis
+ Crew variables
« Individual differences

«  Organization variables, such as culture, management attitudes, and standard
operating procedures

»  Cognitive and gross task analyses data
» Validity concerns

« Explicit treatment of Performance Shaping Factors such as External, Stressor,
and Internal PSFs

+ System boundaries

Figure [V. System Issues

Conclusion

The problem of human error in critical processing systems is recognized, but not well
understood; hence, this Workshop.

Among other considerations concerning human error countermeasures, there is the most
important one of strategic planning. This must be followed by development and proof-testing of
an industry strategy that deals with human error countermeasures. A management strategy is the
first of several steps. Nevertheless, it should be a starting point by the individual off-shore oil
managers.
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ABSTRACT

This paper reviews the need to perform human factors studies for onshore and offshore processes. A
general assessment 1s provided of the current state of development of the human factors discipline and
the extent to which it 1s currently meeting the needs of the process industries.

Scant attention has been paid to human factors by the process industries and the reasons for this are
discussed. Areas within human factors are identified where we believe more work is needed to
facilitate the consideration of this subject by the process industries. We provide a new conceptual
model that can be used as a framework for identifying important human factors considerations in
processes and we advocate an approach that we recommend both to satisfy current regulatory
requirements and to provide a reasonable assessment of human factors considerations for processes.



1. INTRODUCTION

Recent government regulations and industry recommended practices have focused interest in the
process industries on human factors. Pertinent regulations and recommended practices are:

. The Occupational Safety and Health Administration’s (OSHA) Process Safety
Management (PSM) standard, CFR 1910.119

. The Environmental Protection Administration’'s (EPA) Risk Management Plan (RMP)
rule, 40 CFR Part 68

. The American Petroleum Institute's (API) Safety Environmental Management Program
(SEMP), RP75

These regulations and recommended practices cover both onshore and offshore facthties. Covered
facilities generally process, handle or store materials that pose risks of toxic releases, fires or

explosions.

These regulations and recommended practices require human factors be considered as part of
conducting a process hazards analysis (PHA) for covered facilities. However, no explanation is
provided of what 1s meant by human factors. OSHA, EPA and the Minerals Management Service
(MMS) have provided some clarifying comments but have not yet provided any definitive
guidance on what should be done. This 1s because the regulations and recommended practices are
performance-based and there is a lack of understanding tn the process industries on what
constitutes human factors or how the subject should be handled.

Historically, the field of human factors has developed in somewhat separate areas. First, the
discipline of human factors engineering has evolved and its principles have been applied in several
industries such as automobiles, but with the notable exception of the process industries. There are
many texts on this subject and they are typified by the classic work of Sanders and McCormick
(1). Second, a number of workers have focused on theoretical considerations of human error and
the human cognition process. These are typified by such researchers as Rasmussen (2,3) and
Reasen (4) A third group of workers has focused on the formal consideration of human errors in
risk analyses using human reliability analysis. Much of this work has been performed in the
nuclear industry and is typified by the work of Swain (5). Kirwan has provided a more recent
description of work in this field (6). A fourth perspective has been provided by Kletz who
advocates a pragmatic engineer's view for considering human error in safety studies (7).- More
recently behavior-based approaches to improving safety have been advocated by such authors as
Krause (8) and McSween (9). The Center for Chemical Process Safety has also published a book



that attempts to summarize much of what is known about preventing human efror in the process
industries under the authorship of Embrey {10).

Given the amount of work that has been performed and published in the area of human factors it
is pertinent to inquire why the subject has recetved such scant attention in the process industries.
We believe there are vartous reasons:

J Lack of awareness. The process industries is heavily focused on hardware. Most process
engineers see equipment when they think of a process and do not see the pecple who are
an integral part of designing, building, operating or maintaining the equipment.

. Lack of understanding. To the uninitiated the field of human factors appears confusing and
poorly structured with apparently no definitive analysis approach that can be followed.
There is no conceptual model that process engineers can use as a frame of reference to
understand how human factors applies to their processes. It is difficult for process
engineers to know where to start, or, for that matter, when they are done.

. Lack of need. Most engineers in the process industries are unaware of the benefits that can
be obtained by attention to human factors in their processes.

. Misunderstanding of human factors. Process engineers and managers may feel threatened
at the prospect of a human factors study. They may feel their job performance or
personality is to be evaluated. Managers may feel that their effectiveness will be judged.

. Fear of the effort involved. Few in the process industries relish the thought of more studies
that must be performed in order to operate their processes. The work force is already
stretched thin after re-engineering and downsizing and few people are available to handle
this work.

. Fear of opening Pandora's box. Many companies in the process industries have performed
PHAs over the past few years that have resulted in many recommendations for process
improvements that companies are now often obligated to implement with their assoctated
costs. There is a fear that human factors studies may have the same result.

. [Lack of integration. Various approaches to treating human factors are avatlable but little
work has been done on their integration. Human error analysts, human factors specialists,
and behavioral scientists usually work independently.

. Lack of approaches to remediation of some human factors issues. When problems are
identified with displays and centrols, corrective actions can usually be devised without



difficulty. However, when organizational or socio-technical problems arise their solution is
often less obvious.

. Lack of qualified analysts. There are few practitioners who combine the required
knowledge of human factors engineering, human error analysis, process engineering,
safety and risk analysis and who have the requisite personal skills to work with process
engineers and operators to perform these studies. Few companies have such individuals on

staff,

. Lack of motivation. Until the advent of process safety and risk management regulations in
the early 1990's, there was no need to consider human factors.

Given these 1ssues, we may inquire as to the prospects for human factors studies in the process
industries. Compantes certainly are now motivated by regulations to do something and there is a
developing awareness that this is indeed an important topic. However, many companies are still
trying to decide what to do.

2. HUMAN FACTORS NEEDS OF THE PROCESS INDUSTRIES

In order for human factors studies to become a way of life for the process industries we believe
various tools and information are needed including;

. A better understanding of the benefits of human factors studies. This can best come from
publicizing case studies where the benefits are apparent, especially with regard to the
mvestment required

. A simple classification of the types of human factors studies that can be performed.

. A conceptual model that defines the scope of human factors for processes and that
facilitates understanding of the role of human factors in the process industries

. A classification of human errors that is both theoretically sound and practical for use in
identifying human errors

. A compilation of human factors design guideiines

. Specific gutdance on how process engineers can perform simple but meaningful human
factors and human error studies that meet regulatory requirements



Other actions will also be needed but if the above items are provided we believe significant
progress will be possible in the adoption of human factors studies by the process industries. Each
of these issues 1s now addressed in the remaining sections of this paper.

3. THE NEED FOR AND BENEFITS OF HUMAN FACTORS STUDIES

People are key components of processes. They are involved in process design, operation,
maintenance, etc. No step in the process life cycle is without some human involvement. Based on
human nature, human error 1s a given and will arise in all parts of the process life cycle. Also,
processes are generally not well-protected from human errors since many safeguards are focused
on equipment failure. Consequently, it is likely that human error will be an important contributor
to risk for most processes. This is evidenced by the number of major accidents that have been
attributed to this cause including such well-known accidents as Piper Alpha, Feyzin and
Flixborough.

It 1s generally believed that 50 - 90% of industrial incidents can be attributed to human error.
Consequently, if human errors are not considered in process safety and risk studies, then at most
only about half the risk is likely to be analyzed and perhaps as little as 10%.

Most processes have been designed with little, if any, consideration given to human factors.
Consequently, many obvious changes are often identified in human factors studies to improve the
process. Frequently, these changes are inexpensive. In today's competitive world, this source of
relatively low cost process improvements should not be ignored.

While reguiatory considerations are causing a number of companies to focus attention on human
factors in their processes, there is a variety of other reasons that justify their consideration.
Improving the human factors design of a process can produce not only improvements in safety
and health but also gains in quality, productivity and employee job satisfaction.

A few process companies have begun to perform human factors studies for their processes with
positive results. As word spreads and other companies become familiar with the benefits of human
factors studies then we will see more of this work performed. Thus there is a real need for these
early studies to be well publicized.

4. TYPES OF HUMAN FACTORS STUDIES

The term human factors is now used with a variety of meanings. Historically, it has meant the
study of the human-machine interface. More recently, it is being used in a broader sense Ideally
human factors considerations should be incorporated in the design of a process by the design
engineers. However, at the present time this is rarely done in the process industries. The greatest



present need is for tools that can be used to assess existing processes and develop
recommendations for changes in thetr human factors design that will improve the process. We
believe it is convenient to consider three types of studies that relate to human factors:

. Human error analysis

- the systematic identification and evaluation of the possible errors that may be made
by operators, maintenance engineers, technicians, and other personnel in the plant

. Human factors engineering

- the analysis of the interface of people with the process and its impact on system
operation

. Human reliability analysis
- the assessment of the impact of humans on the reliability of process plants
For each of these general types of studies there are several specific technical approaches available.
For example, for human error analysis the following approaches can be used:
. Checklists

- review of a facility to identify possible human errors using a prepared checklist.
This may be accomplished during the performance of a PHA

. Task safety analysis
- a formal analysis of actions performed by people to identify potential for problems
. Task error analysis

- a formal analysis of the steps performed to accomplish a task and the tdentification
and analysis of possible errors and their probabilities



For human factors engineering the following approaches can be used:
. Human factors engineering review
- use of a prepared checklist to evaluate a proposed design or an existing factlity

. Human factors engineering evaltuation

- detailed review of a proposed design or an on-site inspection and review of an
existing facility by human factors specialists

Human reliability analysis usually involves task analysis plus quantification using event and fault
trees. Various approaches are available (6, 10).

5. MODEL OF HUMAN FACTORS IN PROCESSES

Many process engineers are confused by human factors because textbooks on the subject rarely
explain how topics such as displays and controls, workplace design, environmental conditions,
etc. arise as important issues and result in the consideration of all relevant human factors issues.
What is needed is a process model that allows the complete scope of human factors issues to be
defined and understood.

Classically, human factors often deals with the man-machine interface (Figure 1). While this model
captures many important human factors a more complete model is required to capture all those of
importance in processes. We must fully analyze the person-process interface and its impact on
system operation. Consequently, in order to model human factors in processes we must define
completely the person-process interface. This requires that we define a person and a process in
terms meaningful for performing human factors studies. Humans can be defined by their attributes
(Figure 2 and Table 1). Processes or facilities may be defined by their components (Figure 3).

The issues that need to be explored in a human factors study of a process may then be identified
by examining how humans with their attributes interact with facility components and their
attributes. This provides both a framework for organizing human factors issues as well as a
practical model for identifying and analyzing human factors issues.

The model of a facility shows that people in the facility interact with one another as well as with
the facility hardware (equipment and computers) and software (written and unwritten procedures
and rules as well as computer software). These interactions occur in the accomplishment of
various jobs and tasks by the people. They may be operators, maintenance engineers, etc. The
jobs and tasks are performed in a particular workplace and each workplace has an environment



associated with it. Thes all occurs within the organizational structure set up to run the process.
These components of the facility may interact with one another individually or in combination to
accomplish the purpose of the process. A matrix model can be envisioned to represent these
interactions of facility components (Figure 4). Only two dimensions have been shown in the figure
but additional dimensions can easily be envisioned in order to capture higher-order interactions.
While this model is capable of representing the entire operation of the facility we are interested in
the human factors issues so we must focus on interactions of people with the rest of the facility
components. Thus, in order to define the scope of the human factors issues that need to be
considered we consider first two-way Interactions of people in the process with other process
components such as:

people with other people
people with equipment
people with computers
people with procedures
people with tasks

people with the workplace
people with the environment
people with the organization

Higher-order interactions may also be important. For example, multiple people working on one
piece of equipment or a person working on a specific task in a particular environment.

All people involved with the process should be considered (Table 2). This procedure allows us to
identify numerous human factors issues by investigating the match of the attributes of the people
with the attributes of the process components.

This model 1s important for several reasons. It provides:

. a theoretical framework for organizing human factors issues

. the means to completely define all human factors issues for a process



J a way to prepare detailed checklists of questions on human factors issues for use in
conducting human factors studies (see example in Table 3)

6. CLASSIFICATION OF HUMAN ERRORS

Human error classifications facilitate the identification and analysis of human errors. In order to
classify human error it must first be defined. A human error 1s any human action that exceeds
some limit of acceptability or performance for a process or system in which the human is a
component. It is an out-of-tolerance action such as an operator closing the wrong valve. The
limits of performance are defined by requirements for successful operation of the system or

process.

Alternatively, by analogy with hardware reliability, the probability of human error can be defined
as the likelihood that a human fails to provide a required system function when called upon to do
so, within a required time period. For example, an operator may not stop a pump within the time
period specified in the procedures when a specific alarm condition arises.

The identification of errors requires an understanding of the range of error types and their
causes/mechanisms (Figure 5) A knowledge of error mechanisms and causes is needed in order to
decide how errors can be prevented or mintmized. It is mnpossible to predict every possible,
potentially negative, human impact on a process since there are many ways in which people can
interact with processes and an infinite variety of possible human responses. Human error studies
are best seen as ways of locating vulnerabilities of processes to human errors or performance

problems.

There are various ways of classifying human errors. The simplest is classification by mode or
action:

. Omission error - action is not performed
. Commission error - action is performed incorrectly
. Extraneous act - non-required action is performed instead of or in addition to required act

There is a variety of commission errors that are possible (Table 4).

This classification does not address the cause or mechanism of the error. While human error
studies often deal with modes, a consideration of mechanism can provide guidance on suitable
corrective action. A mechanistic classification is possible by combining Rasmussen’s skill, rule,




and knowledge-based model with more recent phenomenological work on human error (Figure
6}. These error mechanisms are detined below.

Slips - errors in skill-based actions (require virtually no conscious thought). The intention is
correct but a failure occurs when carrying out the required action, e g operator fails to close
valve due to spatial confusion with another valve.

Mistakes due to fatfure of expertise - errors in rule-based information processing. The intention is
incorrect, e.g. operator assumes reactor 1s OK based on one temperature indication that proves
faulty.

Muistakes due to lack of expertise - errors in knowledge-based information processing.
(requires conscious thought). The intention is incorrect, e.g. the operator fails to diagnose causes
of a severe process abnormality under time-pressure.

Violations - deliberate acts that are prohibited or different from those prescribed and carried out
intentionally.

Sociotechnical errors - originate in biases or behavior patterns of people. They are often related to
problem-solving, emergency and team situations, e.g. decreased willingness to take decisions in
the face of an emergency.

Management and organizational errors - errors attributable to decisions and actions (or inactions)
by managers. They depend on the culture of the organization, e.g. unwillingness to communicate
required performance goals.

Sociotechnical and management/organizational errors have been recognized refatively recently.
Undoubtedly, more work is needed to fully define them and to develop ways in which their
potential can be identified.

These classifications of human error are used when human error studies are performed, for
example, using the Task Error Analysis technique described below.

7. HUMAN FACTORS DESIGN GUIDELINES

Human factors 1ssues have been largely ignored in the design of process facilities yet this 1s the
best time to apply human factors principles. This lack of application in design is due in part to a
lack of awareness of the discipline of human factors but is also due to the lack of a complete set
of human factors design guidelines and procedures for process facilities. While there are human



factors handbooks available and some design guidelines exist, they are not well known in the
process industries nor do we have a complete set. This is an area where effort to compile a

handbook for the process industries would be well worthwhile.

8. RECOMMENDED APPROACHES FOR HUMAN FACTORS STUDIES

We believe that process safety and risk studies of human factors should cover:

. the consideration of human errors of all types as causes of accidents and process upsets
. the impact of all aspects of the design of a process on human error rates

This will enable recommendations to be developed for improvements in the human factors design
of processes in order to improve safety and reduce risk. We also believe studies that address these
two items will meet the requirements of regulators.

Some regulators have implied that both these aspects of human factors can be treated within a
process hazards analysis. However, we believe a preferred approach is to perform a separate
human factors study and follow it with the consideration of human errors in a PHA (Figure 7).
This allows the human factors that influence human error rates to be better understood and the
risks posed by human errors to be better managed. It can also be useful to perform a separate
human error study prior to the PHA (Figure 7). This can be important when human errors are
believed to be particularly important for a process or when there is high human involvement with

ad process.

A useful approach to performing an initial human factors review of an existing process is to
perform a human factors engineering review (HFER). An HFER involves the use of a prepared
checklist to evaluate a proposed design or an existing facility. This can usually be accomplished by
a small tearn of analysts or even a single individual. A worksheet format is usually employed to
guide the analysis and record the results (Figure 8). Typically a facility is divided into separate
systems and all the relevant checklist questions applied to each system.

If a separate human error analysis is to be performed we recommend the use of task error analysis
(TEA). This technique is used to identify the human elements in tasks and the potential for human
error. It is a combination of task analysis and human error analysis.

Various forms of task analysis exist but we are using the term here to mean the detailed definition
of the actions required of humans in the process, such as operators. Human error analysis is used
to identify the types of errors that may be associated with the actions required of humans in a
process. Often this includes the identification of any performance influencing factors and possible
EITOT CauUses.



A task is an activity that the operator sees as a separate, complete activity, e.g., transferring
material from storage to a hold tank Task error analysis involves breaking down each task into
steps and individual units of behavior, e g., set valves in transfer lines is a step; open valve A is a
unit of behavior. This breakdewn is normally accomplished by tabulating information about each
specific human action in a worksheet (Figure 9). Specific potential errors are identified for each
unit of behavior, e.g., “open valve A” may have errors of omission (valve A not opened) or
commission (wrong valve opened). This is where the classification of error types by mode is used.
As 1s seen 1 the example, there may be muitiple posstble errors for each unit of action,

There may be factors that intluence human performance such as adverse environmental
conditions. A checklist 1s usually employed to assist in their identification and they are entered in
the TEA worksheet. Underlying causes of errors are optionally tdentified. This can assist in
formulating recommendations to reduce the error likelihood or eliminate its possibility.

TEA worksheets often provide additional information beyond the simple example given in Figure
9. For example, columns may appear identifying equipment involved in the action, the location
where the action 1s performed, numerical probabilities of individual errors, the means by which
error may be detected, the consequences of errors, etc.

When these initial studies of human factors and human errors have been performed it is much
easier to address these items in a PHA. We view the mnitial HFER as a very important precursor to
PHA since human factors can be difficult to handle within a PHA. The imitial TEA 1s desirable but
not always necessary. Human errors can usually be treated adequately within 2 PHA. Techniques
for treating human errors and human factors in a PHA have been described elsewhere (12).

9. CONCLUSIONS

Regulatory requirements for the consideration of human factors in process safety and risk
management are motivating companies to address this subject and the importance of considering
human factors in the process life cycle is beginning to be recognized by the process industries,
both onshore and offshore. However, a number of issues must be addressed for the consideration
of human factors to become standard. In particular, human factors needs to be more widely
understood and tools need to be provided so that studies can be performed more routinely.

An opportunity exists for companies to explore the many benefits afforded by human factors
studies of their processes. In particular, since this subject has been neglected for a long time,
numerous opportunities exist for process improvements.
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FIGURE 3. MODEL OF A FACILITY
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FIGURE 5. MODEL OF HUMAN ERROR
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FIGURE 7. APPROACH FOR TREATING HUMAN FACTORS IN PROCESS SAFETY
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TABLE 1. IMPORTANT ATTRIBUTES OF PEQPLE

Anthropometry
Height
Weight
Reach
Hand size

Senses
Vision
Color-blindness
Hearing
Kinesthetics

Verbal skills

Cognition
Attention
Decision making
Diagnosis
Information processing
Quality
Speed
Judgement
Language skills
Memory
Mental werkload capacity
Perception
Problem solving
Reading ability
Reasoning
Recognition
Thinking

Physiology
Motor skills
Reaction time
Speed of movement
Regulation of movement
Strength (static and dynamic)
Dexterity
Stamina
Physical workload capacity
Physical conditioning



TABLE 1. IMPORTANT ATTRIBUTES OF PEQPLE (contd.)

Psychology

Aptitude
Attitudes
Beliefs
Biases
Emotions
Feelings
Habits
Moods
Motivation
Perception
Personality
Stress

Medical and health

Side effects from prescription drugs
Drug or alcohol abuse

[l heaith or stress

Handicaps

Aging factors

Qualifications

Culture

Gender

Education
Experience
Knowledge
Skills
Training



TABLE 2. PEOPLE TYPICALLY INVOLVED WITH A PROCESS
Design engineers

Construction engincers

Process Engineers

Operators

Maintenance engineers

Supervisors

Managers



TABLE 3. EXAMPLE OF HUMAN FACTORS CHECKLIST - CONTROLS

Are controls accessible?

Are controls easy to reach?

Can important and frequently used controls be reached and operated without strain from the normal

working position?

Can controls always be reached when needed?

Can controls be reached and aclivaled in the time available?

Are controls easy to use?

Can controls be manipulated easily?

Can controls be used without discomfort?

Are controls easy to distinguish?

Are controls subject to substitution errors {confusion of controls)?

Are controls subject to adjustment errors {inappropriate movement)?

Can the required use of controls be forgotten?

Can controis be moved in the wrong direction?

Does the movement of the control, either forward, to the right, upward or clockwise, result in increasing

values or in a starting-up process?

Can controls easily be activated inadvertently or by mistake?
Are controls located so that they cannot be inadvertently or accidentally activated?

Are safeguards used against mistaken or inadvertent activation of controls (e.g. guards, key interlock)?
Is response time compromised?

If activation by a key is required for any of the controls, are the keys easily retrievable?

Are people provided with optimal amounts of information by the control system?

Are different controls distinguished by their shape?

Are controls that are critical to emergency operations clearly distinguishable?

Do labels explain control functions?

Are swilches arrayed horizontally rather than vertically?

Is the range of movement of controls appropriate?

Are the resistance values of controls appropriate?
Is the degree of force required to operate controls high enough to avoid inadvertent activation?
Is the degree of force required to operate controls low enough to avoid muscular fatigue?

Are devices used by operators 1o increase leverage over manual controls?

Do controls provide adeguate tactile feedback?
Will gloves reduce tactile feedback from controls?

|s adequate control-response feedback provided?

Is the control/irespense rate adequate?

Will gloves or other clothing prevent the operation of contrals?

Are control surfaces too hot or too cold to touch?

Note: This is not a complete checklist. It is provided for illustrative purposes only.



TABLE 4. EXAMPLES OF COMMISSION ERRORS

Action incorrect

Action inadequate

Action on wrong object
Action at wrong time
Action too tong / too short
Action too great / too small
Action repeated

Action in wrong direction
Action in wrong sequence
Action in wrong place
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AN AGENDA FOR IMPROVING SAFETY CULTURE

G. A. Blackmore

Health and Safety Executive
Offshore Safety Division

Abstract

This paper reflects the views of Operational management, safety professionals and regulators
arising from a seminar to discuss the way forward following a significant change in legislation. It
provides an agenda for companies to examine their performance and consider where improvements can
be made. It also provides human factors and other speciahsts with a list of areas in which they can
provide tools to assist companies improve their performance.

Introduction

[n 1998 the UK offshore industry faced a watershed after the Piper Alpha disaster. Lord
Cullen's report into the disaster produced 106 recommendations which the Government and the
industry has taken on board. The Offshore Safety Division (OSD) of Health and Safety Executive
(HSE) took over the role as the Regulator for the industry and this year the final set of new regulations
has been introduced.

The companies themselves now have to provide a document known as a Safefy Case in which
they demonstrate, that amongst other things, they have safety management systems in place to manage
risks to persons on the offshore installation.

The Current Status of Risk Management in the UK Offshore Industry

The industry acknowledges that the Piper Alpha disaster and the subsequent Safety Case
legislation has dramatically changes the way the industry manages risk. The safety case requires all
major hazards to be identified and risk levels calculated.  The legislation sets a maximum limit for risk
and requires companies to drive risks lower.

The legislation requires compantes to identify the risk control measures and set measurable
criteria for these controls using a hierarchy of prevention, control and mitigation of risks. In addition,
companies must have independent managerial systems to verify certain of these risk control measures.



The industry recognizes it now faces a second watershed. Since the safety case regulations
were introduced the accident rate has falien although this year it may be leveiing out or showing a
slight ncrease. Accidents are still happening, for example, in the last year or so two divers have been
killed where in the previous ten years there were no deaths. A technician was killed testing a lifeboat,
a drill crew member died when trapped by drill pipe, and there have been others. All of these accidents
happened despite the new legislation and despite safety management systems.

In June 1996 the Health and Safety Executive (HSE) and the United Kingdom Offshore
Operators Association (UKOOA) held a joint seminar entitled 4 Living Safety Culture (LSC) to
discuss how safety management systems may develop beyond the present stage. The meeting was
attended by senior safety and operations personnel in UK Oil and Gas industry. Papers were given by
Operational Managers, Safety Professionals, Safety Representatives, and a representative from the
U S, Oil Refining Industry followed by a question and answer setting.

The discussion clearly showed that policies, standards, and procedures are in place, but
attentton needs to be given to the human aspect if progress is to be made. The message was clear —
we need a cultural change to move to a regime in which improvement is self sustaining. While the
discusston was largely about H&S, this subject cannot be divorced from management in general, hence
the benefits to be gained from improvement should affect all aspects of the business. The issues raised
during the day were collated and distilled to the topics listed in Figure 1. This framework provides an
agenda for those working on the UK Continental Shelf, and since many multi-national compantes were
represented at the meeting, it may provide an agenda for companies in the international community to
move forward. The topics listed are not ranked in any way, nor could they be. The relevance and
ranking will be specific to each company.

Description of the Framework and Issues

The framework lists a number of issues and indicates whether they are a barrier or an aid to
cultural change. The issues arranged vertically are directly within control of management. Civil
litigation and media pressure are not as easily influenced but are having a significant impact on the
business and have human factor links to stakeholders.

Commitment_Gap — The delegates believed the workforce and executive management were on the
whole committed to health and safety, but this was not the case at intervening levels. In some cases
this 1s true — senior management are not committing resources. [n other cases the issues may be a
conflict in priorities or an inability to communicate commitment. The main message from the seminar
being that lower levels of management are not demonstrating the commitment executive managers talk
about. A safety professional believed management did not get offshore enough.

Management, Peer, and Self-Induced Pressures -~ There is significant evidence of pressure affecting
people's behavior. There are examples of people being reluctant to ask questions in front of peers in
case they appear foolish. Management pressures arise from many sources including style of
management and threat of redundancy. Accidents have arisen from exuberance on behalf of the

injured party.




Interfaces - Many compantes have significant internal interfaces, e.g., between functional and
operational groups, but with widespread use of contractors in the offshore industry external interfaces
present significant barriers to understanding and ownership.

Lack of Transparency of Risk — If people offshore and onshore cannot understand the risks, then there
is little likelihood that they will be committed to the controls. People offshore have difficulty
understanding QRA, absolute risk figures, and how they personally influence risk. The workforce is
requesting much more simple procedures and better access to safety professionals.

Lack of Ownership of Risk Controls — Ownership and empowerment are linked; people cannot be
empowered, they can only empower themselves. The workforce is requesting increased tnvolvement
in task planning and hazops. They are requesting participation in accident investigation and auditing,
including onshore procedures. This is certainly a sign of taking ownership.

Benchmarking — While the oil industry is competitive in some areas, safety is not seen in this light.
There 15 a willingness and commitment to share safety information. Benchmarking and sharing best
practices will improve standards.

Standardization of Systems — The UK has many itinerant workers who are not only faced with the
prospect of different platform layouts, but also different alarm signals, emergency procedures, and
isolation standards. The regulations will eventually harmonize alarm signals across North Sea
nstallations.

Way Forward

The model provides an industry agenda to develop safety culture beyond that of safety
management systems. Companies can compare their performance against the agenda and decide
where they need to put their resources.

Human factors experts can examine the agenda and supply tools that stimulate operational
management to demand their use. They should remember that it is the management who will ensure
that the human factor techniques are used in the oftfshore industry and this industry ts practical, down
to earth, not prone to using sophisticated techniques for the sake of them, and above all cost

CONSCIOUS.






EVALUATING RISK ASSESSMENT APPROACHES IN
OIL SPILL PREVENTION APPLICATIONS
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The Idaho National Engineering Laboratory has been engaged in the application of classic
Probabilistic Risk Assessment (PRA) and Human Reliability Assessment (HRA) techniques to a variety
of process control industries. These techniques have been developed and nurtured in the aviation, and
over the past decade institutionalized in the commercial nuclear industry. PRA and HRA develop
logic models that represent the probabilities of an accident scenario developing and the specific
combinations of hardware failure and human error that will lead to these failures. These models are
based upon the identification of an initiating event and an analysis of the hardware and human actions
that follow that event in its evolution. There are entire scientific journals that are dedicated to the
development of these methods and their application.

PRA is most commonly used to assist decision makers in the management of risks. It can be
used to support policy decisions, understand potential sources of risk, and identify where different
technologies, methods, or actions may be useful in reducing risk. It allows the identification of
commonalties among what otherwise may appear to be unique accident scenarios, and provides a
formal, scrutable model and framework to integrate data. Of late, there has been great interest in our
recent work in applying PRA/HRA in the o1l and gas industry. We have recently conducted a study,
for the Department of Energy, to determine the suitability of these methods in prevention of oil spills.

The objective of this study was to determine how current risk assessment tools and techniques
can be best employed to priorntize oil spill and leak hazards and evaluate the effectiveness of
technologies proposed to deal with these hazards. Secondly, the study attempted to identify specific
management strategies and technologies that can be employed to reduce spill risks and to identify
problem areas/scenarios where better risk assessment tools and data are needed.

Thirteen case studies were reviewed to determine the applicability of PRA/HRA methods.
Essential for these methods is the ability to identify and model an initiating event/safety function
representation. This type of representation is the basis for an event tree/fault tree approach. The
analysis conducted clearly demonstrated that a careful treatment of the pre-accident activities leads to
the identification of safety functions whose fatlures contribute significantly to the occurrence of
accidents. The types of initiating events identified included such things as pipeline installation, ship
collision, flooding, hurricanes, maintenance, underground storage tank installation, and operator o-
making. Also critical to the evolution of many of these scenarios were the roles that the humans



played in planning, executing, monitoring, and recovering the event. The ability to model the human
appeared to be critical in understanding the evolution of the event.

Risk reduction measures were identified as a result of these studies. The first measure came
from the fact that four of the I3 events studies involved the disabled, 1gnored or missed oil spill
detection alarms. This implies that organizational or technological improvements in dealing with these
alarms could be very helpful in reducing spill risk. The second measures also involved humans. In five
of the 13 events violations of operating procedures or industry standards also led to spills. Several
factors contributed to this, including operator inexperience, mussion urgency, excessive workload,
fitness for duty, inattentiveness, and complacency. Again, organizational changes to deal with these
reasons and ensure better adherence to procedures should reduce the likelihood of major spills. The
third measure is technology related and deals with improving testing and or maintenance methods with

fixed facilities.

The results of this study support the notion that current risk assessment techniques are
adequate for dealing with oil spill problems. However, there are three specific areas where
improvements could enhance the use of this method. The first area is in availability and quantity of
data. Improvements in the data arena, including better techniques to collect, quahfy, and use data
would be useful The second area concerns the development of oil industry specific models to analyze
the success or failure of the generic safety functions. If stochastic models for ships in narrow
waterways exist they should be incorporated into the risk assessment framework. The final area is the
development of tools to adequately assess the quantitative risk impact of improved inspection or
testing methodologies. These tools are necessary if formal risk optimization procedures are to be
developed.



